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MNOJIO’)KEHUE
0 pa3rpaHMYeHNH MPaB J0CTyNa K 00padaTbiBaeMbIM MEePCOHAIBLHBIM JAHHBIM
B IOCYJapCTBEHHOM Ka3eHHOM 00111¢00pa30BaTeIbHOM YUPeKIACHUN
«CnenuajbHas (KOppPeKIHOHHAS) 0011e00pa30BaTe/IbHAS IKOJA-HHTEPHAT
Ne36 ropoga CraBpomnoJis»

1. O0mue MoOJI0KEeH U

Hacrosimee Ilonoxxenue o pa3rpaHMuyeHHH MpaB JIOCTyNa K 0OpadaTrbiBaeéMbIM
NEPCOHANBHBIM JaHHBIM (nanee - IlojokeHue) B rocyJapCTBEHHOM Ka3eHHOM
o0111e00pa3oBaTeIbHOM YUPEKIECHUN "CnenuanbHas (KOppEeKIIMOHHAasT )
obmieoOpaszoBarenbHas mkoja-uHTepHAaT Ne 36 rTopoma CraBpomossa" (mamee —
VYupexnenue) pazpabotaHo B cooTBeTcTBUM ¢ DenepanbHbIM 3aKOHOM OT 27 MO
2006 1. Ne 152-®3 «O mnepcoHalnbHBIX JAaHHBIX», [IpaBunamum BHYTPEHHETO
TpyaoBoro pacnopsiika LlIkonsl u onpenensieT ypoBeHb AOCTYIA AOKHOCTHBIX JIHI]
K MTePCOHAJILHBIM JTAHHBIM PaOOTHUKOB U yUYaIIUXCS.

2. OCHOBHBIC TOHATHUSA

st uener Hacrosmero IlojIoKeHUST HCIIONB3YIOTCS CIEAYIOIME OCHOBHBIC
TIOHSTHS:
- nepcoHanbHble OaHHble padomuuxka - n00as uHGOPMALMS, OTHOCAIIAACA K
OMPENCIICHHOMY WJIM OMNpEeAeIseMOMY Ha OCHOBAaHMHM TakKoW uHQopMamuiu
pabOTHUKY, B TOM uuciie ero ¢haMuins, UMs, OTYECTBO, T'OJl, MECSII, JaTa U MECTO
POXIEHUS, aApec, CeMeilHOe, COLUMAIbHOE, HWMYIIECTBEHHOE TMOJIOKEHUE,
oOpa3zoBanue, mnpodeccus, JOXOAbl, Jpyrag HHPopMauus, HeoOXoauMas
paboTOIaTEeIIO B CBSI3U C TPYAOBBIMU OTHOILICHUSIMU;
- nepcoHanvHble  OaHHble  yuawguxca — uHQoOpmaums, HeoOxoauMmas
00pa30BaTENLHOMY YUPEKICHUIO B CBSI3U C OTHOIICHUSIMH, BO3HUKAIOIIUMHU MEXKIY
OOyJarommmcsi,  €ro  pOAWTENSIMA  (3aKOHHBIMH  TPEJACTABUTEIIAIMH) |



00pa30BaTENbHBIM YUPEKICHUEM.

- o0pabomka nepcoHAIbHLIX OAHHBIX - COOp, CUCTEMATH3allMs, HAKOIUICHHE,
XpaHeHHe, yTOUHEeHHe (OOHOBJIEHHE, U3MEHEHNE), UCIIOJIb30BAaHUE, PACTIPOCTPAHECHHE
(B TOM uymcie nmiepedada), oO0e3NMUYMBaHUE, OJIOKUPOBAHWE, YHUUYTOXKCHHE
NEPCOHAIBHBIX TAHHBIX;

- KOHUOEHUUATbHOCMb NEPCOHATbHBIX OAHHBIX - 0053aTENBHOE AJIS COOJIIOIEHUS
Ha3HAYEHHOI'O0 OTBETCTBEHHOI'O JIMIA, MOJYYHUBIIETO JOCTYNl K MEPCOHAIbLHBIM
JTAaHHBIM, TPEOOBAHUE HE JIOMYCKAaTh UX paclpocTpaHeHus Oe3 coryacusi pabOTHHKA,
poauTeneil (3aKOHHBIX MPECTABUTENEH ) HIIM MHOTO 3aKOHHOTO OCHOBAHUS;

- pacnpocmpanenHue NepPCcoOHAIbHbLIX OAHHBIX - JCUCTBUSA, HAIPABICHHBIC HA
nepegayy IMEepCOHAJbHBIX JIAHHBIX OINpEIEICeHHOMY Kpyry Jwui (mepenaya
NEPCOHAIBHBIX JAaHHBIX) HMIJIA Ha O3HAKOMJIEHHE C TE€PCOHAIbHBIMU JTaHHBIMHU
HEOTPAaHUYCHHOTO KPYTa JIMII, B TOM YUCJIe 00HAPOJOBAHUE NTEPCOHAILHBIX JAHHBIX B
CpeACTBax MacCOBOM uHpopmMaInu, pa3menieHue B
MH()OPMAIIMOHHO-TEIIEKOMMYHUKALMOHHBIX CETSX WM MPEJOCTABICHHE AO0CTyNa K
MePCOHAJILHBIM JJAHHBIM KaKUM-JINOO UHBIM CIIOCOOO0M;

- UCNOJ1b308AHUE NEPCOHATIbHBIX OAHHBLX - IEUCTBUS (OIlepalui) C NePCOHATbHBIMU
JAHHBIMU, COBEPILAEMbIC JIOKHOCTHBIM JIMIIOM YUpPEXKICHHUS B LEJISIX MPUHSATHUS
pELICHUNA WA COBEPILICHUS WHBIX JEUCTBUHM, MOPOKIAAIMIMUX OPUIUYECKUE
MOCHEACTBUSI B OTHOUICHHH Pa0OTHUKOB (0Oydaromuxcs) Ju00 HHBIM 00pa3oM
3aTparuBaOIIUX X MpaBa U CBOOOIbI HIIM TIpaBa U CBOOOIBI IPYTUX JIUIL;

- 0N0KuUposaHue NEpPCcOHANbHBIX OAHHBIX - BPEMEHHOE NpeKpalleHue coopa,
CUCTEMAaTHU3allNU, HAKOIUIEHUS, HMCIOJIb30BaHUS, PACHPOCTPAHCHUS IMEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MIEpeIayu;

- YHUYMOJMCEHUE NePCOHATIbHBIX OAHHBIX - JCUCTBUSA, B pE3ylbTaTe KOTOPBIX
HEBO3MOXXHO  BOCCTAaHOBUTH  COJEp)KaHUE  TMEpPCOHAIBHBIX  JaHHBIX B
MH(POPMAITMOHHON CHUCTEME TMEpPCOHATBHBIX JAHHBIX WM B PE3yjbTaTe€ KOTOPBIX
YHUUTOXKAIOTCS MaTepUaIbHbIE HOCUTEIU IEPCOHATBHBIX JIAHHBIX;

- 00e31uuueaHue NEepPcoOHAIbHLIX OAHHBIX - JCUCTBUA, B PE3YyIbTaTe KOTOPBIX
HEBO3MOXHO OIPEIETUTh MPUHAJICKHOCTh MEPCOHANBHBIX JAHHBIX KOHKPETHOMY
paboTHUKY (ydaieMycs);

- ungopmayusn - cBeneHus (COOOIICHMs, TaHHbIE) HE3aBUCUMO OT (HOpPMBI HX

IMpCaACTaBJICHUA,

3. PasrpaHnyeHue npas A0CTYNAa IPH ABTOMATH3HPOBAHHOI 00padoTKe
NEePCOHATBHBIX JAHHBIX

3.1. PasrpanuueHue npaB OCYHIECTBIISIETCS HAa OCHOBaHMM OTuera mo pe3ysbTaram



MPOBEJCHUSI BHYTPEHHEW IPOBEPKH,
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00pabOTKH MEPCOHATBHBIX JaHHBIX.

a TAaKXKC HCXOOA M3 XapaKTCpa M PCKHMA

3.2. CucoK rpyIIl JOJKHOCTHBIX JIMI] OTBETCTBEHHBIX 32 00Pa0OTKY MEPCOHANBHBIX

JaHHBIX B I/IH(bOpMaIII/IOHHI)IX CUCTEMAX IICPCOHAJIBHBIX JAHHBIX, 4 TAKKC UX YPOBCHb

npaB goctyna B «XpoHorpade» npencrasieH B Tadmuie No 1.

Taoauma Ne 1:

I'pynna Yposensb nocryna k [/ Pa3pewiennsie
JEUCTBUSI
Anmunuctparop | - O6nagaer noaHo uHdopmaluen o - cobop
CHUCTEMHOM U MPUKJIIATHOM TPOTPAMMHOM -
o0ecreyeHun. cucTeMaTu3alus
- ObnagaeT moaHOM UHpOPMAIIUEH O - HAKOILJICHHE
TEXHUYECKUX CPEJICTBAX M KOH(PUTYpAIUH. - XpaHEHHE
- ImeeT nocTyn KO BCEM TEXHUYECKUM - YTOYHEHHUE
cpenctBam o0paboTku UHPOpPMAIUU U - UCIIOJIb30BAHUE
JAHHBIM. - YHUYTOXKEHUE
- Obnagaer npaBamMu KOH(UTYpUPOBAHUS U
aIMUHUCTPATUBHON HACTPOUKHA TEXHUYECKUX
CPEICTB.
Anmunuctparop | - Obnagaer npaBamu AJAMUHUCTPATOPA. - cOop
0e30macHOCTH - Obnagaet nonaHOM nHGOpMaIHe 00. -
- ImeeT pocTyn K cpelicTBam 3aliuThl cucTeMaTu3aIus
uH(pOpMaIIMU U TPOTOKOJIUPOBAHMS U K YACTU | - HAKOILJICHUE
KJIFOUYEBBIX 2JIEMEHTOB. - XpaHEHHE
- He umeer npaB gocrymna k - YTOYHEHHUE
KOH(UTYPUPOBAHUIO TEXHUUECKUX CPEJICTB - UCIIOJIb30BaHUE
CETH 3a UCKIIFOUEHUEM KOHTPOJIBHBIX - YHUYTOKEHUE
(MHCTIEKIITUOHHBIX ).
Omneparop O6nagaeT BceMu HEOOXOIUMBIMU aTpulOyTamMu | - cOop
U TIpaBaMH, 00ECTICUUBAIOIIMMEU JOCTYII KO -
BceMm I1J1H. CUCTEMAaTH3AIHS
- HAKOILJICHUE
- XpaHEHHE
- YTOYHEHHUE
- HCIIOJIb30BAHUE

- YHUUYTOXKECHUE




4. PASTPAHUYEHME ITPAB JIOCTVYIIA
OBPABOTKE IIEPCOHAJIBHBIX JAHHBIX

4

IIPU HEABTOMATHU3UPOBAHHOM

4.1. PaSFpaHquHHG IMpaB OCYHICCTBILACTCA UCXOAA U3 XdPAKTCPaA U PCIKUMaA

O6pa6OTKI/I MEPCOHAJIBHBIX NAHHBIX HA MATCPUAJIBHBIX HOCUTCIIAX.

4.2. Cniucok TOMKHOCTEN JINL], OTBETCTBEHHBIX 3d HEABTOMAaTU3UPOBAHHYIO

00pabOTKy NMEPCOHANIbHBIX, & TAKXKE UX YPOBEHD IMIPaB JOCTYIA K IEPCOHAIBHBIM

JAHHBIM TpeJCcTaBlieH B Tabyuiie No 2.

Taoauma Ne 2:
['pymma Yposens nocryna Kk [1/IH Paspemennsbie
JNEUCTBUSA
Anmunuctpanus | - O6mamaer mojaHol nHpopManuei o - cbop u
LIKOJIBI MIEPCOHAIBHBIX TAHHBIX YYAIINXCS U UX CUCTEMAaTHU3aLHS
poautenei, pabOTHUKOB HIKOJIBI. - HAKOILICHHUE U
- meeT nocTyn K JIMYHBIM JIeJIaM XpaHEeHHE
y4daluxcs 1 pabOTHUKOB, MHPOpMAIMU Ha | - YTOYHEHUE
MaTepUaJIbHBIX HOCUTENISX, cojiepKalieid | (0OHOBJIEHUE,
MepPCOHABHBIC JAHHBIE YUaIIUXCS, UX HM3MEHEHHE)
poauTenel (3aKOHHBIX MPEACTABUTENICH) U | - UCTIOJIb30BaHUE
PaOOTHUKOB IIKOJIBIL. - YHUYTOKEHHE
- pacmpocTpaHeHue
- OJTIOKMpOBaHUE
- 00e31MYMBaHue
CoumanbHeIi - Imeer nocTyn K ITMYHBIM J1€71aM - cbop u
negaror yyamuxcsi, tHpopManuu Ha CUCTEeMAaTHU3alHs
MaTepUAIbHBIX HOCUTENSX, COIEpKAIEH | - HAKOIUJICHUE U
MEPCOHAJIBHBIE JAHHBIE YUAIIUXCS, UX XpaHEHUe
poauTeIe. - YTOYHEHUE
(oOHOBIICHME,
HU3MEHEHHE)
- UCTIOJIb30BaHKE
KnaccHslii - ImMeeT nocTyn K JIMYHBIM AeIaM - cbop u
PYKOBOJUTEIb yqamuxcst 1 uHpopMaI Ha CUCTEeMAaTHU3aLHs
MaTe€pUAIbHBIX HOCUTENSX, COIEpKAIEH | - yTOUHEHUE
MEPCOHAJIbHBIC TAHHBIC YUaITUXCS TOJIBKO | (OOHOBIICHHE,
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I'pynna Yposensb nocryna K I[1J1H Pazpeuiennsie
JNEUCTBUSA
CBOEr0 KJacca. M3MEHEHHE)
- HCTIOJIb30BAHME
- YHUUTOKEHHUE
Bocnurarens - Umeet goctyn k unopmanmu Ha - YTOUHEHHE
rpyI MaTepHUAIbHBIX HOCUTEISAX (KIaCCHBIN (oOHOBNEHME,
IPOJUIEHHOTO JIHS, | KYpHAaJ, )KypHaJI FPYIIIbI IPOAJIEHHOTO HU3MEHEHUE)
negaror JTHS, )KypHaJ padoThl 00bETUHEHUS B - HCTIOJIb30BAHME
JOTOJIHUTEIBHOIO | CUCTEME JOIMOJIHUTEIBHOIO 00pa30BaHmsl),
oOpa3oBaHHUs. coJieprKallel epCOHAIbHbIEC JaHHbBIE
y4YaIlMXCs U KOHTAaKTHOU MH(}OpMaIuu
pOIUTEIIEH yYalIuXCsi CBOEU TPYIIIIbI
(Kpy»KKa, CeKIUN).
Yuurens — - Umerot goctyn k nHpopmaiuu Ha - MCIIOJIb30BAHUE
IIPEAMETHUKU. MaTepUaIbHbIX HOCUTENSX (KIACCHBIN
’KypHai), coAepKaliei nepcoHaabHbIe
JIAHHBIC YYaIINXCS 1 KOHTaKTHOM
uH(opMauu poauTenei yyammuxcs
KJIACCOB, 00yYarolIuXxcs MpeaMeTy
YUHUTEJIS.
bubnuorekapn - Umeet noctyn k uHbopMauu Ha - UCIIOJIb30BAHUE
MaTepHUaNIbHBIX HOCUTEIAX ((popMyIIsIp - XpaHEHHUE

guTaTess OMOIMOTEKN), CoAepIKalleh
MIEPCOHAJILHBIC TAHHBIC YYaITUXCS

* PacripocTtpanenue (nepenaya) nHGOpMaIUK, CoAepKalieii mepcoHaIbHbIC TaHHBIE,

MOJKET OBIThH OCYHICCTBJICHA TOJIBKO C Pa3pCIICHUA aIMUHHUCTPAlINH IIKOJIbI B

cootBeTcTBUU C IlosoxxeHuem o 3alIUTC, XpaHCHUH, O6pa6OTKC H riepcaavuc

MMCPCOHAJIBHBIX TAHHBIX pa6OTHI/IKOB, BOCIIMTAHHHUKOB, YHAIIIUXCs y‘{pC}KI[CHI/ISI B

YCTaHOBJICHHOM I[GP'ICTBYIOIHI/IM 3aKOHOJAaTCIIbCTBOM ITOPAIKE.

[MPUJIOXEHUE 2
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OBO3HAYEHHUA U COKPALIEHNA

APM — aBroMaTu3MpoOBaHHOE padouyee MECTO

BU — BunoBas undopmanus

BTCC — BcnoMorarenbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
NCIIH — undopmaimoHHas cucrema nepCcoHaaIbHbIX JaHHBIX
K3 — koHTponupyemas 30Ha

MDD — MexkceTeBOM IKpaH

H/IB — HenexnapupoBaHHbIE BO3MOXHOCTH

HC/I — HecaHKIIMOHUPOBAHHBIN JTOCTYII

OBIT/In — o0ecrieueHne 6€30MaCHOCTH MEPCOHANBHBIX TAHHBIX
OC — onepanoHHas cucrema

ITJ1H — mepcoHaIbHBIE JTAaHHBIE

IIMB — nporpaMMHO-MaTeMaTH4YECKOE BO3/IEUCTBUE

I10 — nporpamMmMHOe obecrieueHue

[I9MUMH — no6o4YHbIE 3JIEKTPOMAarHUTHBIE U3JIyYEHHUS] U HABOJIKHU
PU — peuesas unpopmanus

CBT — cpencTBO BBIUMCIHUTENBHON TEXHUKA

C3U — cpenctBo 3amuThl UHPOPMAITUN

CIIH — creranorpaduueckoe mpeoOpazoBaHue HHPOpMAITUU
COVYIIN — cneunanbHbIE ANEKTPOHHBIE YCTPONUCTBA IIepexBaTa MHPOPMAIIHH
TKYU — texHnueckuii kaHaja yTeuku HHPpopMarum

TCOMU — TexHnueckue cpeactsa 00padoTku HHGOpMALIUH
VYBIIJIH — yrpo3sl 6€301macHOCTH MEPCOHANBHBIX JAHHBIX



1. TEPMHWHDbI 1 ONIPEJEJIEHUA

B HacTosimieM JOKyMEHTE UCIHONB3YIOTCA CIEAYIOINIME TEPMUHBI MU HUX
ONpPENCIICHUS:

ABTOMATH3MPOBAHHAsI CHCTeMa — CHCTEMa, COCTOsIas W3 IEepcoHajla M
KOMILJIEKCA ~ CPEACTB  aBTOMATH3allMM  €ro  JEATEIbHOCTH,  PEaU3YIoIast
MH()OPMALIMOHHYIO TEXHOJIOTHIO BBIITOJIHEHHS YCTaHOBIEHHBIX (DYHKIIHM.

AyTeHTHQUKANUA OTHPABUTENS [JAHHBIX — IOATBEPXKICHHE TOrO, 4YTO
OTIIPABUTEIIb MTOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHoOCTh NEpPCOHANBHBIX JAHHBIX — COCTOSHUE 3allUIIEHHOCTU
MEPCOHANIBHBIX  JIAHHBIX, XapaKTepU3yemMoe CIIOCOOHOCThIO  MOJIb30BaTENEH,
TEXHUYECKUX  CPEICTB U  HMHPOPMALMOHHBIX  TEXHOJIOTMA  O0ECHeYHThH
KOH(HIEHIIMAIBHOCTD, 1IEJIOCTHOCTh U JIOCTYITHOCTh MEPCOHANIbHBIX JAHHBIX MPU UX
00paboTke B MH()OPMALIMOHHBIX CUCTEMAaX MEPCOHANIBHBIX JaHHBIX.

BiokupoBaHne mepcoOHAIBHBIX JaHHBIX — BPEMEHHOE MpEKpalleHue coopa,
CUCTEMAaTHU3AlMK, HAKOIUIEHUS, MCIOJb30BaHUS, PaCIpOCTPAHEHHUs, NEPCOHAIBHBIX
JAHHBIX, B TOM YUCJIE X MTEPEAAyH.

Bupyc (KoMNbHOTEpHBI, MPOrPaMMHBbIH) — UCIOJHACMBIM IIPOrpaMMHBIN
KOJ WU HWHTEPHPETHUPYEMbIi HA0Op WHCTPYKIMMA, OOJaJaronuii CBOWCTBAMHU
HECAaHKIMOHUPOBAHHOTO PAacCHpOCTpaHEHUs U camoBocnpousBencHus. (Co3gaHHBIE
NyOnuKaThl KOMIIBIOTEPHOI'O BUpYyCa HE BCEr/la COBMAAIOT C OPUTHHAIIOM,

HO COXPAHSIOT CIOCOOHOCTbH K JaJIbHEHUIIIEMY PACTIPOCTPAHEHHIO
Y CaMOBOCIPOU3BEIEHHUIO.

Bpenonocnass mporpamma —  IporpaMma, —I[peJAHA3HAYCHHAs  JUIS
OCYILIECTBJIICHUS HECAHKIIMOHUPOBAHHOTO JOCTyna W (WJIM) BO3ACHCTBHUS Ha
MEPCOHANbHBIE JTaHHBIE WM PEeCypchbl HMH(POPMAIIMOHHON CHCTEMBI MEPCOHATbHBIX
JAHHBIX.

BcnomoraresibHble TeXHHYECKHE CPeICTBA M CHCTeMbl — TEXHHYECKHE
CpelICTBa M CHUCTEMBbI, HE TIpeHA3HAYCHHBIC NJIs Mepeaadyu, oOpaboTKU U XpaHEHUs
NEPCOHAIBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPEIACTBAMMU
U CUCTEMaMHU, IIpeIHa3HAaYeHHBIMU JIsl 00pabOTKH NMEPCOHANbHBIX TAHHBIX, UITU
B TOMEILEHUSX, B KOTOPBIX YCTAHOBJEHbl HWH()POPMAUMOHHBIE  CHUCTEMBI
MEPCOHAJIBHBIX TaHHBIX.

JocTtynm B omepauMoOHHYK cpeay KoMnblTepa (MHGOPMALMOHHOM
CHCTEMBI MEPCOHAJBHBIX JJAaHHBIX) — IIOJYyYEHHE BO3MOXXHOCTH 3allycKa Ha
BBINIOJIHEHUE IITATHBIX KOMaHJ, (YHKUMWA, MPOLEAYp ONEPALUOHHON CHUCTEMBI
(YHUUYTOXXEHHS, KONMHPOBAHHUS, TMEPEMEIICHUS U T.N.), HCHOJHAEMBbIX (ailioB
MPUKIIATHBIX TPOrPAMM.
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Hoctym K uHpOpMAMH — BO3MOXKHOCTb MONy4YeHUs HH(DOpPMALIUU U
€€ UCI0JIb30BaHUS.

3aKj1aJ0uHOe YCTPOMCTBO — OJJIEMEHT CpEJICTBAa CbheMa HH(pOpMaluy,
CKPBITHO BHEApPSEMbIN (3aKiaJblBa€Mblii WM BHOCHMBIH) B MeCTa BO3MOXKHOTO
chbemMa MH@popMaluu (B TOM YHMCIE B OTpa)JAeHHE, KOHCTPYKIUIO, 000pyAOBaHHUE,
MPEIMETHI UHTEPhEPA, TPAHCIIOPTHBIE CPEJICTBA, A TAKIKE B TEXHUUYECKHUE CPEACTBA
U CUCTEeMbI 00pabOoTKu MHPOpMALIHHN).

3amumaemMasi uHpopManusa — UHGOpMaLUs, SBIAIOMIAACA TMPEAMETOM
COOCTBEHHOCTH W TIOJJIEKAIAsl 3aIIUTE B COOTBETCTBUU C TPEOOBAHUSIMHU MPABOBHIX
JIOKYMEHTOB HJIM TPEOOBAHUSIMH, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OpPMAITUH.

HUnentudukanmuss — TPUCBOEHHE CyObekTaM ©  OO0BEKTaM JIOCTyIa
uneHtudukaTopa v (WiM) CpaBHEHHE PEABIBIAEMOr0 UICHTU(PUKATOpPA C IEpEUYHEM
MIPUCBOEHHBIX UICHTU(HUKATOPOB.

NudopMaTuBHBIN CHUTHAJT — DJJIEKTPUYECKUE CUTHAJBI, AaKyCTUYECKHUE,
AJIEKTPOMArHuTHhIC U JIpyrue (U3UMYECKHUE TMOJIs, MO MapaMeTpaM KOTOPBIX MOXKET
OBITh packpbiTa KoH(UICHIMAIbHAA wuHGoOpMalus (TIEpCOHANBHBIE JaHHBIE),
oOpabaTsiBacMasi B MH(POPMAIITMOHHON CHCTEME MEPCOHAIBHBIX TAHHBIX.

HNudopmanuonHas cucremMa MEPCOHAJIBHBIX  JAaHHBIX —  JTO
nH(pOpMaIMOHHAS CUCTEMA, MPECTABISAIONAs CO00 COBOKYIMHOCTh MEPCOHATBHBIX
TAHHBIX, COEPXKAIMXCSA B 0a3e MaHHBIX, a TakKe WH(POPMAITMOHHBIX TEXHOJIOTUH U
TEXHUYECKUX  CPEJACTB, IMO3BOJIONIUX  OCYIIECTBIATH  00pabOTKY  Takux
MEePCOHATIBHBIX IAHHBIX C UCIOJIB30BaHUEM CPEJICTB aBTOMATU3aIlUU WU
0e3 UCIOJIb30BaHUS TAKUX CPEJICTB.

Nudopmanuonnbie TEXHOJOTMH — IIPOIECCHl, METOJbl IOHUCKa, cOopa,
XpaHeHus, 00padOTKH, TPEIOCTABIEHUS, PACTIPOCTPAHEHUS HHPOPMAILIUU U CITOCOOBI
OCYILIECTBJIIEHUS TAKUX MPOLIECCOB U METOOB.

HcTounuk yrpo3sl 0Oe3omacHocTH WHGOPMAIMM — CYOBEKT JOCTyIa,
MaTEepUANbHBIA OOBEKT WM (PHU3WYECKOe SBICHUE, SBISIOMHAECS TMPUUUHON
BO3HMKHOBEHHS YIpo3bl 0€30MacHOCTH HH(pOpMaALUK.

Kontposupyemasi 30Ha — 3TO MPOCTPAHCTBO, B KOTOPOM HCKIIFOUECHO
HEKOHTPOJIMPYEMOe MTPEOBbIBAaHNE COTPYTHUKOB U IMMOCETUTENEH orepaTopa
¥ TTIOCTOPOHHHUX TPAHCTIOPTHBIX, TEXHHYECKUX U UHBIX MaTePUATIBLHBIX CPEIICTB.

KonuaeHIHAILHOCTh, NEPCOHAJBHBIX [JaHHBIX — 00s3aTelbHOE IS
COOJIIONICHUST OMEpPAaTOPOM FJIM HMHBIM TIOJYYHBIIMM JOCTYNT K TEPCOHATHHBIM
JaHHBIM JIMIIOM TpeOOBaHWE HE JOMYCKaTh WX PAacCIpOCTpaHEHUs Oe3 Coriacus
CyObeKTa MepCOHATBLHBIX JAaHHBIX WX HAJIMYUs UHOTO 3aKOHHOTO OCHOBAHUSI.

Me:kcereBoii  3KkpaH —  JIOKaJbHOE€  (OJIHOKOMIIOHEHTHOE) WU
(YHKITMOHATIBLHO-PACIIPEICIICHHOES MIPOTPaMMHOE (mporpamMMHO-anIapaTHoe)
CpeAcCTBO (KOMILICKC), peaM3yIoliee KOHTPOIb 3a MH(pOpMamueH, mocTyIarIe B
MH()OPMAITMOHHYIO CHCTEMY TMEPCOHANBHBIX JJAHHBIX M (WIM) BBIXOASIICH W3
MH()OPMAITMOHHOW CHCTEMBI.

HapymuTteab 0€30MacCHOCTH NMEPCOHAJBHBIX JAaHHBIX — (PU3MYECKOE JULIO,
CIy4yallHO WM TPEIHAMEPEHHO COBEPINAOIICE JCHCTBHUS, CICIACTBHEM KOTOPBIX
SBJISIETCS. HapyIlleHHue OE30MaCHOCTH MEPCOHANBHBIX JaHHBIX TMPH UX 00paboTKe
TEXHUYECKUMHU CPEJICTBAaMHU B MH(OPMAITMOHHBIX CUCTEMaX MEPCOHANBHBIX JTAHHBIX.



11

HenexnapupoBaHHble BO3MOKHOCTH —  (YHKIMOHAJIbHBIE
BO3MOXXHOCTH CPEACTB BBIUUCIUTEIbHOW TEXHUKW, HE ONUCAHHBIE WU HE
COOTBETCTBYIOIIME OIMUCAHHBIM B JOKYMEHTAIMHW, MPU HCIOJIb30BAHUU KOTOPBIX
BO3MOXKHO HapylIeHHEe KOH(PUACHIIMAIbHOCTU, JOCTYIMHOCTH WU IIEJIOCTHOCTH
oOpabaTbiBaeMoil HHPOPMAITUH.

HecaHKUMOHUPOBAHHBIN AOCTYN (HECAHKUMOHUPOBAHHbIE JAEHCTBHS) —
AocTyn K uHGOpManuu WM ACUCTBHS ¢ HH(OpMalMel, OCYyIIECTBIsEMbIE C
HapyILIEHUEM YCTAaHOBJEHHBIX MpaB M (WJIM) MPaBWJI JOCTyNa K MH(OPMALMHU WIH
JNEUCTBUI C HEHl ¢ MPUMEHEHHEM IITATHBIX CPEACTB MH(OOPMAIIMOHHON CUCTEMbI WU
CPEIICTB, AHAJIOTMYHBIX MM [0 CBOMM (PYHKIMOHAJIBHOMY IMpEAHA3HAYEHUIO W
TEXHUYECKUM XapaKTEPUCTUKAM.

Hocurenar undopmamun — QU3NIECKoe JUIO0 UIU MaTepuaibHbIl OOBEKT, B
TOM 4HCJe (PU3UYECKOE ToJie, B KOTOpOM MH(MOpMaIUs HAaXOIUT CBOE OTPAKEHUE B
BUJI€ CHMBOJIOB, OOpa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH U MPOIECCOB,
KOJIMYECTBEHHBIX XapPaKTEPUCTUK (PU3HUUECKUX BEITUUUH.

O0pabdoTka mNepPCOHAJBHBIX JAaHHBIX — JCHCTBUA  (omepamuu) ¢
NEPCOHAJIbHBIMU ~ JaHHBIMM, BKJIOYass CcOOp, CHUCTEMAaTU3AlMI0, HaKOIUICHHE,
XpaHEHUE, YTOUHEHHE (OOHOBJIEHHE, U3MEHEHHUE), UCIIOJIb30BAHUE, PACIIPOCTPAHEHHE
(B TOM wu4wWcie Tmepenaudy), o0O0e3MYMBaHUE, OJIOKMPOBAaHUE, YHUUYTOXKECHHE
MEPCOHAIIbHBIX JTAHHBIX.

Omnepatop — rocy1apCTBEHHBIN OpraH, MyHULIMIIAIbHBIN OPTraH, IOpUINYECKOE
uin (Qu3nyeckoe IMI0, OPraHuM3ylInue W (WJIK) OCYIIECTBISIONINE 00padOTKY
NEPCOHANBHBIX JAHHBIX, a TAK)KE OMNPEIENSIoIINe eI U coAepk aHue oO0padoTKu
MEPCOHANIBHBIX JIAHHBIX.

IMepexBaT (MH(OpMAIUM) — HEOPABOMEPHOE IMOJIy4eHHE HH(pOpMaLUU C
UCIIOJIb30BAaHUEM TEXHUYECKOI'O CPEJCTBA, OCYIIECTBIIAIONIEr0 0OHAPYKEHHE, TTPUEM
1 00pabOTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIe — Ji00as  uHGOpMAIMs, OTHOCSIIASCS K
OIPENIETICHHOMY WJIM OIPEAEsIEMOMY Ha OCHOBAHUU TakoW MH(popMalnu (pU3nYeCKOMY
nuily (CyObeKTy MepCOHaIbHBIX JaHHBIX), B TOM YHUCIIE €ro (paMuiusi, UMsi, OTYECTBO,
Jata ¥ MECTO POXKIEHUS, aIpeC, CEMENHOE, COLMAIBHOE, MMYILIECTBEHHOE MOJI0KEHNUE,
oOpazoBanue, mpodeccusi, J0XOAbI, IpyTas HHPOPMAIIHSL.

ITo6ounbIe 3J1eKTPOMarHUTHbIE U3J1y4eHust U HABOAKH  —
AJIEKTPOMArHUTHBIE W3JIyY€HUS TEXHUUYECKUX CPEICTB OOpabOTKH 3alUIlaeMoil
uH(pOpMalii, BO3ZHUKAIOIINE KaK MOOOYHOE SIBIEHUE U BBI3BAHHBIE AJIEKTPUUECKIUMHU
CUTHAJIAMH, JCHCTBYIONIMMHU B HMX JJIGKTPUUECKHMX W MArHUTHBIX LEMAX, a TaKKe
AJIEKTPOMATHUTHBIE HABOJKH OJTUX CHUTHAJIOB HA TOKOMPOBOMSIINE JIMHUH,
KOHCTPYKIIUU U IIENU MTUTaHUSI.

Hoab30BaTesb MH(POPMAUMOHHOH CHCTEMbI MEPCOHAJBHBIX JAHHBIX —
JUI0, Yy4YacTBywollee B  (PYHKIMOHMPOBAHMM  UH(MOPMALMOHHOM  CHUCTEMBI
NEPCOHANIBHBIX JAHHBIX WM UCHOJB3YIOIIEe PE3YIbTaThl €€ (yHKIIMOHUPOBAHUSI.

IIpaBuia  pasrpaHuveHuss  JOCTynma —  COBOKYIHOCTH  IIpaBHII,
pErlaMeHTHPYIOLIUX MPaBa JOCTyIa CyObEKTOB IOCTYyNa K OOBEKTaM JIOCTYIIA.
IlporpammHasi 3akjajilka — CKpPBITHO BHECEHHBIM B IPOrpaMMHOE

oOecrieueHne (PYHKITMOHAIBHBIA OOBEKT, KOTOPHIA TMPHU OMPEICIECHHBIX YCIOBHSIX
croco0eH  00ecCleynuTh HECAHKIMOHUPOBAHHOE MPOTPAaMMHOE  BO3JIECHUCTBHE.
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[IporpammHas 3akjiajka MOXKET OBITh peajiu30BaHa B  BUJIE BPEIOHOCHOMU
MPOTPaMMbl WJIA MPOTPAMMHOTO KO/JIa.

IIporpammHoe (mporpaMMHO-MaTeMaTHY€ECKOE)
BO3/CHCTBHE - HECAHKIIMOHMPOBAHHOE BO3JICHCTBUE Ha pecypcel
aBTOMATU3UPOBAHHON  MH(OPMAIMOHHOW  CHCTEMBI, OCYILIECTBIIIEMOE  C

UCII0JIb30BAaHUEM BPEJOHOCHBIX MTPOrpamM.

Pecypc mHpopmManmoHHON cHCTEeMbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MIPUKIIATHOTO W aIapaTHoro oOecreueHus (YHKUMOHUPOBAHUS
MH()OPMAIMOHHOW CUCTEMBI.

CpeacrBa BbIYMCIUTEIbHOI TEXHUKH — COBOKYIHOCTb IIPOTPAMMHBIX U
TEXHUYECKUX AJIEMEHTOB CUCTEM 00paOOTKHU JaHHBIX, CHOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOATENIbHO WM B COCTAaBE IPYTUX CHCTEM.

Cy0bekT nocryna (cy0beKT) — JIMLO WIM IIPOLECC, NEUCTBUS KOTOPOIO

perIaMEHTUPYIOTCS MPaBUIaMU pa3rpaHUUCHUs TO0CTYIIA.

Texnuveckue cpeacrBa HUHPOPMAUMOHHON CHCTEMbI MEPCOHAJbHBIX
JAHHBIX — CPEJICTBA BBIUUCIUTEIBLHOW TEXHUKHU, HHPOPMAIIMOHHO-BBIUNCIUTEIIbHBIC
KOMIUIEKCBI W CETH, CpEJICTBAa M CHUCTEMbl Iepe/ladyu, IpuemMa U o0paboTKu
MEPCOHANBHBIX JIAaHHBIX (CPEJCTBAa W CHCTEMbI 3BYKO3allMCH, 3BYKOYCHJICHHUS,
3BYKOBOCIIPOU3BEJICHUS], MEPETOBOPHBIE M TEJIIEBU3MOHHBIE YCTPOWCTBA, CPEACTBa
U3TOTOBJICHUS, TUPAXKUPOBAHUSI JOKYMEHTOB U JIpyIM€ TEXHHUYECKUE CpPElICTBa
00paboTKN pedeBoi, rpaduyueckor, BUaE€O- U OyKBeHHO-IIU(PPOBOI MHOpMaIun),
porpaMMHBIE CpeJICTBA (OINEpalMOHHBIE CHUCTEMbI, CUCTEMbl YyIpaBlieHUs Oazamu
JTAHHBIX U T.I1.), CPEICTBA 3aIIUTHI HH(OPMAITUH.

TexHnueckuii KaHaJ yTe4KH HHGOPMANUUM — COBOKYIHOCTh HOCHTEIA
uHpopmaruu  (cpeactBa o0paboTkH), (U3MUECKON Cpelbl pacHpOCTPaHCHUS
MH()OPMATUBHOIO CHUTHajda M CPEACTB, KOTOPHIMH JOOBIBAETCSA 3alllMIlaeMast
uH(popmanus.

Yrpo3bl 0e301aCHOCTH MEPCOHAJTBHBIX JAHHBIX — COBOKYIIHOCTD YCIIOBUU U
(GakTOpoB, CO3MAIOMIMX OMACHOCTh HECAHKIIMOHHPOBAaHHOTO, B TOM YHCIIC
CIIy4ailHOT0, JOCTyNa K MEpPCOHAJIbHBIM [aHHBIM, PE3YJIbTATOM KOTOPOIO0 MOKET
CTaTh YHUYTOXKEHUE, WU3MEHEHHUE, OJIOKMPOBAHME, KOMUPOBAHHE, PACIPOCTPAHEHHE
NEPCOHANBHBIX JIAHHBIX, & TAKXKE WHBIX HECAaHKIMOHWPOBAHHBIX JEUCTBUM MpU UX
00paboTke B MH(POPMAIIMOHHOM CHCTEME TTePCOHATIbHBIX TAaHHBIX.

YHUUYTOKEeHHE TMEPCOHATbHBIX JAHHBIX — JICUCTBUS, B PE3YJIBTATE KOTOPBIX
HEBO3MOXHO  BOCCTAaHOBUTH  COJEp)KaHUE  TMEpPCOHAIBHBIX  JaHHBIX B
MH(POPMAITMOHHON CHUCTEME MEpPCOHATbHBIX JAHHBIX WM B PE3yibTaTe€ KOTOPBIX
YHUUYTOXKAIOTCSI MaT€pUAIbHbIE HOCUTEIU IEPCOHATBHBIX JIAHHBIX.

Yreuka (Gammumaemoi) HHOpMANUM MO TEXHHYECKMM KaHAJIaM —
HEKOHTPOJIMPYEMOE pacnpocTpaHeHne WHOOPMAIMU OT HOCUTENS 3allUIacMOM
nHpoOpMaruu  4Yepe3  (PU3MYECKYI0  Cpeay 10  TEeXHHYECKOro  CPEACTBa,



13
OCYLIECTBJISFOLLErO nepexBar HMHQPOPMAIIUH.
Ya3BUMOCTL — HeEKas clnabocTh, KOTOPYIO MOKHO HCIOJIB30BaTh IS
HapYIIEHUs CUCTEMBI WIH COofep Kalleiicss B Hel nHdopmaluu.

HenoctHocts wuHpopManmum — cocTosiHUE HWHGOPMAIMK, TMPU KOTOPOM
OTCYTCTBYET JI000€ €€ HW3MEHEHHE JMOO0 H3MEHEHUE OCYIIECTBISIETCS TOJIBKO
peIHAMEPEHHO CyOBbEeKTaMH, UMEIOIIMMHU Ha HETO PAaBo.
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2. OBIIME ITOJIOKEHHUA

Hacrosimas «ba3oBast Mmojiens yrpo3 6€30macHOCTH MEPCOHATBHBIX JAHHBIX P UX
00paboTke B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIX» (Aaiee — Mozenb
yIpo3) COACPXKUT CUCTEMAaTU3MPOBAHHBIN TIEpEUeHb YIpo3 OE30MacHOCTH MEPCOHATBHBIX
JTAHHBIX TPU WX 00paboTKe B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHABLHBIX JAHHBIX. DTH
yrpo3sl  O0YCIIOBJIEHBI TPEIHAMEPEHHBIMA WJIA HEMpeTHAMEPEHHBIMU JICHCTBUSIMU
(U3NYECKUX JIHL, AEHCTBUAMH 3apyOEKHBIX CHELCTYXO MM OpraHu3alyii (B TOM YKCIe
TEPPOPUCTUYECKUX), A TaKKE€ KPUMHUHAIBHBIX TPYNIUPOBOK, CO3JAIOIIMX YCIOBUS
(MIpennoChUIKK ) 1Sl HApyIIeHHs 0€30MacCHOCTH NepCoHaTbHBIX JaHHbIX (I1/{H), KoTOpOoe
BEJIET K yIIepOy >KU3HEHHO BAYKHBIX MHTEPECOB JIMYHOCTH, OOIIIECTBA U TOCYIaPCTRA.

Mogens yrpo3 COOEpPXKUT €AUHBIE WCXOIHBIE JAaHHBIE TIO yIrpo3am
0e30MacHOCTH TEpPCOHANBHBIX JaHHBIX, 00pabaTbiBaeMbIX B HH(GOPMAIIMOHHBIX
cucremax nepcoHanbubix gJaHHbIX (MCII/IH), CBSI3aHHBIM:

c nepexBatroM (cbemom) I[IJI[H TO TeXHHYECKMM KaHajgaM C IeJbl0 UX
KOMUPOBAHUS WIIH HEITPABOMEPHOT'O PACITPOCTPAHCHHUS;

C HECAaHKI[MOHUPOBAHHBIM, B TOM 4HCJE ClaydailHbiM, goctynoM B MCIIH ¢
LENbI0 MU3MEHEHUs, KOMMPOBAaHMS, HEmpaBoOMepHOro pacrnpoctpaHenus [IJIH wmm
JeCTPYKTUBHBIX Bo3nercTBuid Ha diemeHnThl MCIIJIH u o6pabateiBaeMbix B HUX [1/[H
C HCIOJB30BAaHUEM MPOrPaMMHBIX W MPOrPAMMHO-ANNApPaTHBIX CPEJCTB C ULEIBIO
YHUYTOXKEHUA Uiy 6sokupoBanus [1/1H.

Mopens yrpo3 SBIsIETCS METOJIMYECKUM JOKYMEHTOM U MpeHa3HaYeHa
JUI. TOCYJIAapCTBEHHBIX W MYHMIIMNAIBHBIX OpPraHOB, IOPUIUYECKUX U (WIJIH)
bu3YeCcKuX JUIL (J1aJee — ONnepaTopoB), OPTAHU3YIONINX U (M) OCYIIECTBIISIFOIITIX
oOpabotky II/IH, a Takke ompenensronuX Leau U coaepxkanue oodpadotrku I1/1H,
3aka3unkoB u pazpadotunkoB MCII[n u ux moacucrem. C mpumenennem Moenu
YIPO3 PEUIAOTCA CIECAYIOINE 3a0aUHn:

pa3paboTKa YacTHBIX Mojened yrpo3 Oe3zomacHoctu I[I/IH B KOHKpETHBIX
HCIIIH ¢ yyeToM UX Ha3HAYEHUs, YCIOBUNA U OCOOEHHOCTEN (PyHKIMOHUPOBAHMUS;

ananu3 3anuiieHHoctd WCIIa ot yrpo3 6e3omacHoctu IIJ[H B Xxome
OpraHU3alliy U BBIMOJHEHUS paboT 1o obecnedyeHuto 0ezonacHoctu [1/1H;

paspaborka cucteMbl 3amuThl I1/[H, oOecmeuymBaromieli HeUTpaIU3AIUIO
MpenoiaraéMbplX yrpo3 € HCIOJb30BAHUEM METOJOB U croco0oB 3amuThl [1/H,
MPENYCMOTPEHHBIX sl cCOOTBETCTBYHOMIEro kiacca MCIT/IH;

MPOBEJICHUE  MEPOMPUSITUH,  HAMpaBICHHBIX  HA  MPEJOTBPAILCHUE
HECaHKIIMOHUPOBAaHHOTO focTymna K [0 u (unm) nepenayu ux jguiam, He UMEIOIIUM
mpaBa JIOCTyIa K Takoi nH(popmanuu;

HeJonylleHrue Bo3aecTBus Ha Texuuueckue cpenacrsa MCII/IH, B pesynbraTe
KOTOPOT'O MOXET OBITh HAPYIIEHO UX (yHKIIMOHUPOBAHUE;

KOHTPOJIb 00€CTICUCHUST YPOBHS 3AIUIIIEHHOCTH MIEPCOHAIBHBIX JTAHHBIX.

B Mognenu yrpo3 gano o6o6mennoe omwmcanue HCII[[H xak 0OBEKTOB
3alUThI, BO3MOXHBIX MCTOYHHUKOB YIpO3bl 0€30MaCHOCTH TMEPCOHATBHBIX JTaHHBIX
(YBIIH), ocHoBHBIX kiaccoB ysizBumMocTte MCIIJIH, BO3MOXHBIX BHJOB
JEeCTPYKTUBHBIX Bo3jeicTBUil Ha [1/1H, a Tak’ke OCHOBHBIX CITIOCOOOB MX peau3alluu.

Yrpo3sl 6e3omacHoctu 111, o6pabareiBaembix B MCIIJIH, comepkariuecs B
HacTosle Mojenu yrpo3, MOT'yT YTOUHSTHCS U JIOMOJIHATHCS MO MEPE BBISABICHUS
HOBBIX MCTOYHUKOB YTpO3, Pa3BUTUSI CIOCOOOB U cpencTB peanusammu YBIIJIH B
NCII/JuH. BHecenne n3smenennii B Mogens yrpos ocymectsisiercs PCTOK Poccnn B
YCTaHaBJIMBAEMOM IOPSJIKE.
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3. KIACCUDPUKALIUA YT'PO3 BE3OITACHOCTH IIEPCOHAJIbHBIX
AAHHBIX

CoctaB u conepxkanue YBII/IH ompenensieTcsi COBOKYNMHOCTHIO YCIOBHHI H
(bakTopoB, CO3JAIOUIMX OIMNACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM 4YHCIE
ciayvanHoro, gocryrna K [1J1H.

COBOKYITHOCTh TakMX YCIOBUH U (PakTopoB GOPMHUPYETCS € YYETOM
xapaktepuctuk MCII/IH, cBoMCcTB cpepl (IIyTH) pacnpocTpaHeHusi HHOOPMATUBHBIX
CUTHAJIOB, COJIEPXKAILIMX 3alIUIIAeMy0 HH(DOpMaIKIO, 1 BO3MOXKHOCTEH MCTOUYHUKOB
YTPO3BI.

K xapakrepuctukam WMCII/IH, oOycnopnuBaromumM Bo3HUKHOBeHUE Y BITJIH,
MO>XHO OTHECTH Kareropuio u o0beM obOpabateiBaeMbix B MCII/IH mepcoHalbHBIX
nanHeix, crpykrypy UCIIH, nanmnmuume noaxmodeHuit MCII[H k ceTsim CBs3H
OOLIEro Moyib30BaHUA U (MJIM) CETAM MEXKIYyHapOAHOro MH(GOPMAILIMOHHOIO 0OMeEHa,
XapakTepUucTUKu mojacucteMbl Oe3omacHocTH IIJ[H, oOpadarsiBaembix B MCIIH,
pEeXUMBI 00paObOTKH NEPCOHATBHBIX IaHHBIX, PEKUMbI Pa3rpaHUYEHUs IPaB JOCTYyIa
nonb3oBartene UCII[IH, MECTOHAX0KIEHUE U YCIOBUS Pa3MELICHUS] TEXHUYECKHUX
cpeactB UCII/IH.

Nudopmanmonnsie cucremsl [I/IH mnpexacraBistor coO0ll  COBOKYMHOCTb
MH(QOPMAMOHHBIX U NOPOrPAMMHO-ANIapaTHBIX  3JEMEHTOB, a  TaKXKe
UH(}OPMAIMOHHBIX TEXHOJIOTUH, MPUMEHsIeMbIX TTpu 00padoTke [1/1H.

OcHoBHbiMM 31eMeHTamMu UCITJIH saBisiroTCs:

[EPCOHANIbHBIE JIaHHBIE, CojAeprKalecs B 0a3ax JaHHBIX, KAK COBOKYIHOCTb
nH(popmanuu u ee Hocutenel, ucnoiabzyeMbix B MCIT/IH;

MH(OpMaMOHHBIE TEXHOJIOTUH, TPUMEHsIeMble Tpu 00padoTke [1/1H;

TEXHUYECKUE CpeJACTBa, ocymlecTBiswonme o60padorky IIJIn (cpencrsa
BBIYHUCIUTEIbHON TEXHUKH, NHPOPMAMOHHO-BBIYMCIUTENbHBIE KOMIUIEKCHl H CETH,
CpelcTBa M CHCTEMBbI Iepeaadd, nmpuema u oOpadotku II/[H, cpenctBa u cucTeMsl
3BYKO3aIllUCH,  3BYKOYCHJIEHUS,  3BYKOBOCIIPOM3BEICHHS,  IIEPErOBOPHBIE U
TEJIEBU3HOHHBIE YCTPOICTBA, CPEJICTBA MU3TOTOBIECHUS, TUPAKUPOBAHUS JOKYMEHTOB
U JIpyrue TEXHUYECKHE CpeAcTBa 00pabdOTKH peueBOM, rpapuveckoi, BUACO- H
OykBeHHO-1IpoBoit nHPOopMmarun) (nanee — rexaudeckue cpeacrea UCIT/n);

IpOrpaMMHBIE CpEACTBA (ONEpPALMOHHBIE CHUCTEMBI, CHCTEMBI YIPABIICHHUS
0azamMu JaHHBIX U T.IL.);

CpeACTBa 3alIUThl HHGOPMAIIUH;

BCIIOMOraTebHble TexHuueckue cpeacta u cucremsl (BTCC) — texHuueckue
CpEICTBAa M CHUCTEMbl, UX KOMMYHHUKALlM{, HE MpeaHa3HAa4YCHHbIC i1 00paboTKH
II/ln, HO pa3MellleHHbIE B MOMEIICHUAX (Jajee — CIIyKeOHbIEe MOMEIICHHS), B
KoTopbix pacnoyiockeHbl MCII/IH, X TexHUYeCKHe CpeicTBa (PaziMyHOIO poja
TeneOHHbIE CPECTBA U CUCTEMBI, CPEJICTBA BHIYMCINTEIBHON TEXHUKHU, CPEICTBA U
CUCTEMBI IIepeJaul JaHHBIX B CUCTEME PaJUOCBA3H, CPEACTBA U CUCTEMBI OXPAHHOU
U TOXKapHOW CUTHAJIM3AlLMHU, CPEACTBA U CUCTEMBI OMNOBEIICHHUS W CUTHAIM3ALUH,
KOHTPOJIbHO-U3MEPUTEIIbHAS anmnaparypa, cpelncTBa " CUCTEMBI
KOHJMIMOHUPOBAHHUSI, CPEJICTBA U CUCTEMBI ITIPOBOIHON PAAMOTPAHCIISLIUOHHON CETH
U IpUEeMa NporpamMM paJuoOBELIaAHUS W TEIEBUACHUS, CPEIACTBA SIJIEKTPOHHOU
OPI'TEXHUKHU, CPEJCTBA U CUCTEMBI AIEKTPOUACOPHUKALINN).

CaoiictBa cpenpl (IyTH) pacrpocTpaHeHUs HWH()OPMATUBHBIX CHUTHAJIOB,
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CoJIepIKaIlnX 3alMIIAeMyl0 HUHQPOpPMAIUIO, XapaKTepU3yKTCS BHIOM
dbuznueckoil cpeanl, B KOTOpou pacmpoctpanstorcs [IJ[H, u omnpenenstorcs mnpu
OLIEHKE BO3MOKHOCTH peanuszanuu Y bI1/H.

Bosmoxnoctu ncrounukoB YBII/IH 00ycnoBiaeHbl COBOKYMHOCTHIO CIIOCOOOB
HECAaHKIIMOHMPOBAHHOTO U (Wiu) ciyvaiiHoro pgoctyna k IIJlH, B pesynbTare
KOTOPOTO  BO3MOXKHO  HapylieHHe  KOH(QUICHIHAIBHOCTH  (KOMUPOBAHUE,
HEMPaBOMEPHOE PACIPOCTPAHEHUE), IEJIOCTHOCTH (YHUUTOXKEHUE, U3MEHEHHE) U
noctynHocTH (OnokupoBanue) [1/1H.

VYrposa 6e3omacuoctu I1/lH peanusyercs B pesynbTare oOpa3oBaHUs KaHAlla
peanuzanuu Y BII[IH Mexay HCTOYHUKOM yIrpo3bl U HocuTeneMm (uctounuxkom) I1J1H,
YTO CO3J]a€T YCIOBUA Jid HapyuieHus: 6e3onacHoctu 11/l (HecaHKIIMOHUPOBAHHBIN
WUJIW CITyYalHBIA TOCTYI).

OcHOBHBIMM 2JIeMeHTaMu kaHaja peanm3anuu Y BIIJIH (pucyHok 1) sBasitoTCS:

- ucrounuk YbBII/ln — cyOwekr, marepuanbHblii OOBEKT WM (PU3UUECKOE
siBlicHUE, co3aaromue Y bIIJIH;

- cpena (myThb) pacnpoctpaHeHus IIJ[H wiau Bo3neWcTBUM, B KOTOpOM
dbusndeckoe Mose, CUrHal, JaHHBIE WM MPOrPaMMbl MOTYT PacCIpOCTPAHATHCS U
BO3J/ICIICTBOBATh Ha 3alllMIllaeéMble CBOWCTBA (KOH(PHUACHIMATBLHOCTb, IETOCTHOCTD,
noctynHocTs) I1/1H;

- Hocutenb [IJIH — ¢dusmueckoe U0 WIM MaTepUaIbHBI OOBEKT, B TOM
yucine ¢usmdeckoe moie, B kKotopoMm [IJ[H HaXxomsiT cBoe OTpakeHHWE B BUJC
CUMBOJIOB, 00pa30B, CHUTHAQJIOB, TEXHUYECKUX pEUIEHUA U  IPOIIECCOB,

KOJIMYCCTBCHHLIX XapPaKTCPHUCTHUK (bPIBI/I‘-IeCKI/IX BCIIMYHH.

Cpena pacnpocTpaHeHuUs
Hcrounnk [1/Ix m Bo31€EHiCTBUI
yrpo3 6e30macHOCTH |4 TIpreMHIK —> Hocurens 110
IT1n UH(OPMATUBHOIO CUrHANA
IlepenaTumnk
BO3JEHCTBYIOLIErO CUTHAJIA

Pucynoxk 1. O6006menHas cxemMa KaHaJia peaiu3aliy yrpo3 6e30macHOCTH
MEPCOHANIBHBIX JIAHHBIX

Hocutenn II/lH Moryt coaepxatb HWH(OpPMAIMIO, TPEICTAaBICHHYIO B
CIEAYIOIIMNX BUAAX:

- akycruueckas  (peueBas) uHpopmamms  (PU),  comepxarmmascs
HEMOCPEACTBEHHO B MPOU3HOCUMOM peun noss3osarens UCII/Ix npu ocymecTBieHN
uM ¢yHkuuun rtojocoBoro BBoga [IJln B MUCII[dn, nubo BocmpomsBoanmas
akycruueckumu cpenctBamu  UCII[In (ecnm  Takue QYHKIMM TPETyCMOTPEHBI
TexHonorue oopadborku I1/1H), a Takke comeprkamiasics B 3JEKTPOMAarHUTHBIX MOJISAX
U DIEKTPUYECKUX CUTHAJaX, KOTOpbIe BO3HMKAIOT 3a CYET MpeoOpa3zoBaHUi
aKyCTUYECKON MH(pOpMAIIIH;
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- BupoBasg unpopmanus (BU), mnpeacraBneHHas B BUJE TeEKcTa WU
M300paXEHUM  pa3IMYHBIX YCTPOMCTB  OTOOpa)xkeHUss UWH(OpMaUu  CpeacTB
BBIUMCIUTENPHON  TEXHUKH, HWH(POPMAIIMOHHO-BBIYUCIUTEIBHBIX  KOMIIJICKCOB,
TEXHUYECKUX CpeJCcTB 00paboTku rpaduyeckod, Buaeo- U OyKBEHHO-IIU(PpOBOH
uH@opmartuu, Bxoasumx B coctaB UCII/IH;

- uHpopmarusi, oOpabarsiBaemas (umpkynupytomas) B UCIT[IH, B Bume
ANEKTPUYECKUX, FJIEKTPOMArHUTHBIX, ONTUYECKUX CUTHAJIOB;

- uHpopmanus, oopadarsiBaemas B MCII/In, npeacraBneHHas B Buae Our,
0ailT, QailyioB U APYruX JOTUYECKUX CTPYKTYD.

B nensx ¢opmupoBaHusi cuctemaruzupoBaHHOro nepeuyHs YBIIJIH npu ux

obpaborke B MCII[lH wu pa3paboTke Ha WX OCHOBE YACTHBIX MOJCICH
npuMeHuTebHO K KoHKpeTHomy Buny WCII[H yrpossl kinaccudunupyrorcs B
COOTBETCTBHUH CO CIICIYIOIUMHU TPU3HAKaMH (PUCYHOK 2):
- o Buay 3amuinaemoit ot Y BIT{xn nndopmanuu, conepxkameii [1)1H;
- 10 BUJIaM BO3MOXHBIX HCTOYHHUKOB Y BIIJIH;
- no tuny MUCII/IH, Ha koTOpble HanpaByieHa peanuzauus Y BII/IH;
- o cnocoOy peanuzanuu Y BI1H;
- o BUTY HapyILIaeMoro CBOMCTBA uHpOpMaITIU (Bumy
HECAHKIIMOHUPOBAHHBIX JEUCTBUH, ocylecTBisieMbIx ¢ [1/1H);
- I10 UCITOJIB3YEMOU YA3BUMOCTH;
- 10 00BEKTY BO3JICHCTBUSI.
[Io Bumam BO3MOXHBIX HCTOYHMKOB YDBII/IH BBIAETAIOTCA Cleayromue
KJIACChI yIpo3:
yIpO3bl, CBSI3aHHbIE C MPEIHAMEPEHHBIMU WJIM HENpeIHAMEPEHHBIMU
nercTBUsAMH Jnll, uMmeromux goctyn Kk UCII/IH, BKiro4as moiab3oBarene
NCII[H, peanmm3yromux yrpo3bl HenocpeactBenHo B WCII[H (BHyTpeHHUI
HapyILIUTENh);
yrpo3bl, CBS3aHHBIE C TMPECIHAMEPEHHBIMU WM HENpPEeIHAMEPECHHBIMU
NerucTBUSAMH JMl, He uMmeromux gocrtyna Kk MCIIIH, peamusyrommx yrpossl W3
BHEIIHUX CETE€M CBSI3M OONIEro MOJIb30BaHHUS W (WJM) CETell MEXIYHapOIHOTO
nH(popMaIrMoOHHOTO OOMeHa (BHEITHUN HAPYIITUTEIND).
Kpome TOro, yrpo3el MOryr BO3HHKAaThb B pE€3yJIbTaT€ BHEAPEHHUS
anmnapaTHbIX 3aKJIaJI0K U BPEJOHOCHBIX MPOTPAMM.
[To Tuny WCII[JH, Ha koTopble HampaBieHa peanuzanus YbBII/H,
BBIJICIISIFOTCS CIEAYIOIINE KIACChl YTPO3:
yrpo3bl Oe3omacHoctu [I/lH, oOpabarsiBaemeix B HMCIIJlH Ha 0aze
aBTOHOMHOT'O aBTOMAaTH3UpPOBaHHOTO pabouero mecra (APM);
yrpo3bl 0e3onacHoctu I1/[H, obpabareiBaembix B UCII[ln Ha 0aze APM,
MOJIKJIIOYEHHOTO K CeTH OOIlero Mojdb30BaHus (K CETH MEXIYHapOIHOTO
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uH(pOpPMAITMOHHOTO OOMEHA);

yrpo3bl 0e3omacHoctu [1/1H, o6padateiBaembix B UCII/IH Ha 0a3e mOKaIbHBIX
MH(POPMAITMOHHBIX CUCTEM 0€3 TOAKIIYEHHS K CETH OOIIEero Mmojb30BaHUus (K CETH
MEXKTyHApPOHOTO HH()OPMAIIMOHHOTO OOMEHA);

yrpo3sl 6e3omacHocT [1/1H, oOpabaTeiBaeMbix B MCII/IH Ha 6ase JIOKaJIbHBIX
WH()OPMAITMOHHBIX CHCTEM C MOJKIIOYEHUEM K CETH OOIIero Moiab30BaHUs (K CETH
MEXKTyHApPOAHOTO MH()OPMAIIMOHHOTO OOMEHA);

yrpo3el  Oe3onacHoctu IIJlH, oOpabateiBaembix B MCIIJJlH Ha 06aze
pacrpeneieHHbIX WH(GOPMAIMOHHBIX CHCTEM 0€3 MOIKIIOUCHHS K CEeTH OOIIero
MOJIB30BaHus (K CETH MEXKIYHAPOAHOTO HH(POPMAIIMOHHOTO OOMEHA);



KJIaCCI/I(l)I/IKaHI/Iﬂ yrpos 0€e30MmacHOCTH INEPCOHAJNBHBIX JAHHBIX

ITo Buay 3amumaemoii or YBII/In undgopmauuu, cogepxameii I1IIn

\ VYrpossl PU | \ Yrposset BU | [ Yrpossl undopmanuu, oopabarsisaemoii B TCOU | [ Vrpossl undopmaunu, oopabarsiBaemonn 8 AC |
ITo BuAaM BO3MOKHbIX HCTOUYHUKOB Y BII/IH
Co3naBaeMble HapYLIUTENEM ‘ Co3naBaemble anmapaTHOM ‘ ‘ COBﬂaBa;l\g;rIeaﬂaﬁggliocnmmn ‘
((pu3HUHECKUM THIIOM) 3aKIIaJIKOM porp
Co3naBacMble BHY TPEHHIM ‘ Co3zniaBaemMble BCTPOEHHOM OpOorpaMMHON 3aKJIagKOH, mporpamMmMoi Tuna‘“ “TposiHCKUHA KOHBb ‘
3aKJIaIKOH

HapyLUIMTEICM A MpPOrpaMMHBIM BHPYCOM |

Co3gaBaeMble BHCIITHUM Co3gaBaeMble aBTOHOMHOM - - -

HapyLIUTENeM 3aKIIAIKON BPEIOHOCHO ITPOrpaMMOii, PacCIpOCTPAHSIIOLIEHCS 110 CeTH (CEeTEBBIM YepBEM) ‘

JAPYTHMH BPEIOHOCHBIMH IPOrpaMMaMH, IPeITHaA3HAYCHHBIMHA IS
ocymectsiienust HCJI (mog6opa maposieid, y1aJleHHOTO JOCTyIa U JIp.)

ITo BUAY HapyIaeMoOro cBoiicTBa HHpoOpManny (BUAY HECAHKIIMOHUPOBAHHBIX /IeiicTBHIi, ocymecTBasseMbIx ¢ I1/1n)

VYrpo3bl KOHPUIEHIINATLHOCTH (YTEUKH, IEPEXBATA, ChEMA, Yrpo3bl HeI0CTHOCTH (YTPAThl, YHUITOXKCHHUS, Yrpo3sl 1OCTYIHOCTH
KOIHUPOBAaHUs, XUILCHU, pa3rilalieHus) nHpopmanu Moaudukanun) nHGopmanuu (6noxkupoBanus) HHGOPMALITH

ITo Tuny UCIIJIH, Ha koTOpble HANIpaBJieHa peajausauust YBII/In

VYrpossr 6e3onacunoctu I1/1H, VYrpo3sl 6e3onacHoctr I1/1H, 06pabdaTsiBacMbIX B Vrpossl 6e3onacHoctr I1/1H, 0o6padaTeiBacMbIX B
obpabarsiBaembix B UCIT/IH Ha 6aze APM (c HCII/n Ha 6a3e J0KaIbHOM BBIYUCIUTEIBHON HCIIJH Ha Oa3e pacnpeaesieHHbIX
MOAKIIFOYCHUEM U 0e3 TTOIKITIOYSHUS K ceTH (C MOJIKIIOYSHUEM U 0€3 MOJAKIIFOUCHUS K HH(POPMAIITMOHHBIX CUCTEM (C HOAKIIOUYCHHUEM,
BBIYHCITUTEIILHOW CETH) pacnpeneaeHHONW BIYUCIUTEIBHON CETH) 0€3 MOAKITIOUCHHUS K CETH OOIIEeTO MOJIb30BaHMUS)
ITo cnocob6am peaausanuu YBIIAn
VYrpossl crenuanbHeIX BosaekcTuii na UCITIn ‘ ‘ VYrposst HCJI B UCIT1H ‘ YTpo3s! yTeuku HHpopMaIum 1o

TCXHHUYCCKHUM KaHaJlaM

—{ MEXaHUYIECKOT0o BO3ACHCTBHS YTrpo3sl, peaqn3yemble C IPUMEHEHHEM

TIO aKyCTHIECKOMY

—{ XMMMUYECKOI'0 BO3ACHCTBUA ] >IEKTPHYECKUMH ‘ MPOrPAMMHBIX CPEJICTB ONEPALHOHHON CUCTEMBI ‘ 110 pajoKanany
[ aKyCTHYECKOro BO3ACHCTBHA | UMIyJIbCaMH Vrposs yreukn PU ‘
5 - l YTrpo3sl, peaan3yemble C IPUMEHEHHEM ‘ 10 SJICKTPUIECKOMY KaHaTy
—{ OHOJIOrMYECKOTO BO3ACHCTBHS
21 3JIEKTPOMATHUTHBIMU crnenuanbsHo pazpaboranHoro I1O ‘ 110 ONTHIECKOMY KaHaLy Vrposbl yreuxu BU ‘
—{ palnallnOHHOTO BO3AECHCTBHSL ] H3JTyICHUAMHA

—{ TepMHUECKOro BO3/ICHCTBUS MAarHUTHBIM [10JIEM VYrpo3sl, peaausyemMbie ¢ TPUMEHEHHEM YTpo3s! yTeuku

uHdOpMaIU 1Mo KaHajaM

10 CMCIIaHHBIM

14!

BPEJIOHOCHBIX IPOrpaM
» (mapaMeTpUYeCcKUM) KaHalaM HS5MHH
ITo ucnoJb3yeMoii yI3BUMOCTH
C HUCHOJIb30BaHUEM C HUCHOJIb30BaHUEM C ncnonb30BaHUEM C HUcnonb30BaHUEM YSI3BUMOCTEH,
C nucnone3zoBanueM | | C UCTIONIB30BAaHUEM o = o Y >

S3BIMO —— YS3BUMOCTH, BbI3BAaHHOI YSI3BUMOCTE# IPOTOKOJIOB YSI3BUIMOCTH, BBI3BAHHOM 00yCITOBJIMBAOIINX HAJIUIHE C HCIIOIB30BaHUEM
cny MHOIO T1O o Y oro 1O Hasmuuem B AC CETEBOI'0 B3aUMOJCHCTBUS U HEJIOCTaTKaMH OpraHu3aluu TEXHUYECKUX KaHAJIOB YTEUKH ysizBumocteid C31

cre PHIIA]TH anmapaTHOM 3aKIaJIKH KaHaJIOB Mepeaayu JaHHbIX T31 or HCJT uH(popMaIH
ITo 06beKTy BO3€ElicTBHS

VBIIH, 06padaTbiBaeMbIX B BBIICICHHBIX VYBI1JIH, nepenaBaemMbIxX YIpo3bl CUCTEMHOM
VBIIH, obpabarbiBaeMbix Ha APM i, 06p » A, nepen YIpO3bl IPUICTA/IHEIM IPOrPaMMaM, HOqz)6ec €YNBAIO ey
TEXHUYECKHX CpeIcTBaX 00paboTKu 110 CETAM CBSA3HU npeaHa3HaYeHHBIM JUTsi paboTsl ¢ T1/1H 5 TIeHMBaroLeMy
(GYHKIIMOHUPOBaHNE
Ha oTuy>kaaeMbIX HOCUTENSIX HHpOpMaLUU Ha npunrepa, nuorrepax, VYBI1JlH npu nepegayue CUTHAJIOB WCIT/Iu
rpadOnoCTPOUTEISIX U T.11. 110 JIMHHSIM CBSI3U
Ha BCTPOCHHBIX HOCHTEISIX JOJITOBPEMEHHOTO XpaHeHHUsT HHGOPMALHHU
» Ha BEIHOCHBIX TepMUHANaX, VYBIT/Is npu 0oOpaboTKe MakeToB B
B cpencTBax 06pabOTKH M XpaHEHHS OIepaTHBHON HHMOpMarun ‘ MOHHMTOpPAX, BUICOMPOSKTOPaX KOMMYHHKAIIMOHHBIX 2JIEMEHTaX
MHGOPMAIIHOHHO-

B cpencrtBax (moprax) BBojAa (BbIBOJa) HH(POPMALIUH

pen (noprax) na ( n1a) uHGopmar ‘ B cpencteax ssyxoycunenus, TEJICKOMMYHHUKAIIMOHHBIX CHCTEM

3BYKOBOCIIPOU3BEICHUS

Pucynok 2. Knaccudukarnus yrpo3 0€30mMacHOCTH IEPCOHATBHBIX JTAHHBIX,
oOpabaThiBaeMbIX B MH(DOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JTAHHBIX
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yrpo3el  Oe3omacHoctu IIJlH, oOpabateiBaembix B UWCIIJIlH Ha 06aze
pacnpeesieHHbIX MH(POPMAIIMOHHBIX CHUCTEM C MOJKIIOYEHHEM K CETH O0OIIero
MOJIB30BaHMs (K CETH MEKIYHAPOAHOTO MH(GOPMAIIMOHHOTO OOMEHA).

ITo cnioco6am peanuzaru YBII/{H BeIgenstoTCs CaeAyOMKe KIacchl yrpos:

yrpo3bl, cBszanHble ¢ HCJ kx II[ln (B ToM wuwmcie yrpo3bl BHEAPECHUS
BPEJOHOCHBIX MPOrpamMM);

yrpo3bl yreuku [1/IH mo TexHuyeckum KaHanam yTeukd MH(popmanuu;

yIpo3bl crienuanbHbIX BosaencTeuil Ha UCII/IH.

[To BuAy HECAaHKUMOHMPOBAHHBIX JAEHUCTBUM, ocymecTtBiasieMblx ¢ II/H,
BBIJICIISIOTCS CIEAYIOLIME KIIACCHI YIPO3:

yrpo3bl, TMPHUBOIALIME K  HapylmleHWI0  KoH(uaeHuuanbHoctd  [1/1H
(KOMMPOBAHMIO WJIM HECAHKIIMOHWPOBAHHOMY PAaCHpOCTPAHEHMIO), MIPU peaTu3alnun
KOTOPBIX HE OCYILECTBIISIETCA HEIOCPEICTBEHHOIO BO3JCHCTBUSA Ha COAECp)KaHUE
uHpopmanuu;

yYIpO3bl, IPUBOASAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCJIE CIy4YallHOMY,
BO3JICUCTBUIO HA  colepkaHue HHPOpMalMH, B  pe3yjibTaTe  KOTOPOTO
ocy1ecTBIsieTcs u3MeHeHue [1/{H i ux yHu4YTOXKEHHUE;

yIPO3bl, IPUBOAAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCIIE CIyYallHOMY,
BO3JICMCTBHUIO HA IPOrpaMMHBIE WJIM pOrpaMMHO-anmapartssie dsmeMenTsl MCII/IH, B
pe3ynbTaTe KOTOPOTO OcymiecTBisieTcs 6mokupoanue [1/1H.

[To ncnonp3yemMon ysi3BUMOCTH BBLICIISIIOTCS CIEAYIOIIUE KIACChl yTPo3:

yTPO3bl, pEaTU3yEMBIE C UCIIOIb30BAHUEM YS3BUMOCTH cuctemMHoro 110;

yTPO3bl, peaIu3yeMBbIE C HCIIOIb30BAaHUEM YSA3BUMOCTH NpuknaaHoro I10;

yI'PO3bl, BOSHUKAIOIIUE B PE3YJIbTATE UCIIOJIb30BAHUS YA3BUMOCTH, BBI3BAHHOU
HanuuueM B AC annapaTHOW 3aKJIa/IKu;

YIPO3bl, PEAUTU3YEMBIE C UCIIOJIB30BAHUEM YS3BUMOCTEN MPOTOKOJIOB CETEBOTO
B3aMMO/JICHCTBUS U KaHAJIOB NIEPEAAYN TAHHBIX;

yI'PO3bl, BOBHUKAIOIIUE B PE3YJIBTATE UCIIOJIB30BAHUS YSA3BUMOCTH, BBI3BAHHOU
Henocratkamu opranuzaunu T3U ot HC/I;

yIpO3bl, peaIM3yeMbI€ C HCIIOJIb30BAHUEM YA3BUMOCTEH, OOYCIOBIMBAIOIINX
HaJM4KMe TEXHUYECKUX KaHAJIOB YTEUKHU UH(POpMaLUK;

yIPO3bl, peainu3yemble ¢ UCIOb30BaHuEM ys3BumocTel C3U.

[To 00BeKTY BO3JEHCTBHS BBIICISIOTCS CIAEAYIOLIUE KIACChl YIPO3:

yrpo3bl 6e3omacHoctu [1/1H, o6pabarsiBaembix Ha APM;

yrpo3bl Oe3zonacHocTu [1/IH, oOpabarbiBaeMbIX B BBIIEJIEHHBIX CpPEICTBAX
00paboTkH (IpUHTEpax, MIOTTEPAX, IPaOINOCTPOUTENSAX, BRBIHECEHHBIX MOHUTOPAX,
BUJIEOITPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BEACHUS U T.11.);
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yrpo3sl 0e3onacHocTH [1/1H, mepegaBaeMbIX IO CETSAM CBSI3H;

yTPO3bI MPUKIAHBIM IIPOrpaMMaM, ¢ IIOMOIIIBIO KOTOpbIX oOpabateiBatotcst [1/1H;

yrpo3bl cuctemHomy 10, obecnieunBaromemy pynkimonuporanune UCIIIn.

Peamuszaums omHont w3 YDBII/JIH mnepeyucieHHBIX KIAcCOB WM HX
COBOKYITHOCTH MOJKET IPUBECTH K CIECIYIOIIUM THUIIaM MMOCIEACTBUM 1151
cyobekToB [1/]H:

3HAQUYUTEIbHBIM HETATUBHBIM MOCIEACTBUAM 1 cyObekToB [1/1H;

HEraTUBHBIM MOCIAEACTBUAM 15 cyObekToB [1/1H;

HE3HAUYNTEJIbHBIM HEraTUBHBIM MOCIIEICTBUAM 1Jis1 cyObekToB I1/1H.

Yrpo3sl yreuku [IJ/[H MO TEXHMYECKMM KaHajdaM OJHO3HAYHO ONHCHIBAIOTCS
XapaKTepUCTHUKAMU MCTOYHHMKA WHGOpMaIuu, cpenbl (MyTH) pacHpoOCTpaHEHUs |
MpUEeMHUKA WHPOPMATUBHOTO CHUTHAJIA, TO €CTh OMPENEISIOTCS XapaKTePUCTUKAMHU
TEXHUYECKOTO KaHaia yreuku [1/1H.

VYrpo3sl, cBsi3aHHbIE C HecaHKIMOHMpoBaHHBIM goctynom (HCJl) (manee —
yrpo3sl HCJI B WCIIJIH), npencTaBisitoTcsi B BUJIE COBOKYITHOCTH OOOOIICHHBIX
KJIACCOB BO3MOXKHBIX HCTOYHUKOB yrpo3 HCJI, ys3BUMOCTEld NpPOrpaMMHOrO H
annapatHoro ob6ecneuenus WCIIJIH, cnoco0oB peanu3anuu yrpos, OOBEKTOB
BO3JICUCTBUS (HOCUTENEW 3alllMIaeMoil HMH(OpMalUU, AUPEKTOPUEB, KaTaJOIrOB,
¢aiinoB ¢ I1/In nmm camux I1/[H) 1 BO3MOXHBIX 1E€CTPYKTUBHBIX AeiicTBUi. Takoe
Mpe/ICTaBJICHHE OMUCHIBAETCS CIeayomen (hopMaTn30BaHHON 3aMKChIO:

veposa HCJ/[: = <ucmounuk yepo3vl>, <YA36UMOCMb NPOCPAMMHO20 UIU
annapamno2o  obecneueHus>, <cnocob  peanuzayuu  yeposvl>,  <0OBEeKm
8030elcmeus™>, <HeCaHKYUOHUPOBAHHBIU OOCYN>.
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4. YT'PO3bl YTEYKU UHOOPMALIMU 110 TEXHUYECKHUM KAHAJIAM

OCHOBHBIMH  3JIEMEHTAMH OINHCAHHUS YIPO3 YTEUKH HHPOpPMAIUU TIO
texHndyeckuM KaHaiam (TKYUW) sBisitoTcs: MCTOYHUK yrpo3bl, cpena (IMyThb)
pacrpocTpaHeHusi HMH(POPMATUBHOIO CHTHAJIA W HOCUTEIh  3al[UIAaeMOM
uH(pOopMaIuu.

HUctounukamu yrpo3 yTeukd HHGPOpMAIMU 1O TEXHUYECKUM KaHajaM
aBisitoTest  pusndeckue suna, He wumeromue gocryna k MCIIIH, a Ttakke
3apyOeXKHbIE CIEICTYKObl WM OpraHu3aiuu (B TOM YHUCJIE KOHKYPUPYIOIIUE WU
TEPPOPUCTUYECKUE), KPUMUHAIIbHBIC TPYNIUPOBKH, OCYIIECTBISIONINE TEepexBaT
(cbeM) MH(QpOpPMAIIUK C HCIOJb30BAaHUEM TEXHUYECKUX CPEACTB €€ PErHCTpallui,
npuema win gororpadupoBaHUs.

Cpena pacrnpoctpaneHus HHGOPMATUBHOTO CUTHAaNa — 3TO u3nyueckas cpeja,
M0 KOTOpOH WH(OPMATUBHBIN CUTHAI MOXET PACHpPOCTPAHATHCS U MPUHUMATHCS
(peructpupoBarbcs) mnpueMHUKOM. Cpena pacmpocTpaHEHUsS MOXKET OBITh Kak
OJTHOPOJHOM (HampuMep, TOJbKO BO3JYIIHOM), TaKk W HEOJHOPOJHOM 3a CUeT
nepexo/la CUTHala W3 OJHOW cpelnbl B Jpyryl (Hampumep, B pe3yibTare
aKyCTODJIEKTPUUECKHUX MM BUOPOAKYCTUUECKUX TTPEOOpa3oBaHu).

Hocutenem IIJln saBisercs mnoaws3oBarens WCII[AH, ocyliecTBIAIOMMIA
rosiocoBoi BBoA [1JIn B UCII/IH, akyctuueckas cuctema UCII/{H, BocipousBoasas
[1/In, a Takxke texuudeckue cpenacrsa UCII[n u BTCC, co3zpatouue usznueckue
MoJisi, B KOTOPBIX MH(OpPMAIIUs HAXOIUT CBOE OTPAXKEHUE B BUE CUMBOJIOB, 00pa30B,
CUTHAJIOB, TEXHUYECKUX PEIICHUH M MPOILIECCOB, KOJIUYECTBEHHBIX XapPaAKTEPUCTHUK
(bu3HYECKUX BEIUYNH.

[Ipu o6pabotke [1[Jn B UCII[IH 3a cuer peanM3anuu TEXHUYECKUX KaHAJIOB
yTeuKu UHMOpPMAIIMU BO3MOKHO BOSHUKHOBeHUE cheayomux Y bIT/Ix:

yIPO3 YTEUKH aKyCTHYECKOU (peueBoil) nuudopmaiuu;

yIpo3 YTEUKH BUJO0BOM UH(POPMAIINH;

yrpo3 yTeuku HWHOOpPMAIMM 10 KaHajdaM MOOOYHBIX DSJIEKTPOMArHUTHBIX
m3nyuyeHuit u HaBoaok (II9MHUH).

4.1. Yrpo3sl yTeUKH aKyCcTHYeCKOii (pedyeBoil) nHGpOpMaAIH

Bo3HUKHOBEHHE yrpo3 YTEUKHM aKyCTHYecKoill (pedeBoi) HH(POpMaLUH,
coAepKalencsl HEMOCPEACTBEHHO B MpoOM3HOCMMOW peun monb3oBarenss MCII/IH,
npu ob6padorke Il B UMCII[IH, o0ycioBieHO HamuuueM (QYHKIUH TOJIOCOBOTO
Beojga [[Iln B WUCII[n wnu ¢ynkumii BocmpousBenenus II[IH akycTuueckumu
cpeacrBamu MCIIH.

IlepexBar akycTrueckoil (peueBoil) nH(pOpMalMK B JaHHBIX CIIydasiXx BO3MOXKEH
C HCIOJB30BaHMEM ammapaTypbl, PErUCTPUPYIOLIEH akycTU4Yeckue (B BO3AyXE€) U
BUOpOaKycTUuecKkre (B YIPYruxX Cpeiax) BOJHBI, a TAKXKE AJIEKTPOMArHUTHbIE (B TOM
YHC/IE ONTHYECKHE) M3IY4YEHHs] W DJIEKTPUYECKHE CHUTHAJbl, MOIYJUPOBAaHHBIE
MH(POPMATUBHBIM aKyCTHUECKUM CUTHAJIOM, BO3HUKAIOIIHE 3a CUET MTPeoOpa3oBaHuil B
TexHuueckux cpencrsax oopadotku [1/1H, BTCC u cTpoUTENbHBIX KOHCTPYKIUSAX U
WHXEHEPHO-TEXHUYECKUX KOMMYHHUKAIMAX 01 BO3JEHCTBUEM aKyCTUYECKUX BOJIH.

Kpome storo, mepexBar akyctuueckoil (pedeBoil) uHdopmaiud BO3MOXKEH C
UCIIOJIb30BAHUEM  CIIELMAIBHBIX  3JIEKTPOHHBIX  YCTPOMCTB ChE€Ma PEUYEBOM



18

uH(popmanuu, BHEIPEHHBIX B TexHuueckue cpeacrBa oOpaborku [11n, BTCC u
MTOMEILEHHS WK MOJKIIOYEHHBIX K KaHAIaM CBSI3U.

Yrpo3bl Oe3onacHoctu  [IJIH, cCBsi3aHHBIE C TIEPEXBATOM AKyCTHYECKOMU
uH(pOpMAIIMK C HCIOJB30BAHUEM CIICIMAIBHBIX DJIEKTPOHHBIX YCTPOHCTB CheMa
pedeBoil nHpopMaIuu («3aKIaI0YHBIX YCTPOUCTBY), ONPENETSIOTCS B COOTBETCTBUU
C HOPMATHBHBIM JOKyMeHTamu DenepanbHOil Ciry»)0bl Oe3omacHoctu Poccuiickoii
denepanuy B YCTAaHOBIEHHOM €10 IOPAIKE.

[TepexBaT aKycTHYECKOU (peueBoii) MHPOPMAIIUH MOKET BECTHCH:

CTaI[MOHAPHOW amnmaparypoi, pasMeniaeMorl B OJU3IIEKAIINX CTPOCHHSIIX
(30aHUSAX) C HEKOHTPOJIMPYEMBIM NMPEOBIBAHUEM TOCTOPOHHUX JIMII;

IIOPTATUBHOM BO3MMOW  aIliaparypou, pa3MemaeMo B TPaHCHOPTHBIX
CpEelCTBAX, OCYIECTBISIOMINX ABMKEHUE BOIM3U CIYKEOHBIX MOMEIICHUI WK NpU
UX MapKOBKE PSAOM C STUMHU OMEILCHUSIMHU;

NOPTATUBHOW HOCUMOM amnmapaTypodl — (U3HMYECKUMHU JHIAMH TPU  HUX
HEKOHTPOJIMPYEMOM  MpEeObIBAHUM B CIY)KEOHBIX  MOMEIIEHUSAX  HWJIH B
HEIOCPEICTBEHHOW OJIM30CTH OT HUX;

aBTOHOMHOM aBTOMATHMYECKOW allaparypoil, CKPBITHO YyCTaHABIMBAEMOM
(GU3MYECKUMHU JIMIIAMU HEMOCPEJCTBEHHO B CIYXEOHBIX IOMEIIECHUAX WIH B
HETOCPEICTBEHHOM OJIM30CTH OT HHX.

4.2. Yrpo3sl yreuku BUA0BOI HHPOPMALNHU

VYTpo3bl yreuku BUIOBOM MH(OpMALMK peanu3yroTes 3a cuer npocmorpa [1/1x
C TOMOIIbKO ONTHYECKUX (ONTHUKONIEKTPOHHBIX) CPEACTB C DKPAHOB JUCIUIEEB U
JpYTUX  CPEACTB  OTOOpPaKEHUS  CPEIACTB  BBIYUCIMUTEIBHOW  TEXHUKH,
UH(POPMALOHHO-BBIYMCIUTEIBHBIX KOMIUIEKCOB, TEXHUYECKUX CPEACTB 00paboOTKU
rpaguueckoil, BUIEO- U OYKBEHHO-LUM(POBON MHPOpPMALMU, BXOASIIMX B COCTaB
NCITH.

Kpome storo, npocmotp (perucrpanusi) [1/lH Bo3aMOXEH ¢ HCIIONb30BAHUEM
CHEIUAJIbHBIX DJIEKTPOHHBIX YCTPOWCTB CBhEMA, BHEAPEHHBIX B CIIYKEOHBIX
MOMEIIEHUAX WM CKPBITHO MCIOIb3yEeMbIX (PU3NUECKUMHU JIMIIAMH MPH MOCEIIEHUN
UM CI1y>KEOHBIX TOMELIECHUH.

Yrpo3er 6ezonmacHoctd  IIJIH, cCBSi3aHHBIE C WX MEpeXBaTOM MpH
UCIIOJB30BAaHUN  CIEHHUAIBHBIX  JJIEKTPOHHBIX  YCTPOMCTB CbE€Ma  BHUJOBOU
uH(popmanuu (BUICO3aKIAI0K), ONPENEIAIOTCS B COOTBETCTBUM C HOPMATUBHBIM
nokyMeHTamu DenepanbHoil ciy)Obl Oe3omacHocti Poccmiickoit denepanuu B
YCTaHOBJICHHOM €10 IOPSIKE.

HeoOxomumbiM ycioBHEeM oOcymiecTBiIeHHs] mpocMmotpa (peructparuu) [1/1x

SBIIICTCS] HAIMYUE TIPSIMOM BHIMMOCTU MEKIY CPEIACTBOM HAOIIOICHUS
1 HocuteneMm I1/1H.

ITepexsart [1JIH MOXET BECTUCH:

CTAIlUOHAPHOM afmaparypou, pa3merniaeMoil B OJU3JIEKAMMNX CTPOCHHUIX
(3maHUSAX) C HEKOHTPOJIMPYEMBIM NMPEOBIBAHNEM TTOCTOPOHHUX JIHII;

MOPTATUBHOM BO3UMOW ammaparypou, pa3MelmaeMod B TPAHCIOPTHBIX
CpEeIICTBAX, OCYIIECTBIISIONINX IBIKCHHUE BOJIM3H CITYKEOHBIX IIOMEIIICHUHN WITH
IIPU UX IMAPKOBKE PSJIOM C TUMH OMELICHUSIMU;



19

NOPTATUBHOM HOCHMOHM ammaparypod — (U3NYECKUMHU JIMIAMU TP  HX
HEKOHTPOJIMPYEMOM MPEOBIBAHUM B CIIYKEOHBIX TTOMEIIEHUSIX WU
B HEMOCPEJICTBEHHOM OJIM30CTH OT HUX.

[TepexBat (mpocmotp) [1/IH MOXKET OCYyIIECTBIATHCS MOCTOPOHHUMU JIUIIAMHU

MyTEM WX HEMOCPEJCTBEHHOI'O HAOMIOJCHUS B CIIYKEOHBIX MOMEIICHHSIX JIMOO C
paccTostHusL mpAMoM BuauMoctu u3-3a npenenoB WCII[H ¢ wucnonb3oBaHuEM
ONTUYECKUX (ONTHUKODJICKTPOHHBIX) CPEJICTB.

4.3. Yrpo3sl yre4kd HH(OPMALUH 110 KAaHAJIaM M00OYHBIX
3JIEKTPOMATrHUTHBIX U3JIyYeHUH U HABOAOK

BosuukHoBenune yrpossl II/[H mo kanamam IIOMMWH Bo3moxHO 3a cuer
nepexBaTa TEXHHYECKHMMH CpEICTBaMU MOOOUYHBIX (HE CBS3aHHBIX C MPSMBIM
(hyHKIIMOHATBLHBIM 3HAYEHUEM 3JIEMEHTOB NCI1 ) UH()OPMATUBHBIX
ANIEKTPOMArHUTHBIX TOJIEH M 3JEKTPUYECKUX CUTHAJIOB, BO3HUKAKOUIUX IPH
obpabotke I1]] rexunueckumu cpencramu UCITJH.

I'enepauust wuHpopmaumu, coaepxkamed I[IJlH w wupkynupyoomeid B

texaudeckux cpencrBax UCIIJIH B BuE 2IEKTpHUUECKIX HHPOPMATHBHBIX CUTHAJIOB,
0o0paboTKa U Tepenaya yKa3aHHBIX CUTHAJIOB B DJIEKTPUUYECKUX IEMAX TEXHUYECKUX
cpeacte  UCIIJIH  compoBoXxmaeTcs  MOOOYHBIMH AJIEKTPOMArHUTHBIMU
U3IIYYCHUSIMU, KOTOpPhIE MOTYT pacCHpoOCTPaHATHCS 3a TPENenbl  CIyKeOHBIX
MIOMEIIIEHUI B 3aBUCUMOCTH OT MOIIIHOCTH M3nydeHui u pazmepon UCII/IH.
Perucrpanus [I9MUH ocymiecTBisieTcss ¢ Lelblo mepexBara HUH(opmaiuu,

HUPKYJIUPYIOLUIEH B TEXHUUECKUX CpelcTBax, odopadateiBatouiux I1/IH (B cpeacTBax
BBIUMCIUTEIPHON TEXHUKH, HWH(OOPMAIMOHHO-BBIUMCIUTEIbHBIX KOMIUIEKCAX U
CeTsIX, CPEACTBaxX M CUCTEeMax Iepenayu, npuema u odpadotku I1JIH, B Tom uucie B
CpEICTBaX M CHCTEMax 3BYKO3alMCH, 3BYKOYCHJIEHHUS, 3BYKOBOCIIPOU3BEICHUS,
NEPErOBOPHBIX M  TEJIEBU3MOHHBIX  YCTPOICTBaX, CpEICTBaX H3TOTOBJICHMUS,
TUPAXUPOBAHUS JTOKYMEHTOB M JIPYTUX TEXHHUYECKUX CpeICcTBax 00paboTKu
peueBoi, rpaduueckoil, Buaeo- U OykBeHHO-IIU(PpoBoi nHbOpMaIun).

Hns  perucrpauun [IOMHUH wucnone3yercss anmapaTypa B COCTaBe
palMONPUEMHBIX  YCTPOMCTB U  OKOHEYHBIX  YCTPOMCTB  BOCCTAHOBJICHHS
uHpopmaruu.

Kpowme storo, nepexsar [ISMMNH Bo3MOXEH C UCTIOIB30BAHUEM DJIEKTPOHHBIX
YCTPOWCTB TiepexBaTa HH(POpPMAIMU, TMOJIKIIOYCHHBIX K KaHajaM CBS3M WJIHU
TEXHUYECKUM cpeacTBaM oOpadoTku [1][H.

Peructpanuss IIDMHUH Moxer BecTHCh € MCIHOJB30BAHUEM aAIIApPaTypPbl
CIEAYIOLIUX BUJIOB:
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CTAI[MOHAPHOMW almapaTypoil, pa3MerniaeMoi B OJM3ICKAMUX CTPOSHUSIX
(31aHUSAX) C HEKOHTPOJIUPYEMBIM NMPEObIBAHUEM TOCTOPOHHUX JIMII;

IIOPTATUBHOW BO3MMOM ammaparypbl, pa3MeniaeMod B TPAHCHOPTHBIX
CpEeIICTBaX, OCYIICCTBIISIFOIINX JIBUKEHUE BOJIM3H CIy>KEOHBIX TTOMEIICHUN U TIPU
MX MAPKOBKE PAJIOM C 3TUMHU MOMENIEHUSIMH;

MOPTATUBHOW HOCHUMOW  ammaparypoil — (QU3MYECKUMH JIMIaMHd B
HenocpeacteeHHou 6mmzoctu ot UCI/IH;

ABTOHOMHOM aBTOMAaTHMYECKOW ammaparypoy, CKpPBITHO YCTAHABIMBAEMOU
(dbu3nyecKuMH JUIlaMH B HerocpeacTBeHHou 0nuzoctu ot UCIT/IH.

Kananel yreuku undopmanmu, oOyClIOBIECHHBIE HABOJIKAMH, O0pa3yroTcs 3a
CYET COEIMHUTENbHBIX JMHHA TexHuueckux cpeacts HMCIIx u BTCC wu
IIOCTOPOHHUX ITPOBOJIHUKOB (B TOM YHUCJIE LIETIEN SJIEKTPONUTAHUS U 3a3€MJICHHUS).

HaBogku »IEKTPOMArHUTHBIX U3JMy4eHH TexHudyeckux cpeacts MCIIIn
BO3HUKAIOT TIPpM M3JIYyYEHHUU OdJeMeHTaMu TexHuueckux cpeacts MCIIdH
MHQOPMATUBHBIX CHUTHAJIOB TPU HATUYMM E€MKOCTHOM, WHIYKTHBHOM WA
TraJIbBAHUYECKOM CBS3€M COCIMHUTENBHBIX JMHUM TexHudeckux cpeacts MCIIIH,
muHui BTCC 1 mocTopoHHMX NPOBOAHUKOB. B pe3ynbpTare Ha ClyyallHBIX aHTEHHAX
(zenssx BTCC unu nocTOpoOHHUX MPOBOJAHUKAX ) HABOJUTCS MH(POPMATUBHBIA CUTHAIL.

[Ipoxoxnenrie HTHGOPMATUBHBIX CUTHAJIOB B LEMHU 3JEKTPONUTAHUS BO3MOMXKHO
IpYU HAIMYAM EMKOCTHOM, MHIYKTMBHOM WM TaJbBAHMYECKOM CBS3M HCTOYHHKA
MH(OPMATUBHBIX CUTHAJIOB B cocTtaBe TexHuueckux cpencts WCII[In u neneit
MATAHUSL.

[IpoxoxxaeHne MHGPOPMATUBHBIX CUTHAJIOB B LEMU 3a3eMJICHHS] 0OYCIIOBIEHO
HAJIMYUEM EMKOCTHOW, WHIYKTUBHOM WM TAJIbBAHUYECKON CBA3M HCTOYHHMKA
uH(OpMaTUBHBIX cUTHAIOB B cocTase amnmnapatypbl TCIIN u neneit 3a3emieHusl.

J1st cbemMa uH(pOpMalMy ¢ TPOBOJHBIX JTUHUI MOTYT MUCIOJIB30BATHCS:

CpeliCTBa Ch€Ma CUTHAJIOB, COAEPKALUX 3aUIUIIAeMYI0 HH(POPMALIHIO, C LIeTeH
texauueckux cpenacrs UCI[[n m BTCC, nuHuid CBSI3M M Tepeladyd JaHHBIX,
BBIXOSIIIMX 3a TPEIEsbl CIyKEOHBIX MOMEUIEHUH (PKBUBAJIEHTBHI CETH, TOKOBBIE
TpaHc(HOpMATOPbL, TPOOHUKH );

CpeICTBa CbeMa HaBEJACHHBIX HH(OPMATUBHBIX CHUTHAJIOB C  Lenei
3JIEKTPONIUTAHUS,

CpeICTBa ChbeMa HaBEJCHHBIX NH()POPMATUBHBIX CUTHAJIOB C IIIUH 3a3€MJICHHUS;

CpEICTBAa CbE€Ma HABEJACHHBIX HH(POPMATUBHBIX CHUTHAJIOB C MPOBOASIINX
WHKEHEPHBIX KOMMYHHKAIIHA.

JIJIsi BOJIOKOHHO-ONTHUYECKOW CHUCTEMBI IEpeAauyd JaHHBIX YIPO30M YTEUKd
MH(OpPMaIIMU SBJIAETCS yTEUKa ONTUYECKOr0 U3TYyUEHUSs, COJIEPIKAILEro 3allUIIaeMyt0
uH(popMaInio, ¢ O0KOBOM MOBEPXHOCTH ONTHYECKOIO BOJIOKHA.
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IlosiB1eHne HOBBIX KaHAJIOB CBSI3M — COTOBOM CBSI3M, IEHIKUHTOBBIX
COOOIIEHHH, CIyTHUKOBBIX M OECIPOBOIHBIX CETEH Mepeaadn JaHHBIX — MPUBEIO K
Pa3BUTHIO CIHCHUAIIM3UPOBAHHBIX CHCTEM UM CPEACTB KOHTPOJA M IepexBara
WH(pOpMAIIUK, OPHUEHTHUPOBAHHBIX HA MCIHOJB3yeMble B HUX HHGOPMAIMOHHBIE
TEXHOJIOTUHU, B TOM YHUCJIE€ CPEJICTB:

nepexBara MeKMHTOBBIX COOOIIEHUM U COTOBOU CBSI3H;

IepexBara I/IH(l)OpMaLII/II/I B KaHaJlaxX nepcaavu JaHHbIX BbIYHCINTCIIbHBIX ceTe.

5. ¥Yrpo3bl HeCAHKUMOHUPOBAHHOI'O A0CTYIIA K HH(pOpMaLUU
B MH(OPMALMOHHOM CUCTEME MEePCOHAIBbHBIX JAHHbIX

VYrpozst HCJ B HCIIJlH ¢ #OpuMEHEHHEM  NOpPOrpaMMHBIX H
OpPOrpaMMHO-AIIAPATHBIX ~ CPEACTB  PEAIMU3YIOTCS  IpH OCYLIECTBICHUU
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJIE€ CIIyYalHOr0, IOCTYNA, B PE3yJIbTATE KOTOPOrO
OCYIIECTBIISIETCS HapylLICHHE KOH(UIECHIIUATBHOCTH (komupoBaHuUe,
HECAaHKIIMOHUPOBAHHOE pacrpocTpaHEHuUe), LEJIOCTHOCTU (YHUUYTOXEHHE,
U3MEHEHHE) U JoCcTYNMHOCTH (OmokupoBanue) [1/1H, u BKIIIOYAIOT B ceOsI:

yTpo3bl A0CTyNa (MPOHUKHOBEHHUS) B ONIEPALIMOHHYIO CPEy KOMITbIOTEpa
C MCMOJB30BaHUEM IITATHOIO IMPOrPaMMHOI0O olecrieueHus (CpeaCcTB OlepaloOHHOM
CUCTEMBbI WY MPUKIAAHBIX MPOrPaMM OOIIETO MPUMEHEHHS);

yrpo3bl  CO3JaHUSl  HEITaTHBIX  PEXUMOB  pabOThl  MPOTPAMMHBIX
(mporpaMMHO-anmnapaTHbIX) CpEICTB 3a CYET MPEeJHAMEPEHHBIX HM3MEHEHUN
CITyEOHBIX JTaHHBIX, UTHOPUPOBAHUS TMPETyCMOTPEHHBIX B INTATHBIX YCIOBHSIX
OrPaHUYEHUN HA COCTAB
U XapaKTEpUCTUKU oOpadaTbiBaeMOW HHQPOpMAIUU, HCKAKEHUS (MoauduKaIum)
CaMHUX JIJaHHBIX U T.I1.;

yIpo3bl BHEJIPEHUSI BPEIOHOCHBIX MporpamMm (IporpaMMHO-MaTeMaTH4eCKOTo
BO3EHUCTBUS).

CocraB snementoB onucanus yrpo3 HCJI k undopmarun 8 UCII/In npuBeneH
Ha PUCYHKE 3.

Kpome »3TOro, BO3MOXHBI KOMOWHUPOBAaHHBIE YTPO3bl, MPEACTABISIONINE
co0oil coueTaHue yka3aHHbIX yrpo3. Hampumep, 3a cueTr BHEIpEHHUS BPEIOHOCHBIX
nporpaMm Moryt co3gaBaTbea ycioBuss ans HCJ[ B omepauuoHHy0 cpeny
KOMIBIOTEPa, B TOM  4YHcle TyTeM (OpPMUPOBAHMS  HETPATUIIMOHHBIX
UH(OPMAITMOHHBIX KaHAJIOB JOCTYTIA.

VYrpo3sl goctyna (MpoHUKHOBEHMS) B onepaimonnyto cpeny UCIIIn
C MCHOJIb30BAHUEM ILITATHOTO MPOrPaMMHOI0 00ECIIEUEHHSI Pa3JIESIOTCA Ha YrPO3bl
HEIMOCPEJICTBEHHOI'O0 M YJAJEHHOr0 JOCTYIA. YTPO3bl HEMOCPEACTBEHHOIO JTOCTYIIA
OCYUIECTBJISIIOTCS. C HCIOJIb30BAaHUEM MPOTPAMMHBIX U MPOTrpaMMHO-ANNapaTHBIX
CPEZICTB BBO/A/BBIBOJIa KOMITBIOTEPA. YTPO3bl YAAIEHHOTO AJOCTYIA PEATTU3YIOTCS
C UCIIOJIb30BAaHUEM IIPOTOKOJIOB CETEBOI'O B3aNMOCHCTBUS.

Otu  yrpo3bl peamusytorcs  otHocutenbHo MCIIJlH kak Ha 0aze
aBTOMATHU3HPOBAHHOTO pabOYero MecTa, He BKIIOYEHHOTO B CETH CBSI3M OOIIETro
N0JIb30BAHUS, TaK U MpUMEHUTENBHO KO BceM MCII/IH, MEOmMNM MOAKITIOUYEHHE
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K CETSIM CBSI3HM OOIIETO TOJB30BAHUS M CETSIM MEXKIYHAPOIHOTO WH()OPMAITMOHHOTO
oOMeHa.

Onucanue yrpo3 jgoctyna (MPOHUKHOBEHHUS) B OINEPAIMOHHYIO Cpemdy
KOMITBIOTEpA (POpMaTbLHO MOXKET OBITh IIPEICTABIICHO CIICIYIONUM 00pa3oM:

veposza HCJ 6 UCII/[n: = <ucmounux yeposvr>, <ysazeumocmev HUCII/{n>,
<cnocob peanuzayuu yzpo3vi>, <00beKm 6030eucmeus (npocpamma, npomoKoI,
odanmble u 0p.)>, <0ecmpyKmueHoe Oelcmaue>.

Yrpo3pl  CO3MaHMS ~ HEMITAaTHBIX  PEXKUMOB  pabOTHl  MPOTPaMMHBIX
(mporpaMMHO-amnmapaTHbIX) CPEACTB — 3TO yrpo3bl «OTKaza B o0ciyxuBaHuny. Kak
MpaBUJjIO, JAaHHBIC yrpo3bl paccMaTpuBaroTcs npuMmeHuteabHo k MCIIIH Ha Gase
JIOKATBHBIX
W paclpeiesieHHbIX  WH(OPMAIIMOHHBIX CHCTEM  BHE 3aBUCUMOCTH  OT
MOAKIIOYEHUS



NcTouHnk |
yrposbl

Hapywurens

BHewwHuit

BHyTpeHHui

ﬂl/il_la, umMmeruwne CaHKLLIAOHIApOBaHHbII;I
{—{ [OCTYyN B KOHTPONMPYEMYIO 30HY, HO He
umetowme aoctyna k MOH

BaperncTpupoBaHHbIli NonbL3oBaTens

] WHAOPMAaLIMOHHBIX PECYPCOB, UMeLLniA

orpaHnyeHHble npasa goctyna k MOH
NCNAOH c pabo4yero mecta

Monb3oBaTenyu MHPOPMaLMOHHBLIX
[ pecypcos, ocyuecTeRsOWME yaANEHHbIN
poctyn k MAH no NIBC

3aperncTpupoBaHHbiii Monb3oBaress C
ml NOMHOMOYMSAIMU CUCTEMHOIO
agmuHucTpaTopa NCMOH

3apeI'VICTpIApQBaHHbIIZ nonb3oBaTtesib C
NOMHOMOYMAMU agMUHUCTpaTopa
6esonacHocTn UCMNOH

Y

YAassnmocTtun

VCMNOH

— Yassumoctu MO

Y$i3BUMOCTY MUKPOMPOrpamm,
NpOLIMBOK

YA3BUMOCTW ApaiiBEPOB annapaTHbIX
cpeacts

4 YSA3BMMOCTY OnepaLnoHHbIX CUCTEM

B npouecce nHnunanusauum OC

B He3alMLLIEHHOM pexumMe paboTbl
npoueccopa

B npouecce cyHyumoHuposaHus
OC B NpvBUNErMpoBaHHOM pexuve

~{ YsassumocTu npuknagHoro MO ‘

—{ YassumocTu cneumnansHoro MO ‘

—{ Yassumoctu MO nonb3osatens ‘

MporpammucTbl-paszpaboTymkmn
npuknagHoro MO v nuua,

[~] oBecneunBaioLMe ero ConpoBOXaAeHE B

lelghit

PaspaboTunkun n nuua, obecne4vvsatoLme
noctaeky, conpooxaexve B UICIMOH

[Opyrve kaTeropun nuu, B COOTBETCTBUMN C

oprwtaTHon cTpykTypoint UCMNOH

ﬁ

MporpamMmHo-annapaTtHas

3aknagka ‘

—{ KOHCTPYKTUBHO BCTPOEHHas! ‘

L

ABTOHOMHast |

BpefoHocHas nporpamma l

L

_‘ MporpammHble 3aknaaku ‘

—{ MporpamMmHble BUPYChbI ‘

BpeAoHOCHbIE NporpamMmbi,
pacnpocTpaHsalwmecs no
ceTu (Yepeu)

[pyrvie BpefoHOCHbIE
nporpaMmbi

YS13BMMOCTY, BbI3BaHHbIE HanM4Mem B
WNCMNAOH nporpamMmmHo-annapaTHoOW 3aknanku

YA3BMMOCTH, CBSA3aHHbIE C peanu3aumven
f— NPOTOKOIOB CETEBOro B3aNMOAENCTBUS U
KaHanos nepeaayun AaHHbIX

yﬂGBVIMOCTVI, Bbl3BaHHble HeQOCTaTKamMn
opranusauun T3U ot HCO

# Yassumoctn C3U ‘

YS13BUMOCTM NpOrpaMmmMHo-annapaTHbIX
— cpeacts UCIMOH B pesynbTaTe c60eB B
paGoTe, OTKa30B 3TUX CpeacTs

Hanunune TexHn4ecknx kaHanos yTeukn
nHdopmaumm

peannsaunn

Cnocob

yrposbl

WNcnonb3oBaHue CyliecTByowmnx
YSI3BUMOCTEN NporpamMmmMHo-anmnapaTHoro
o6ecne4veHnss CMAOH, No3BONSOLWMX:

# O6xoanTb C3U ‘

4 JecTtpykTuBHO Bo3aeicTBoBaTh Ha C3U ‘

BckpbiBaTh UM NnepexeaTbiBaTh
naponu

Wcnonesosatk ysi3BUMOCTN
NpOTOKOSIOB CeTeBoro

1 B3anMOAEeNCTBUS U KaHanoB

nepegayn gaHHbIX, no3Bonsaowmne:

—{ MepexBaTbiBaTh MHDOPMALNIO

MoaundurumposaTtb
nepeq AaHHble

MeperpyxaTb pecypcbl UCMNOH
(oTka3 B obcnyxunsaHum)

BHeapaTb BPeJOHOCHbIE
nporpammbl

Monyyatb yaaneHHsin HC k
cucteme

Pa3rnawarth 1 opraHu3oBbIBaTh
L yTeuky uHgopmaLmmn Ha

HesallileHHble paboune mecta
ncnau

Vcnonb3oBaTh OCTATOYHYIO,
— HeyuTeHHyt uHpopmaumio (cGop
«Mycopa»)

Mcnone3oBaTe HETPaAWLIMOHHbIE
— (cTeraHorpachuyeckne) kaHanbl
nepeaayn uHopmaumm

BHeapeHue (BHeceHne) HOBbIX
yassumocTen B UCMNAOH Ha aTane
NpoeKTUpoBaHus, pa3paboTkn n
conpoBoxaerus WCMNOH

Wcnonbsosanne HewTaTtHoro MO ‘

BHeceHue ysisBumocTei ¢
ncnonb3oBaHWeM WTaTHbIX CpeacTs

O6MeH nporpammamu 1 JaHHbIMU,
coaepXalluMMy BbINOmNHsSEMbIe
MoAynu (CKPUNTbI, Makpochl 1 T.4)

NameHeHne koHdburypauum MO ‘

Moaundukaums MO 1 AaHHbIX ‘

a3paboTka BPEAOHOCHBIX
nporpamm

MNy6nukauusi, pasrnaweHne

X CBEAEHUN

O6GbekT - [ecTpyKkTuBHOE
- Il g -
BO340eNCTBUA aAencrteue
MHdopmauus, obpabaTtbiBaemas Ha HapylweHue
APM (y3ne) NCMNAH, Haxoaswascs: — KOHPMASHUMANBHOCTN

Ha oTuyyxaaemblx HOCUTENsX
nHdopmMaLum

._‘ Ha rubKknmx MarHUTHbIX guckax

“1 Ha »ecTknx MarHWTHbIX Auckax ‘

—‘ Ha Hakonutensx ZIP

Ha HakonuTensx anekTpoHHon
namsaTn Tuna dnew

YTeuka nHcgpopmaummn ‘

HecaHkuunoHnposaHHoe
KOMupoBaHue

MepexsaT nHpopmauun B kaHanax
nepeaayn AaHHbIX

Paarnawenwve (ny6nukauus)
3aLmIaemMon nHdopmaummn

_‘ Ha ayawvo-, Bugeokaccerax,
MarHWTHbIX NeHTax

4 Ha ontuyecknx komnakT-amckax ‘

B coToBbIX TenedoHax,
— KapMaHHbIX KOMnbloTepax,

npourpbiBaTenax

umdpoBbIx hoToannaparax, mp3-

ﬂ B undposbix Buaeokamepax ‘

—{ B aopyrux yctponcrteax

Ha BCTpoeHHbIX HocuTenax
AONroBpeMeHHOro xpaHeHus
nHdopMaLmn

Ha ecTkunx MarHUTHbIX AncKax

B N3y

Ha nepenporpaMmmupyembix
(nepesanucbiBaeMbix)

3anoMuHalLnX ycTponcTBax

B cpeacTtBax o6paboTku 1 xpaHeHus

HapyleHune yenoctHocT
(yHnuTOXEHMe, moaudukaums,
Ae3vHdopmaums)

|

Boapernctene Ha [TO v AaHHble
none3osarens

BospgewcTteue Ha
—  MUKpOMNpOrpaMmsl, AaHHbIE 1
Apavisepsbl yctponcts WCMOH

BospgelicTBue Ha NnporpamMmbl,
[aHHble n apanBepbl yCTPONCTB,
obecneunsatowmx 3arpyaky OC un

C3U n ux dyHKUMOHMPOBaHME

BospaencTBre Ha nporpaMmmbl 1
[NaHHble NPUKNaaHOTo 1
cneuwnansHoro MO
BHenpeHue BpegoHocHoOM
— nporpammbl, MPOrpamMMHO-
annapaTHOM 3aknaaku 1 ap.

BospeiictBue Ha cpeacTBa
ynpaBneHusi KoHdurypauven cetm

B kew-namsTu, B 6ydepax
BBO/a/BbIBOAA

B Bupgeo-namsatn ‘

B onepaTtuBHO namMsTu
NoJKMNYaeMblX YCTPOWCTB

VHdopmauus B cpeacTaax,

" |B3aumopeiicTeue, n kaHanax nepepaun

peanusyomx cetesoe

AaHHbIX B ceTn

B mapLupyTusaTtopax ‘

B gpyrux yctpoiictBax kommyTaumm

Pucynok 3. Dnementsl onucanus yrpo3 HCJl x uadopmanuu 8 UCIIn

onepaTtuBHOI UHbopmaummn _‘ Bospeiictane Ha C311 ‘
B onepatusHon namsitn ‘ — HapyweHnne goctynHoctun

Hapylwenne dyHKUMOHMpOBaHUsA
W OTKa3bl CpeAcTB 06paboTkm
MHdOpMaumm, cpeacTs seoaa/

BbIBOAA MHOPMALIMK, CPeACTB

XpaHeHus uHdopmauum,
annapaTypbl ¥ KaHarnos
nepenayn AaHHbIX

HapylieHue n oTkasbl B
dyHKUMOHUpoBaHum C3U

(44
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nHpopmanmonHoro oOMmena. WMx peanusamus o0O0ycloOBIeHa TeM, YTO TIPH
pa3pabOTKe CHUCTEMHOT0 WM MPUKIATHOTO MPOrPaMMHOTIO OOECIeUYeHHs] He
YYUTBHIBAETCS BO3MOXKHOCTh TMPEIHAMEPEHHBIX JEHCTBUH IO IIeICHANPABICHHOMY
M3MEHEHHUIO:

coJiepKaHMs CITy)KeOHOH MH(OpPMAIlMK B ITaKeTax COOOIIEHUH, TTepeaaBaeMbIX
0 CETH;

yCIIOBUM 00paOOTKK JaHHBIX (HAampUMEp, WUTHOPUPOBAHUE OTPAHUUYECHUN Ha
JUTMHY TaKeTa COOOIIEHUS);

GbopMaToOB TIPEACTABJICHHUS JAaHHBIX (C HECOOTBETCTBHEM HM3MEHEHHBIX
dbopMaToB, YCTAaHOBJICHHBIX JUII OOpabOTKM TO  MPOTOKOJIAaM  CETEBOTO
B3aUMOJCHCTBUS);

IporpaMMHOro obecriedeHus 00pabOTKH TaHHBIX.

B pesynprare peammsammm yrpo3 «OTkaza B 0OCTY)KUBAaHUW» TMPOUCXOIUT
nepenojgHeHrne 0ypepoB U OJIOKMpOBaHUE TPoLEAYp OO0pabOTKH, «3aIlUMKIUBAHUE
mporenyp oOpaOOTKM W «3aBUCAaHWE» KOMITbIOTEpa, OTOpachlBAaHUE ITAKETOB
coobmienuii u ap. Onucanue Takux yrpo3 (GopMaabHO MOXKET OBITh MPEJCTABICHO
CJIEIYIOIIUM 00pa3oM:

yeposa  «Omkaza 6  obcnyscuganuuy. =  <UCMOYHUK  YepPO3bl>,
<ysaszeumocmo UCII/[n>, <cnocob peanuzayuu yeposvl™>, <00bekm 6030elcmeus
(nocumenv  II/{n)>, <muenocpeocmeenmwiii pe3yabmam  peanusayuu  yepo3vl
(nepenonnenue 6ygepa, Onr0Kuposanue npoyedypvl 00pabOMKU, «3AYUKTUBAHUEY
oopabomxu u m.n.)>.

VYrpo3sl BHEJIPEHUSI BPEIOHOCHBIX nporpaMmm
(TporpaMMHO-MaTeMaTHYECKOT'0 BO3JICHCTBHSI) HEIIEIIECOOO0Pa3HO ONMMCHIBATh C TOU
XKe JETATBbHOCTBIO, UTO M BBIIIICYKa3aHHBIE YTPO3bl. ITO 0O0YCIOBICHO TEM, UTO,
BO-TICPBBIX, KOJIMYECTBO BPEJOHOCHBIX TPOTPAMM CETOIHS YK€ 3HAYUTEIHHO
MPEBBINIAET CTO ThICSY. BO-BTOPHIX, MpU OpraHU3aIiy 3auThl HH(QOpMaum
Ha TMpaKTUKe, KaK MpPaBUIO, JJOCTAaTOYHO JUIIb 3HATh KIAacC BPEJOHOCHOMU
IpOrpaMMBbl, CIIOCOOBI M TTOCIEACTBUA OT ee BHeapeHus (MHduuupoBanus). B cBs3u
C 3TUM YTpo3bl MpOrpaMMHO-MaTeMaruueckoro Bozaeictsus (IIMB) ¢dopmanbao
MOTYT OBITh IPEACTABIICHBI CICAYIOMIIM 00pa3oMm:

yeposza IIMB ¢ UCII/]u: = <knacc 8pedoOHOCHOU npocpammbvl (C yKaA3aHuem
cpeovl obumanus)>, <UCMOYHUK Yepo3bl (HOcumenb 8Pe0OHOCHOU NpPOSPaAMMbL)>,
<cnocob un@uyuposanus™, <oOvekm 6030elcmeust (3a2py304nblil CeKmop,

Qatin u m.n.)>, <onucaHue B03MOJNCHBIX 0eCmpyKmuHbuLX
oelicmeuii™, <O0OnoJHUmMeNbHas uHpopmayus 0o yepose (pe3udeHmuHocms, CKOPOCHb
pacnpocmpanerust, NOIUMOPPUYHOCIL U Op.)>.

Hwxke nmaercs oOmas XapakTepUCTHKAa HMCTOYHHUKOB Yrpo3 OE30MacHOCTH
uHpopMaIuu, yI3BUMOCTEH, KOTOPhIE MOTYT OBITh MCIOJIB30BAHBI TIPU PEaATTU3AIHH
yrpo3 HCJI, u xapaktepucTuka pe3yJbTaTOB HECAHKIIMOHUPOBAHHOTO WJIU
CIIy4aitHOTO J0cTyna. XapaKTepUcTUKa ClIoCOOOB peamnu3alii yrpo3 JaeTcs
Ipu  ONHUCAHUM YIPO3 JocTyna (MPOHUKHOBEHHS)) B OIEPAMOHHYIO CpeIy
KOMITbIOTEPA, YIPO3 OTKa3a B 00caykuBaHuu u yrpo3 [IMB.
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5.1. O6miast xapaKTepUCTHKA HICTOYHUKOB YIPO3 HECAHKIIMOHUPOBAHHOTO JOCTYNA
B HHPOPMALMOHHOM CUCTEME MEePCOHAIBHBIX JAHHbIX

Ucrounnkamu yrpo3z HCJI B UCII/IH MoryT OBITH:

HapYLIUTENb;

HOCHTEJb BPETOHOCHON IPOrPAMMBI;

anrapaTHas 3aKJIaIKa.

VYrpo3sl Oe3omacHoctu IIJIH, cBsi3aHHBIE C BHEIPEHUEM allapaTHBIX
3aKJIAJ0K, OIPEIETsAIOTCS B COOTBETCTBUM C HOPMATUBHBIM JIOKYMEHTaMU
®denepanbHOil cimyx0bl Oe3omacHocTu Poccuiickoir denepanuu B yCTaHOBIEHHOM
€10 MOPSJIKE.

[To Hanuuuio NpaBa NOCTOSIHHOTO MJIM Pa30BOr0 JIOCTyIa B KOHTPOJIUPYEMYIO
3ony (K3) UCII[H HapymuTeny noapas3aessstoTcs Ha J1Ba TUTIA:

Hapymutenu, He uMmeromue poctyna k WCII/IH, peanusyromnue yrpos3bl U3
BHEIIHUX CETE€M CBSI3M OOIIEro MOJIb30BaHHUS W (WJIM) CETel MEXIyHapOIHOTO
UH()OpPMAITMOHHOTO OOMEHA, — BHEIIHUE HAPYIIUTEIH;

Hapywmutenu, umerone aoctyn k MCII/InH, Bkirouast nons3oBareneit UCIIH,
peanusyronme yrpo3sl HenocpeactseHHo B UCIIIH, — BHyTpeHHUE HAPYITUTENH.

BHemHnMy HapymmTensiMu MOTYT ObITh:

pa3BebIBATENbHBIE CIIYKOBbI TOCYAaPCTB;

KPUMHUHAJIBHBIE CTPYKTYPBIL;

KOHKYPEHTHI (KOHKYPHUPYIOIHE OpraHru3alim);

HEZ00POCOBECTHBIE TAPTHEPHI;

BHEIITHUE CyOBEKTHI ((hHM3HUECKUE JIUIIA).

Bremnuii HapymmTens UMEET CIIEYIOINE BO3SMOKHOCTH:

OCYILIECTBIISATh HECAHKIIMOHUPOBAHHBIN JOCTYII K KaHAJIaM CBSI3H, BBIXOJISIINM
3a Mpeesbl CITyKeOHbIX TOMEIEHUH;

OCYUIECTBJISATh HECAHKIIMOHHUPOBAHHBIA JOCTYIl 4Yepe3 aBTOMATHU3HPOBAHHbBIE
paboune mMecTa, MOAKIIOYECHHBIE K CETSIM CBSI3M OOIIEro MOJIb30BaHUS U (MJIH) CETAM
MEXIYHapOJAHOr0 HHPOPMALIMOHHOTr0 OOMEHA;

OCYUIECTBJISITh HECAHKIIMOHUPOBAHHBIN 1OCTYM K MHGOPMALINH
C UCIOJIb30BAaHUEM CIEHHAIBHBIX MPOrPaMMHBIX BO3JEHCTBUNA IOCPEICTBOM
IPOrpaMMHBIX ~ BUPYCOB, BpPEIOHOCHBIX MpOrpamM, aJIrOPUTMHUYECKUX WM
MPOTPaMMHBIX 3aKJIaJI0K;

OCYUIECTBJISATh  HECAHKIMOHUPOBAHHBIA  JIOCTYNl ~ 4epe3  3JIEMEHTHI
uHdopmanmonnoit uHppactpykrypel HWCII[H, KOoTOpble B MPOIECCE CBOETO
KU3HEHHOT0 LHWKJIA (MOJEpHU3ALMH, CONPOBOXKACHUS, PEMOHTA, YTHIA3ALUH)
OKa3bIBAIOTCH 32 MPEIeTIaMi KOHTPOIUPYEMOU 30HBI;

OCYIIECTBIISATh HECAaHKIMOHUPOBAHHBIA JOCTYN 4epe3 HHPOpMalMOHHBIE
CUCTEMBI B3aMMOJECHCTBYIOIIMX BEAOMCTB, OPTraHHU3alMd W YUPEKICHUU IPU UX
nojakiarodenun k UCIT/H.

B03M0OXHOCTH BHYTPEHHETO HAPYLIUTEINS CYLIECTBEHHBIM 00pa30M 3aBHUCST
OT JICMCTBYIOIIMX B MpeJIeNIax KOHTPOJIUPYEMOM 30HBI PEKUMHBIX
U OpraHM3allMOHHO-TEXHUYECKUX MEp 3allUuThl, B TOM YHCIE MO JIOMYCKY
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¢usnueckux aul K [1JIH 1 KOHTPOJIIO MOpsiAKa IPOBEIECHUS padoT.
BHyTpeHHME TIOTEHUMAJIBbHBIE HAPYLIMTEIW MOAPA3LAEIAOTCA Ha BOCEMb
KaTeropui B 3aBUCUMOCTH OT crioco0a JIocTyna u mojHoMouuit nocryna k [1J[H.

K mepBoil kareropum OTHOCATCS JMIA, HMEIONIME CAHKIMOHUPOBAHHBIN
noctyn k UCIIIH, Ho He umeromue noctyna K I1/Ix. K sromy Tunmy Hapymurenei
OTHOCSITCS JOJDKHOCTHBIE JIMIla, OOECIeurBalolie HopMaibHOe (PYHKIIMOHUPOBAHUE
NCIIH.

JInio 3ToM KaTeropuu, MOXKeT:

UMeTh JocTyn K ¢parmeHntam wuHpopmauuu, coaepxamed IIln u
pacnpocTpaHsAOIIEncs o BHYTpeHHUM KaHanam cBsizu UCII/IH;

pacrionarath  (pparmentamu  uHpopmaruu o  Tomnosioruun  UCII/Ix
(KOMMYHHKAITHOHHOM YacTH TOJACETH) W 00 HCIOIb3YEeMbIX KOMMYHUKAIIMOHHBIX
MPOTOKOJIaX U UX CEPBUCAX;

pacriojaraTh MMEHAMH W BECTH BBISIBICHHUE MAapoOJIe 3aperucTpUpPOBAHHBIX
MOJIb30BaTEIICH;

U3MEHATh KOoH(purypanuto Ttexuuuyeckux cpencts WCII[H, BHOCUTH B Hee
IPOrpaMMHO-aIIapaTHbIE 3aKIaJAKU U 00ecTeunBaTh CheM HH(GOPMAIIMU, UCTIOIb3YsI
HETMOCPEACTBEHHOE MOJKII0YEHNE K TeXHUUYeCcKUM cpencrBam UCII/IH.

Ko BrTopoli kareropum OTHOCSTCS 3apEeTrUCTPUPOBAHHBIC IOJB30BATEIN
NCII/H, ocymecTBasOMNE OrpaHUYeHHBIN qocTy K pecypcam UCIT/IH
¢ pabouero mecra.

JInno sToit kareropuu:

o0nagaeT BCEMU BO3MOKHOCTSIMH JIUII IEPBOI KaTETOPUU;

3HAET, 10 MEHBIIEH Mepe, OAHO JIETAIbHOE UMS TOCTYTa;

oOnmagaeT BCeMU HEOOXOAMMBIMU aTpuOyTamMu (HampuUMeEp, MapoJieM),
00ecCreunBarOIMMH J0CTYT K HEKOTOpOMY moaMHoxecTBy [1/1H;

pacnoyiaraeT KOH(UIECHIIMATbHBIMH TaHHBIMHU, K KOTOPHIM UMEET JOCTYII.

Ero pocryn, ayreHTudukanus MW TMpaBa IO JOCTYIy K HEKOTOPOMY
noaMHOkecTBY [IJIH HOKHBI peryiaMeHTUPOBATHCS COOTBETCTBYIOIIMMU MpaBUIaMU
pa3rpaHuyYeHUs JOCTYIIA.

K Tperbeit kareropum OTHOCSITCS 3apErUCTPUPOBAHHBIC IOJ30BATEIU
NCIIH, ocymiecTBasonme yaaieHHbi goctyn K I[J[H mo jokanbHbIM U (WIIK)
pacnpeneneHHbBIM HH(HOPMAITMOHHBIM CHCTEMaM.

JIn1o 3TOM KaTeropuu:

00J1aJ1aeT BCEMU BO3MOKHOCTSIMU JIUII [IEPBOM U BTOPOM KaTerOpuii;

pacnionaraet uadopmanueii o tornonoruu UCIIx Ha 6a3e gokanbHOU U (MIIH)
pacnpeneneHHol MHGOPMAIIMOHHON CHUCTEMBI, 4Yepe3 KOTOPYIO OCYIIECTBIISIETCS
JIOCTYII, U 0 cocTaBe TexHudeckux cpeacts MCII/H;
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UMEET BO3MOXKHOCTh TpPSIMOro ((puU3MyYecKkoro) gocTyma K (QparMeHTam
texanueckux cpeacts UCII/IH.

K deTBepToii KaTeropum OTHOCSTCS 3aperucTprupoBanHbie nosb3oBarenu MCI/x
C MOJIHOMOYMSIMU aJIMUHUCTpaTopa Oe3omacHocty cermenTa (pparmenta) UCIT/IH.

JIn1o 3Tor Kareropuu:

00J1a71aeT BCEMHU BO3MOKHOCTSIMU JIMI] MPEBITYIINX KaTerOpHid;

oOnagaeT moyiHOM MHpOpMael 0 CUCTEMHOM M IPUKIAJAHOM MPOTPaMMHOM
oOecreueHuu, ucnoyib3yeMoM B cermente (¢pparmente) UCIH;

o0nagaeT NoJHOM MH(POpPMaLMEe O TEXHUYECKUX CPEACTBAX U KOH(PUTYypaluu
cermenTa (pparmenta) UCII/IH;

UMEET JOCTYN K CPEeACTBaM 3alUThl MHPOpPMAIMK U MPOTOKOJIMPOBAHHUSA, A
TaK)Ke K OTJIEIbHBIM AJIEMEHTaM, UCIIONIb3yeMbIM B cerMeHTe ((pparmente) UCII/H;

UMEET JOCTYyH KO BCEM TEXHUYECKMM CpelICTBaM cerMeHTa ((pparmeHTa)
NCII/H;

oOnagaeT mpaBaMu KOH(GUTYPUPOBAHUS M aJIMHHHCTPATUBHOW HACTPOUKHU
HEKOTOPOTI0 MOJMHOXKECTBA TEXHUUECKUX CpeACcTB cerMenTa (pparmenta) MCIIIH.

K nmnsaToii KaTeropuum OTHOCSTCS 3aperMCTPUPOBAHHBIE IOJB30BATENN C
MOJTHOMOYHUSIMU CUCTEMHOTO agMuHucTparopa MCITH.

JInwo stoi Kareropuu:

00J1a1aeT BCEMU BO3MOKHOCTSIMU JIMI] PEABITYIINX KaTErOpHid;

oOnagaeT moyHOM MH(pOpManUeld 0 CUCTEMHOM M IPHUKJIAJHOM MPOrPaMMHOM
obecnieuernnu UCII/IH;

oOnazaeT MoaHOM MHpOpPMaLMEe 0 TEXHUYECKUX CPEJCTBAX M KOH(UTYypaIluu
NCIIdH;

UMEET JOCTYI KO BCEM TEXHUYECKHM CpeACTBaM OOpaOOTKM MH(POpMaLHUU U
nanubiM UCIITIH;

oOnagaeT mpaBaMu KOH(GUTYPUPOBAHUS M aJIMUHHCTPATUBHOW HACTPOUKHU
texHuueckux cpencts UCITH.

CucTeMHBI aAMUHUCTPATOP BBIIOJIHIET KOH(PUIYPHUPOBAHUE U YIpPaBICHUE
nporpammubeiM oOecrieueHueM (I10) u oGopynoBanueM, BkiIro4as 00OpyAOBaHHE,
OTBEYAIOIIIEE 3a 0e30macHOCTb 3aIIUIIAEMOTO oOBeKTa: CpencTBa
KpunTorpaguueckoil  3amMThl  MHPOpPMAIMK, MOHHUTOPHHIA,  PEruCcTpaIui,
apxuBanuu, 3amutsl oT HC/I.

K mecrToil kareropuu OTHOCATCA 3aperHCTPUPOBAHHBIE IOJb30BATEIN C
MOJIHOMOYHSIMU aAMUHUCTpaTopa 6ezonacuoctu UCTI/IH.

JInwo 3Toi Kareropuu:

00J1ajaeT BCEMHU BO3MOKHOCTSIMU JIMII MPEBITYIINX KATErOpHid;

obnanaer nmojgHoi undopmanueit 06 UCII/IH;

UMEET JOCTYN K CPEACTBaM 3alUThl MHPOPMALMK U MPOTOKOJIMPOBAHUS U K
yacTH KIro4eBbIX aaeMeHToB UCII/IH;

HE UMEET MPaB JOCTyIa K KOHPUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH 32
UCKJIFOUEHHUEM KOHTPOJIbHBIX (MHCIIEKI[MOHHBIX ).
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AnmuHHCTpaTop  0€30MacHOCTH  OTBEYaeT 3a  COONIOACHHE  IpaBUII
pasrpaHUYeHHs] JOCTYIa, 3a TEHEpalUI0 KIIOUEBBIX 3JEMEHTOB, CMEHY MapoJjei.
AnMuHUCTpaTOop 0€30IaCHOCTU OCYLIECTBIISIET ayJUT TeX K€ CPEICTB 3allUTHI
00BEKTa, YTO U CUCTEMHBIN aJIMUHUCTPATOP.

K cempMmoil  kaTeropum  OTHOCATCS  IPOrPaMMHUCTHI-Pa3pabOTUYUKU
(MOCTaBIIMKM) MPUKIIAJHOTO TPOrPaMMHOr0 o0ecrieyeHus U Juia, 00ecreynBaroIne
€ro COIIPOBOX/ICHUE Ha 3aIMIAEMOM OOBEKTE.

JIn1o 3TOM Kateropuu:

obnamaer wuH(OpMalMel 00 anrropuT™Max W mporpammax oOpabOTKu
uHdopmanuu Ha UCII/H;

o0nazaeT  BO3MOXKHOCTSIMM  BHECEHMsI  OHIMOOK, HEIEKJIApUPOBaHHBIX
BO3MOYKHOCTEH, MPOrpaMMHBIX 3aKJaJ0K, BPEJOHOCHBIX MPOrpaMM B IIPOrpaMMHOE
obecnieuenne UCII/IH Ha craguu ee pa3paOOTKU, BHEIPEHUS U COTPOBOXKICHUS;

MOXET pacrojiaraTb JOObIMU ¢dparMeHTaMu HWHQPOPMAIIMU O TOMOJOTHH
NCIIAH u TexHuyeckux cpencrBax oOpadoTku u 3amurthl [1/{H, oOpadaTbiBaeMbIX
B UCII/H.

K BocbMO# KaTeropum OTHOCSTCS pa3pabOTUYMKU U JIUIA, O0ECIeUrBaIOIINe
IIOCTaBKY, COIPOBOYKIAEHNE U PEMOHT TexHU4Yeckux cpencts Ha MCII/Ix.
JInio 3Toi Kateropuu:

o0nagaeT BO3MOXXHOCTSAMH BHECEHHUS 3aKJIaJOoK B TEXHUYECKHE CPEICTBa
NCTIIH Ha cTaguu ux pa3paOOTKH, BHEPEHUS U COITPOBOKICHUS;

MOXKET pacrojiararh JIOObIMH (parMeHTamMu HHQPOPMALlUA O TOIMOJOTHHU
NCTIH 1 TeXHUYECKUX cpelicTBax 00paboTku u 3amuThl nHopmaruu B UCIT/IH.

VYKazaHHbIE KaTErOpUHM HAPYIIUTENEH [OMKHBI YYUTBHIBATHCS IPU OLIEHKE
BO3MOXKHOCTEN peanuzaunu Y bIT/IH.

Hocurtenem BpemOHOCHOW MpPOrpaMMbl MOMKET OBITH amnmapaTHBIA JJIEMEHT
KOMIIBIOTEPA WJIM INPOTPAMMHBIM KOHTEHMHEp. Eciu BpemOHOCHAs NporpaMma He
aCCOIMUPYETCS C KaKOU-TMOO0 MPUKIAIHON MPOrpaMMoi, TO B KaUeCTBE €€ HOCUTEJIS
paccMaTpUBarOTC:

OTYY>KJIa€MbI HOCUTENb, TO €CTh AUCKeTa, onTuueckuit 1uck (CD-R,
CD-RW), dbmdur-naMsite, OTIyKAaeMblii BAHYECTEP U T.11.;

BCTPOCHHBIE  HOCHUTENU  WHPOpManuu  (BUHYECTEPH,  MHKPOCXEMBI
ONEPAaTUBHOW MaMsTH, MPOLECCOP, MUKPOCXEMbl CUCTEMHOM IUIAThl, MUKPOCXEMBI
YCTPOMCTB, BCTPAUBAEMbIX B CUCTEMHBIN OJIOK, — BHJEOaJanTepa, CETEBON IUIATHI,
3BYKOBOM ILJIaThl, MOJIEMA, YCTPOMUCTB BBOJIa/BBIBO/Ia MAarHUTHBIX KECTKUX
Y ONTUYECKUX IUCKOB, OJI0KA MMUTAHUS U T.I., MUKPOCXEMBI MPSIMOTO JOCTYIa
K MaMSTH, IIUH Mepe/ladyu JaHHBIX, TOPTOB BBO1a/BBIBO/A);

MHUKPOCXEMbl BHEHIHUX YCTPOMCTB (MOHUTOpA, KJIABUATypbl, MPUHTEPA,
MoJeMa, CKaHepa | T.I1.).
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Ecnm BpemoHocHass mporpaMma acCcoOIUUPYeTCsl ¢ KaKOW-IMOO TPHUKIATHON
nporpamMmoi, ¢ ¢daigamMu, HMEIONIMMHU OIpPEJCICHHBIC PACIIUPEHUS WIA HWHBIE
aTpuOyThI, C COOOIIECHUSIMH, TIEPEIABAEMBIMU T10 CETH, TO €€ HOCUTEIISIMU SIBJISIFOTCS:

MaKeThl IEPEeIaBAEMBIX IO KOMIIBIOTEPHOM CETH COOOIIECHU;

daiinbl (TeKcTOBBIC, TpaduuecKue, UCTIOTHSIEMbIE U T.1.).

5.2. O0uiast XapaKTepUCTUKA YA3BUMOCTel MH(POPMALIMOHHOM CUCTEMbI
NMEePCOHAJBLHBIX JTAHHBIX

VS3BUMOCT,  MH(POPMAIIMOHHON  CHCTEMBl  MEPCOHAIBHBIX  JAaHHBIX —
HEJIOCTaTOK WM ci1aboe MeCTO B CHUCTEMHOM WM MPHUKIATHOM IIPOrPaAMMHOM
(mporpaMMHO-anmapaTHoM) 00ECIEYEeHUH aBTOMATHU3WPOBAHHOM HHQPOPMAILIMOHHOMN
CHUCTEMBI, KOTOpBIE MOTYT OBITh WCIOJB30BAHBI [IJISI pEaTU3allud  yTPO3BI
0€30MacHOCTH MEPCOHATBHBIX JTAHHBIM.

[IpuynHaMu BO3ZHUKHOBEHUS YSI3BUMOCTEH SBIISIFOTCS:

OmMOKM  MpU  MPOEKTUPOBAHUM M pa3pabOTKe  MPOrpPaMMHOIO
(TporpaMMHO-aImapaTHoro) 00ecrneueHus;

NpeAHaMEPEHHbIE  JCHCTBUS IO  BHECEHUIO  YSA3BUMOCTEM B  XOJ€
MIPOCKTUPOBAHUSI W  pa3padOTKM MPOrpaMMHOIO  (IIPOrpaMMHO-ANNapaTHOIO)
oOecreyeHus;

HEMpaBUJIbHBIE HACTPOMKU MPOrpaMMHOTO OO€CIeueHus, HENpPaBOMEPHOE
U3MEHEHHUE PEKUMOB PabOThI YCTPOUCTB U MPOTPaAMM;

HECAaHKI[MOHHUPOBAHHOE BHEIPEHUE U MCMIOJIb30BAaHUE HEYUYTEHHBIX MPOrpaMM
C MOCIHEAYIIIMM HEOOOCHOBAHHBIM  pPAaCXOJOBAHHEM PECYpCOB  (3arpys3ka
poIIECCopa, 3aXBaT ONEPATUBHOM MAMSITH U MAMSITH HAa BHEITHUX HOCUTEIISIX);

BHEJIPEHUE  BPEJOHOCHBIX  MPOrpaMM,  CO3JAKOIIMX  YA3BUMOCTH B
IPOrpaMMHOM M IMPOTPaMMHO-ANNapaTHOM 00ECIeUeHUH;

HECAaHKIIMOHUPOBAHHBIE  HEYMBIIUICHHbIE  JEHCTBUA  MOJb30BaTENEH,
IPUBOSIINE K BOSHUKHOBEHHIO YSI3BUMOCTEN;

cobon B paboTe ammapaTHOrO0 W MPOTPaAaMMHOTO obOecreueHusi (BBI3BAaHHBIC
cOOSIMM B OJEKTPONHUTAHHWH, BBIXOJOM M3 CTPOS ammapaTHBIX JJIEMEHTOB B
pe3yJibTaTe CTapeHUusi W CHHD)KCHUS HAJIEKHOCTH, BHEUIHUMH BO3JECHCTBUSIMHU
AIIEKTPOMArHUTHBIX MO TEXHUYECKUX YCTPOIMCTB U Ap.).

Knaccudukamms ocHoBHbIX ysi3Bumoctedt UCIT/IH npuBeneHa Ha pucynke 4.



30
Knaccudukanus ysspumocten

MIPOTPaMMHOTO 00€CTICUCHUS

l
| | | |

ITo tumy I1O

[To aTany ’kM3HEHHOTO [To npuumnne [To xapaxrepy

BO3HUKHOBCHUA

HUKJIa IpOrpaMMHOI0 HOCHCHCTBI/Iﬁ oT

obecriedeHnsi, Ha KOTOPOM YA3BUMOCTH peanu3anuu aTax
BO3HHUKAET VSI3BUMOCTD
Cucremuoe [10
Vs3BumocTH, Henocratku Vs13BUMOCTH,
I i BO3HHUKAIOIINE HA MCXaHHU3MOB HCIIOJIb3YEMBIE IS
HKJIQJHOE ayTeHTU(DUKALUU
P JTarne NPOeKTHPOBAHUS Yy Guxcan MepPETIONHEeHUS
MPOrpaMMHOE
I6) P MIPOTPaMMHOTO Avchena
obecrieueHue
obecrevueHus Henocratku
VaI3BUMOCTH,
3alUThl YYETHBIX
. UCIIOJIb3YEMBbIC JIJISI
peanu3anuu — 3AIHCCH
no00pa maposst WiIn
[IPOrPaMMHOIO
Porp Hanuune naeHTUdUKaTOpa
obecreuenus -
dymxrii,
HHCTAIUIALAN 1 MO3BOJISIOIINX
t t Ysa3BUMOCTH,
»| HacTpoiiku BBITIOJIHSATD
UCIIOJIb3YEMBIC IS
MPOrPaMMHOTO CCTPYKTUBHBIC
porp A N Py W3MEHEHUs MIpaB
nattaroua
JIOCTYTa
OtcyrcTBUe
MPOBEPKHU
g POBCp Vs3BumocTH,
KOPPEKTHOCTH
HCTIONB3yEeMBbIe IS
BXOJIHBIX JaHHBIX —>
pean3anuy aTaku
«OTtKa3 B
00CTVIKUBAaHUIDY

Pucynok 4. Knaccudukaius yss3BUMOCTEN TPOrpaMMHOT0 0OecrieueHus

Hwuxe npeacraBieHa oOas XapakTEpUCTHKA OCHOBHBIX T'PYII YSI3BUMOCTEM
NCII/IH, BKIFOYAIOITUX:

YS3BUMOCTH CHUCTEMHOIO MPOrpaMMHOIO oOecnedeHuss (B TOM YHUCIE
IIPOTOKOJIOB CETEBOr0 B3aUMOJIEHCTBHUA);

YSI3BUMOCTH IIPUKJIAJTHOTO MPOrpaMMHOr0 oOecrieueHus (B TOM YHCIIe CPEACTB
3aIUTHl THPOPMALIHH).

5.2.1. O0mas XapaKTepUCTHKA YA3BUMOCTE CHCTEMHOI0 IPOrPaAaMMHOI0
o0ecrieyeHUust

VA3BUMOCTH  CHUCTEMHOTO  MPOrpaMMHOIO  OOECHe4YeHHUs]  HEOO0XOIUMO
paccMaTpuUBaTh C MPUBI3KON K ApXUTEKTYPE MOCTPOCHUS BBIYUCIUTEIBHBIX CUCTEM.

[Ipy 3TOM BO3MOKHBI Y3BUMOCTH:

B MUKponporpammax, B npomuskax [13V, TIT13V;

B CpEICTBax OIEPALMOHHONW CHUCTEMBI, NPEIHA3HAYEHHBIX IS YIIPABICHUS
nokaneHbiMu  pecypcamu  HCIIJIH (oOecneunBaromux BBIOJHEHUE (DYHKIUN
YIPABJIEHUS MPOLIECCAMH, aMAThIO, YCTPOIMCTBAMU BBOJAA/BbIBO/A, HHTEP(]EicoM C
M0JIB30BATENEM H T.I1.), IpailBepax, yTHIINTAX;

B CpEICTBaxX OIEPALlMOHHOW CHUCTEMBI, MPEIHA3HAYECHHBIX JISI BBIIOJHEHUS
BCIIOMOTATENbHBIX (DYHKIIMMA, — YTHINTaX (apXUBUPOBaAHUS, iepparMeHTauu u ap.),
CUCTEMHBIX 00palaThIBalONIUMX MporpamMmax (KOMIMJISATOpaX, KOMITOHOBIIMKAX,
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OTJIQUMKaAX | T.I1.), MPOTPaMMax MPEIOCTABICHUS MOJIH30BATENIO JOMOJHUTEIbHBIX
yoinyr (cnenuanbHBIX BapHaHTax WHTepdeiica, KambKyJIsTOpax, Wrpax H T.IL.),
OMOMMoTEeKax MPONEAYp Pa3IMYHOr0 HaszHaueHUs (OMOIMOTEeKaX MaTeMaTHYEeCKUX
¢yHKuuid, GyHKLIMA BBOAA/BBIBOIA U T.J1.);

B CpEICTBaX KOMMYHHUKAIIMOHHOTO B3aWMOJEHCTBUS (CETEBBIX CPEICTBAX)
OIEPAIUOHHON CUCTEMBI.

VYS3BUMOCTH B MHUKpOIIpOrpaMMax M B CPEACTBaX OMEPAIMOHHON CHCTEMBI,

NpeAHa3HAYEHHBIX JIJIs YIPABIICHHS JIOKAIbHBIMUA PECYpPCaMU U BCIIOMOTATEIbHBIMU
GYHKUHUSIMHU, MOTYT MPEACTaBISATH COOOI:

GyHKIMU, TPOIEAYphl, U3MEHEHHE IapaMETPOB KOTOPHIX OINpPEAEICHHBIM
o0pa3oM MO3BOJISIET MCHOJB30BaTh WX JJIsI HECAaHKIMOHUPOBAHHOrO AocTymna 0e3
oOHapy>KEeHHS TAKUX U3MEHEHHI OMepaliMOHHON CUCTEMOM;

dbparMeHThl KoJla MporpamMm («IbIPbD», «IHOKW»), BBEJCHHBIE Pa3paOOTUMKOM,
NO3BOJISIONIME O0XOAUTH MPOLEAYPbl UAECHTU(UKAIMY, ayTeHTU(PUKAIUU, TPOBEPKH
LEJIOCTHOCTH U JIp.;

OTCYTCTBHE HEOOXOJUMBIX CPEACTB 3alUTHl (ayTCHTHU(UKAIMKN, TTPOBEPKH
1I€JIOCTHOCTH, MIPOBEPKHU dbopmaToB COOOIICHHH, OJIOKMPOBAHUS
HECaHKIIMOHUPOBAHHO MOJIU(DHUIIMPOBAHHBIX QYHKITUHN U T.11.);

OIIMOKU B MporpaMmmax (B 0OBSBICHUM MEPEMEHHBIX, PYHKIIUN U MPOIEAYp, B
KOJaX IporpamMm), KOTOpbIE TMPH ONPEAENIEHHBIX YCIOBUAX (HampuMmep, MpH
BBINIOJIHEHUH JIOTUYECKUX IEPEXO0J0B) MPUBOAAT K COOSIM, B TOM 4YHCIIE€ K COOSIM
(GYHKITMOHUPOBAHUSI CPEJICTB M CUCTEM 3aIIUThI UHGOPMAITUH.

Y S3BUMOCTH TIPOTOKOJIOB CETEBOTO B3aWMOJICHCTBHSI CBS3aHBI ¢ OCOOCHHOCTSIMHU

WX TPOTPAMMHOM peanm3alMid ¢ OOYCJIOBJICHBI OTPAHWYCHUSMH Ha pa3Mepbl

npuMeHsieMoro Oydepa, HeAOCTaTKaMH TPOLEAYPhl ayTEHTU(UKAIIMU, OTCYTCTBUEM

MIPOBEPOK TPABUIBLHOCTH CIy>keOHOW mHpopMarmu u ap. Kparkas xapakTepucTHKa
ATHX YS3BHUMOCTEH MPUMEHHUTEIILHO K IIPOTOKOIaM IIPUBE/ICHA B TaOHIIC 2.

Tabmnuma 2

VY A3BUMOCTH OTJIETBHBIX TPOTOKOJIOB cTeka mpoTokosnioB TCP/IP,
Ha 0a3e KOTOporo (PyHKIMOHUPYIOT TJI00aIbHBIE CETH OOIIETr0O MOJIb30BaHUS

HaumeHoBaHue Yposennb HaumeHoBaHue ConepxaHue HapylIeHUS
NPOTOKO.J1a cTeKa (XapaKkTepHCTHKA) YA3BUMOCTH | 0Oe3omacHocTH HHGpOpManuu
IPOTOKOJIOB
FTP (File Transfer |Ilpuxmannoii, | 1. Ayrentndukanus Ha 6aze Bo3moxHOCTH epexBaTa JaHHBIX
Protocol) — TIPEICTaBU-TE | OTKPBITOTO TEKCTA (TIapoIIn YUYETHOU 3amucy (MMeH
HPOTOKOJ JIBHBIH, MIEPECHUIAIOTCS B 3apEeTUCTPUPOBAHHBIX
nepenaun GaiyioB | ceaHCOBBIN He3amnppoBaHHOM BUJIE) MOJIb30BAaTENEH, Tapoeii).
IO CeTH 2. loctyn 1o yMoI4aHuIo [omyuenue yganeHHOTo JOCTyMa
3. Hanuuue nByX OTKPBITHIX K XocTaM
HOPTOB
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telnet — mpoToxom
yIpaBJICHUS
yAaJICHHBIM
TEPMHUHAIIOM

ITpuxnanHoi,
MIpEACTaBU-TE
JILHBIN,
CEaHCOBBIN

AyrenTudukanvs Ha 0aze
OTKPBITOTO TeKCTa (apOJIH
MEPECHUIAIOTCS B
He3amn(ppoBaHHOM BHUJIE)

Bo3moxHOCTE nepexnBara JaHHbBIX
y‘{CTHOfI 3alliCH I10JIb30BAaTECIIA.
HonyquI/Ie YAAJICHHOT'O JOCTYyIla
K XoCTaM

UDP — npotokoJ
nepeiaun TaHHBIX
0e3 ycTaHOBIICHHS
COEIMHEHUS

TpancnopT-H
bIf

OTCcyTCTBHE MEXaHU3Ma
MPEOTBPAIICHHSI IEPErPY30K
oydepa

Bo3MokHOCTB peanuzanuu
UDP-mtopma.

B pesynbraTe oOMeHa maketamMu
MIPOMCXOANT CYIIECTBEHHOE
CHIDKEHUE MTPOU3BOTUTEIHHOCTH
cepaepa

ARP — npoTtokon
npeoOpazoBaHus
IP-anpeca B
(uzndeckuii agpec

CereBoit

AyrenTudukamnvs Ha 0aze
OTKPBITOTO TeKcTa (MH(OopManus
nepechuIaeTcs B
He3amnppoBaHHOM BHJIE)

Bo3mokHOCTB nepexBara
TpadwuKa IMoIb30BaTeIs
3JI0yMBIIIICHHUKOM

RIP — npotokon
MapIIpyTHOU
nHGOpMAaITIH

Tpancnopr-H
bl

OTtcyTcTBUE ayTeHTU(UKALN
YOPaBISIOMNX COOOIIeHNH 00
N3MEHEHNHU MapIIpyTa

Bo03MOXHOCTH MepeHarpaBIeHUs
Tpaduka yepes XocT
3II0YMBITIICHHAKA

TCP — mpoTokon
yIpaBIeHUA
nepenayen

TpaucnopT-H
bIf

OTCcyTCTBHE MEXaHU3Ma

IIPOBEPKU KOPPEKTHOCTH
3aIOJIHEHUS CITy)KEOHBIX
3aroJIOBKOB ITaKkeTa

Cy1iecTBeHHOE CHIDKEHUE
CKOpPOCTH 0OMeHa U Jake
MIOJTHBIA pa3phIB MPOU3BOJIBHBIX
coequHeHni no nportokony TCP

DNS — mpoTtokon

ITpuknanHOH,

OTCyTCTBHE CPEJICTB POBEPKHU

danbcudukanms oTBeTa

YCTaHOBJICHUS MIPEICTaBU-TE | Ay TCHTH(DHUKAIINN MOy ICHHBIX DNS-cepsepa

COOTBETCTBUS JIBHBIH, JIaHHBIX OT UCTOYHHUKA

MHEMOHHYECKUX CCaHCOBBIN

HMEH U CETEBBIX

aJpecoB

IGMP — nporokon | CereBoit OTtcyTcTBUE ayTeHTU(UKALH 3aBHCcaHUE CHCTEM

nepenadn COOOTIeHMIA 00 H3MEHEHNUHN Win 9x/NT/200

COOOIIEHHH O apaMeTpoB MapIIpyTa

MapIIpyTU3ALUI

SMTP — npotokon | [Ipuknaanoi, | OTCyTCTBUE MOAACPKKU Bo03MOXXHOCTE IO AEIBIBAHAS
obecrnieueHus MPEJICTaBU-TE | Ay TCHTU(UKAIIUU 3aT0JIOBKOB COOOIILEHHIA HIEKTPOHHOH MOYTHI,

CEpBUCA TIOCTABKH

JIBHBIM,

coo01eHn

a TaKXXE aJipeca OTIPABUTECIIA

cO0O01IeHNH 110 CEaHCOBBIN cooO0IIeHNs
3JIEKTPOHHOM 1o4Te
SNMP — npotokon | [IpuxnagHoit, | OTcyTCTBHE HOAAEPKKH Bo03M0KHOCTB IIEPETIONHEHUS

yIpaBIICHUS
MapIIpyTU3aTopaMu
B CeTAX

MIPEICTaBU-TE
JIGHBIH,
CEaHCOBBIN

ayTeHTH(HUKAIINN 3ar0JIOBKOB
cooO1eHnii

MIPOTTYCKHOM CITIOCOOHOCTH CETH

I[JIH CUCTCMAaTHU3allM OIIMCaHuA MHOXKXCCTBA y5[3BHMOCT€ﬁ HCIIOJIB3YCTCA

eauHas 0a3za gaHHbIX ys3BuMoctet CVE (Common Vulnerabilities and Exposures),

B pa3paboTkKe KOTOpPOM NPUHUMAIM Yy4YacTUE CHEHUATUCThl MHOTHX H3BECTHBIX
koMmnaHui u opranuzanuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, Carnegie Mellon University, uactutyt SANS u 1.1. OTa 6a3za
JTAHHBIX MTOCTOSTHHO TOMOJIHSETCSI M MCIOIB3YeTCs MpH (HOPMHUPOBAHUU 0a3 JTaHHBIX
MHOTOYHUCJICHHBIX MTPOTPAMMHBIX CPEICTB aHAM3a 3alUIIICHHOCTH |, TIPEXKIE BCETO,
CETEBBIX CKaHEPOB.

5.2.2. O0uas xapakTepuCTHKA YA3BUMOCTEH MPUKJIATHOTO MPOrPaAaMMHOI0
o0ecneueHust

K mnpukinagHoMy mOporpaMMHOMY OOECIEUEHHUIO OTHOCATCA MPUKIAJIHbIC
IPOrpaMMbl OOIIErO MOJIb30BAHUS U CHEIMANIbHBIE TPUKIIaHbIE TPOTPAMMBI.
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[Ipuknagabpie MPOTpaMMbI OOIIETrO MOJIH30BAHUS — TEKCTOBBIE U TpaduyuecKue
pPEAAKTOpPbI, MeIua-mporpamMmbl (ayAuo- M BHUJEONPOUTPHIBATENH, MPOTPaMMHBIE
CpeJlicTBa MpHUeMa TEJIIEBU3MOHHBIX MPOrpaMM U T.I1.), CUCTEMBI YIIpaBieHUs1 0azamu
JaHHBIX, MPOrpaMMHBIE TUIATQOPMBI OOIIETO0 TMOJB30BaHUA ISl  Pa3pabOTKH
nporpamMmHbeiX npoaykToB (tuma Delphi, Visual Basic), cpencrtBa 3amuThl
uH(opmaIuu o011ero MoJIb30BAHUS U T.11.

CrneuuanbHble MPUKIAIHBIE TMPOrpaMMbl — 3TO MPOrPAMMBI, KOTOpPBIE
pa3padaThIBAIOTCS B MHTEPECAX PEIICHUS KOHKPETHBIX MPUKIAIHBIX 3a/1a4 B TAHHON
UCIIa (B ToM uwHcie TporpaMMHBIC CpeAcTBa 3alluThl  UHMOpMaIuwy,
pa3zpabotannbie 1151 KoHkpeTHo UCTI/IH).

VY S3BUMOCTH TIPUKIIAJHOTO MIPOTPAMMHOTO 00€CTIeUeHUs MOTYT MPEACTABIISITh
coOoi:

GyHKIMH U IPOTIEAYPHI, OTHOCAIINECS K Pa3HBIM MPUKIIATHBIM IIPOTpaMMaM

¥ HECOBMECTUMBIE MEXKIy 000 (He (DYHKIIMOHUPYIOIINE B OJHOW OMEpaIlMOHHON
cpene) u3-3a KOHGIMKTOB, CBA3aHHBIX C PACIIPEACIICHUEM PECYPCOB CUCTEMBI;

byHKIMM, TPOLEAYpPbl, W3MEHEHUE OMNpPEACIEHHBIM 00pa3oM IMapamMeTpoB
KOTOPBIX MO3BOJISIET UCIOJIB30BATh UX JJIS IPOHUKHOBEHUS B OINEPALIUOHHYIO CPENy
NCIIJIlH u BbI30Ba IITATHBIX (PYHKIUNA OINEPAIIMOHHOM CHCTEMBI, BBITTOJTHEHUS
HECAHKIIMOHMUPOBAHHOTO  JIocTyna 0e3  OOHapyKeHHsi TaKuX  HM3MCHEHUH
ONEPaLlMOHHON CUCTEMOM;

(dparMeHThl KoJla mporpamm («IbIpb», «IHOKH»), BBEIEHHbIE pa3padOTUUKOM,
MO3BOJISIONINE O0XOAUTH MPOIIEAYPHI NACHTU(UKAIINY, ayTeHTU(DUKAIINN, TTPOBEPKH
LEJIOCTHOCTH U JP., IPETyCMOTPEHHBIE B OTIEPAIITUOHHOIN CUCTEME;

OTCYTCTBUE HEOOXOJUMBIX CPEJICTB 3aIIUTHl (ayTEeHTH(UKAIMK, TPOBEPKH
1I€JIOCTHOCTH, MIPOBEPKHU dhopmaToB COOOIICHHH, OJIOKMPOBaHUS
HECAHKIIMOHUPOBAHHO MOIU(DUIIMPOBAHHBIX (PYHKIUH U T.I1.);

OIIMOKH B MporpaMmax (B 0OBSBICHUU NMEPEMEHHBIX, QYHKIUNA U TPOLEYp, B
KOJax MporpamMm), KOTOpbIE TMpPH ONpPEAENEHHBIX YCIOBUAX (Hampumep, MpH
BBITIOJTHEHUU JIOTUYECKUX IEPEeXO0J0B) MPUBOJAT K COOSIM, B TOM YHUCJIE K COOSIM
(GYHKIIMOHUPOBAHUSI CPEACTB U CHUCTEM 3alluThl HMH(OpMAIMH, K BO3MOXKHOCTH
HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH()OPMAIIUH.

JlanHble 00 YSA3BUMOCTAX pa3padaThIBAEMOTO M PACIPOCTPAHSIEMOrO0 Ha
KOMMEPYECKOM OCHOBE MPUKIAJAHOTO IMPOrPaMMHOIO OO€CleUeHHs] COOMparoTCs,
00001maroTCcs U aHaIu3upyroTes B 0aze nanabix CVE!

5.3. O0uiasi XxapakTepUCTHKA YTPO3 HEMOCPEACTBEHHOI0 10CTYIA
B ONEPANMOHHYIO cpexy HH(pOPMAIMOHHOI CHCTEMBI EPCOHATBHBIX JaHHBIX

VYrpo3sl goctyna (MpOHUKHOBEHHS) B ONEPALMOHHYIO CpeAy KOMIIbIOTEpa U
HECaHKIMOHUPOBAHHOTO AocTyna K [1/[H cBsi3aHbI ¢ JOCTYIIOM:

! Bepetca 3apybexHoi prpmoit CERT Ha KOMMepUecKoii ocHoBe
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K UH(popManMu U KOMaHAaM, XpaHSAIIMMCcs B 0a30BOM CHCTEME BBOJa/BHIBOJIA
(BIOS) MWUCII[lH, c BO3MOXHOCTBIO IIepexBaTa YMpPABJICHUS  3arpy3Koi
ONEPALMOHHON CUCTEMBI U MTOJTYyYEHHUEM ITPAB JOBEPEHHOIO MOJIb30BATENS;

B ONEPAIIMOHHYIO Cpely, TO €CThb B cpelay (PYHKIIMOHHUPOBAHUS JIOKAIHHOM
ONEpPAllMOHHON  CHCTEMBI OTIEJIBHOTO TexHuyeckoro cpeactsa HWMCII[Iu ¢
BO3MOKHOCTBIO BBIIIOJIHEHUS HECAHKLUHMOHUPOBAHHOIO JOCTyla IIyTEM BbI30Ba
IITATHBIX MPOTPaMM  OINEPAlMOHHOM CHUCTEMBl WJIM 3allyCKa CHEUHUAIBHO
pa3paboTaHHBIX MPOTPAMM, PEATU3YIOIINX TaKue ACHCTBHUS,

B cpeny (YHKIMOHUPOBAHMS TMPUKIAIHBIX NporpamMm (Hampumep, K
JIOKaJIbHOM cHCTEME yIpaBJieHUsl Oa3aMu JaHHBIX);

HEIMOCPEICTBEHHO K uWHGOpMaluu Tmoib3oBatens (K ¢aiaaM, TEKCTOBOMH,
aynuo- u rpaduueckoil uHboOpMaIy, TOJSIM MU 3alUCAIM B JJIEKTPOHHBIX 0azax
JaHHBIX) M OOYCJIOBIEHBI BO3MOXKHOCTBIO HApyLICHHS €€ KOH(HICHIUATbHOCTH,
LEITOCTHOCTU U JOCTYITHOCTH.

OTu yrpo3bl MOTYT OBITh peaJM30BaHbl B Clydae MOJYYEHHS (PU3HUECKOIO
nocryna k UCIIIn wiu, o kpaitHeit Mepe, K cpeZicTBaM BBoj1a HHGOpMAaIH
B UCIIIH. IX MOXHO 00BbEIMHUTD MO YCIOBUSAM peaIM3alliy Ha TPU FPYIIIbL.

[lepBast rpymma BkiItouaeT B ceOs yrposbl, peaju3yeMmble B XOJAE 3arpy3Ku
OMEPALIMOHHON CHUCTEMBbI. DTHU Yrpo3bl 0€30MaCHOCTH MH(POPMALIUU HApPaBJICHbI HA
nepexBaT mapoyied WM HICHTU(PUKATOPOB, MOAM(PHUKAIMUIO MPOrPAMMHOTO
oOecrieuenus 6a30Boil cucrteMbl BBOja/BhiBoga (BIOS), mepexBar ympaiieHus
3arpy3kod € HM3MEHEHHMEM HEOOXOAMMON TEXHOJIOTrMYecKoil uHdopMaluu s
nonyuennss HCJ[ B omepaunuonnyto cpeny MCIIJIn. Yame Bcero Takue yrposbl
peaNn3yloTCs ¢ UCMOJIb30BAaHUEM OTUYKJIAEMbIX HOCUTENEH HH(OpMALIUH.

Bropas rpymnma — yrpossl, peamm3yemble IIOCJIE 3arpy3Kd OIEPalMOHHOU

Cpeapl HE3aBUCUMO OT TOrO, Kakas I[pUKJIaJHAs [OporpaMma 3amyCcKaeTcs
MOJIb30BaTENEM. OTH Yrpo3bl, KakK MpPaBUJIO, HAIpaBICHbl HAa BBHIIOJIHEHUE
HETMOCPEJICTBEHHO  HECAaHKIMOHUPOBAHHOTO Joctyna K wuHbopManuu. [lpu
MOJIYYEHHUH JOCTYIIa B ONEPALMOHHYIO CPENy HAPYLIUTENIb MOKET BOCIOJIb30BATHCS
KaK CTaHJApTHBIMU (PYHKIUSMU OINEPAMOHHOW CHCTEMbl MM KaKOH-IH00
MPUKIAIHOW MpPOrpaMMbl OOIIET0 MOJIb30BAaHUS (HANPUMEpP, CUCTEMBI YNPABIICHUS
0azaMM  JaHHBIX), TaK MW CHEHHAJIbHO CO3JAaHHBIMU  JUIS  BBIIIOJIHEHMS
HECAHKIIMOHUPOBAHHOTO JOCTYIIA POrPAMMaMH, HalpUMeED:

porpaMmmaMu IpocMOTpa U MOJU(UKALIUU PEECTPa;

porpaMMaMy IOMCKa TEKCTOB B TEKCTOBBIX (pailllax Mo KIFOUEBBIM CJIOBAM H
KOIIMPOBAHUS,

CHenuaIbHBIMU TIPOrpaMMaMH MPOCMOTpPa U KOMUPOBAHUs 3amucedl B 0azax
JAHHBIX;

nporpaMmamMu  ObICTpOro  mpocMoTpa  rpaduyeckux  QailnoB,  ux
pPENAKTUPOBAHUS WM KOIIUPOBAHUS;

nporpaMmMaMu MOAJEPKKA BO3MOKHOCTEH pPEKOH(UTYpaluu MPOrpaMMHOM
cpenbl (Hactpoitku UCII/IH B uHTEpEecax HapyLIUTENs ) U Jp.
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HakoHen, TpeTps rpymma BKIOYaeT B ceOs Yrpo3bl, pean3anus KOTOPBIX
ONpENEIIAETCA TEM, KaKas M3 NPUKIAIHBIX IPOrpaMM 3alyCKaeTcs IOJIb30BaTENEM,
uin (akToM 3amycka JI00OW W3 MPUKIAAHBIX MporpaMm. bolblnas 4acTh Takux
yIPO3 — 3TO YIPO3bl BHEAPEHHUS BPEIOHOCHBIX IIPOrPaMM.

5.4. O01mast XxapaKkTepuCTUKA YIPo3 0€30MACHOCTH MEePCOHAIBbHBIX IaHHBIX,
peaju3yeMbIX ¢ HCIOJIb30BAHUEM MPOTOKOJI0B MEKCEeTeBOr0 B3aUMO/1eiiCTBUS

Ecnu UCII[JH peanu3oBaHa Ha 0a3e JIOKAIbHOW WJIM paclpeaesIeHHOM
MH(POPMAITMOHHON CHUCTEMBbI, TO B HEH MOryT OBITh peaqu30BaHbl yIPO3bl
0e30MacHOCT WHQOpPMAIMU IMYTEM HCIOJIb30BaHUS IPOTOKOJIOB MEXKCETEBOTO
B3aumojiericteus. Ilpu 3Tom wmoxker obOecneuuBarbess HCH x II[Jn  wumm
peanu30BBIBATHCS YIrpo3a 0TKa3a B 00cayxuBaHusi. OCOOEHHO OMAaCHBI YyIPO3bl, KOTIa
UCTI[lz mnpencraBiser co0oil pacmnpeneneHHyr0 HWHOOPMAIMOHHYIO CHCTEMY,
MOAKIIOYCHHYIO K CETSM OOINEro MoJb30BaHUA U (WJIHM) CETAM MEXKIyHApOIHOTO
uHpopmarmonHoro oomena. KmaccudukanuonHas cxema yrpos, peaju3yeMbIX IO
CeTH, NPHUBEICHA Ha pHUCYHKE 5. B ee OCHOBY IOJIOXKEHO CEMb CIEAYIOLINX
NEePBUYHBIX TPU3HAKOB KJIACCU(PUKALIUU.

1. Xapakrep yrpossl. [1o 3ToMy npu3HaKy yrpo3bl MOTYT OBITh MaCCHUBHBIE U
aktuBHble. [laccuBHas yrpo3a — 3TO yrposa, HpU peIM3alUU KOTOPOM HE
OKa3bIBaeTCsl HemocpeAcTBeHHoe BiusiHue Ha pabory WCII[AH, HO MOryT OBITH
HApYyLICHbl YCTAHOBIICHHBIE MpaBWJia pazrpanndeHusd goctyna K [[Jlx nim cereBbiM
pecypcam. [IpumepoM Takux yrpo3 SIBISETCS yrpo3a «AHanmm3 CeTeBoro Tpadukay,
HalpaBJICHHAasT Ha MPOCIYIIMBAHHE KAaHAJIOB CBA3M M MEPEXBaT IMEpeJaBaeMoit
uHdopmarum.

AKTHBHas yrposa — 3TO Yrpo3a, CBsS3aHHas C BO3JCHCTBUEM Ha pECypChl
NCII/IH, npu peanu3anuy KOTOPOW OKAa3bIBAETCSI HEMOCPEACTBEHHOE BIIUSIHUE
Ha paboTy cucTeMbl (M3MEHEHHE KOH(UTYpaliy, HapylIeHne paboTocrocoOHOCTH
U T.J.), U C HApYILLIEHUEM YCTAaHOBJICHHBIX MpaBUJI pasrpaHudeHus gocrymna k [1JIx
UM CeTeBBIM pecypcaM. lIpumepom Takux yrpo3 sBisgercs yrposza «Otka3 B
o0cCiTyKUBaHUNY, peanu3yemas kak «mropM TCP-3ampocosy.

2. llenp peanuszanuu yrpossl. 1lo 3TOMy mpU3HAKy yrpo3bl MOTYT OBITh
HaIpaBJIeHbl Ha HapylleHWe KOHQHUACHLUUAIbHOCTH, LIETOCTHOCTH U JIOCTYIIHOCTH
uHpopmanuu (B TOM uucie Ha HapyuieHue padborocnocooHoctu UCII[H umu ee
AJIEMEHTOB).

3. YcnoBue Haudana OCYyIIECTBIICHHUs IIpoliecca peanu3aunn yrpossl. I1o atomy
MPU3HAKY MOXET pPEaJn30BbIBATHCS YIpo3a:

0 3aIpOCy OT 00BEKTA, OTHOCUTEIBHO KOTOPOTO peaausyercs yrposa. B atom
Clly4ae HapyLINUTEIb 0XKMAACT MEPEeladu 3alpoca ONPENEICHHOIO TUIA, KOTOPBIA U
OyZeT ycloBrUeM Haydaja OCYyIEeCTBICHHs HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;



Knaccudukanus yrpos 6e3omnacHocTé HHPOpMAIUH, PEATU3yeMbIX C UCIOJIb30BaHHUEM MPOTOKOJIOB MEXCETEBOTIO
B3aMMONEHCTBUS B aBTOMAaTU3UDOBAHHBIX CHUCTEMaX
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M0 HACTYIIJICHUIO OXHJIa€MOTO COOBITHS Ha 00BEKTE, OTHOCUTEIBHO KOTOPOTO
peanusyercs yrposza. B 3ToM cilydae HapylIMTENb OCYIIECTBISET IOCTOSHHOE
HaOmogeHne 3a coctosiHMeM —onepanroHHod cucrembl MCIIlH u  npu
BO3HUKHOBEHUU  OIpPENEICHHOIO0  COOBITHA B 3TOHM  cUCTEME  HayuHaeT
HECAaHKI[MOHUPOBAHHBIN J0CTYTI;

O0e3ycnoBHOE BoziaeiicTBue. B 3ToM ciyyae Hadano OCYILECTBIICHUS

HECaHKLIMOHUPOBAHHOI'O JOCTYyNa O€3yCJIOBHO MO OTHOLIEHUIO K LIEJU JIOCTyHa, TO
€CTh YIpo3a peaqnu3yercs HeMeJICHHO U 0€30THOCUTENIBHO K COCTOSTHUIO CUCTEMBI.

4. Hamuuue o6OpatHoii cBsisu ¢ HCIIJIH. Ilo sToMy mpu3HaKy mpolecc
peann3aluu yrpo3bl MOXKET ObITh C 0OpaTHOM CBS3bIO U 0€3 00paTHOM CBS3U. YTPO3a,
ocyuecTBisieMas npu Hanuuuu oOpatHoit cBsizu ¢ MCII/IH, Xxapakrepusyercsa Tem,
YTO Ha HeKoTopkle 3ampockl, nepeaanubie Ha WCII/IH, Hapymuremo TpedOyeTcs
nonyunth oTBeT. CienoBarenbHO, mexay Hapymmrenem u WCII/H cymecTtByer
oOpaTHasl CBsI3b, KOTOpas IMO3BOJSET HApPYLIMTENIO a/IeKBaTHO pearupoBaTh Ha BCE
u3MeHenus, npoucxogiamue B MCII[{H. B oTtianume oT yrpos, peanu3yembIX HpH
Hajguuun oopatHoi cBs3u ¢ MCIIJIH, mpu peanuzaruu yrpo3 6e3 oOpaTHOM CBSI3U HE
TpeOyeTCsl pearupoBaTh Ha KaKue-Tu00 u3MeHeHus, mpoucxosmue B MCIT/H.

5. Pacnonoxenne Hapymmutenss otHocutenbHo WMCIIIH. B coorBeTcTBUM €
ATUM MPU3HAKOM Yrpo3a peain3yeTcsi KaKk BHYTPUCETMEHTHO, TaAK U MEXKCETMEHTHO.
CermeHT cetu — (pusnmyeckoe oObeauHEeHHE XOCTOB (TexHuuyeckux cpeacts UCIIn
WIM KOMMYHHUKAlIMOHHBIX 3JEMEHTOB, HMMEIOUIMX ceTeBoil aapec). Hampumep,
cermeHT UCII[IH 00pa3yeT COBOKYMHOCTb XOCTOB, MOAKIIOYEHHBIX K CEpBEpY IO
cxeMme «oO1asi muHa». B cimydae, Korja UMeEET MECTO BHYTPHUCEIMEHTHas yrposa,
HapyIIUTETh UMeeT (u3ndecKkuil noctyn K anmaparabiM snementaM WCIIu. Ecnu
UMEET MECTO MEXCErMEHTHas yrposa, To Hapymurens pacnosaraercs BHe UCII/H,
peanusys yrpo3y u3 Jpyrou cetu uiu u3 apyroro cermenta UCII/IH.

6. VPOBEHb OTAlOHHOM MOJENU B3aMMOJCHCTBUS OTKPBITBIX CHCTEM '
(ISO/OSI), na xotopom peanuszyercs yrposza. [lo sTomy mpu3HaKy yrpoza MOXKET
peaN30BbIBATHCA HAa (PU3NYECKOM, KaHAIIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
MIPEJCTaBUTEIHLHOM U TIPUKIIaHOM ypoBHE Mozaenu ISO/OSI.

7. CooTHOLIEHHE KonudecTBa Hapymutened u  asnementoB  HCII/IH,
OTHOCHUTENBHO KOTOPBIX peanu3yercs yrposa. I1o 3ToMy mpus3Haky yrpo3a MOXKET
OBITh OTHECEHA K KJIAcCy YIrpo3, pEeaiM3yeMbIX OJHHM HapyLIMTEIEM OTHOCUTEIbHO
onHoro texHuueckoro cpeacrtsa MCII[In (yrpo3a «OJWH K OJHOMY»), cCpa3y
OTHOCUTEIBHO HECKOIbKHX TexHudyeckux cpeacrs HWCII[An (yrpo3a «oaumH KO

MHOFI/IM») WM HCCKOJIBKMMH HAPYIIHUTCIIAMHA C PA3HBIX KOMIIBIOTCPOB OTHOCHUTCIIBHO

! MexpayHapogHaa OpraHusauma no CraHgaptmsaumm (ISO) npuHana crangapt ISO 7498, onucbiBatowmit

B3aMmofencTBme OTKPbITbIX cuctem (OSI).
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OJTHOrO WM Heckonbkux TexHuuyeckux cpencts MCII[IH (pacnpeneneHHble WA
KOMOMHHPOBaHHBIE YTPO3bI).

C ydeToM TpOBEJAECHHON KIacCHU(PHUKAIIMH MOXKHO BBIICIHTH CEMb HamboJjiee
JacTO PeaIM3yEMbIX B HACTOSIIIEE BPEMs YIPO3.
1. Ananu3 cereBoro Tpaduka (PUCYHOK 6).

&
T
]
@

Xocr 1

Mapupyrtusarop 1 Mapuipyrusarop 2

I IIpocnymmBanue
XoeT 2

KaHaJia|CBA3HU

XocCT HapyHIUTEIs

o

&

Xoct M
Xoct N

Pucynoxk 6. Cxema peanuzaiuu yrpo3bl « AHAJIU3 CETEBOro Tpaduka

DTta yrposza peajau3yercsl C HOMOIIbIO CIEUATbHON MPOrpaMMBbl-aHaIn3aTopa
nakeToB (sniffer), mepexBaThIBarolIel Bce MAKETHI, TepeaBaeMble IO CETMEHTY CETH,
W BBIJICTSAIONIEH CpeAu HUX Te, B KOTOPBIX IMEpealTcs HUIASHTU(PUKATOP
MOJIB30BATENS U €ro mnapoib. B Xxone peanm3anuu yrpo3bl HapyILIUTENb H3y4aeT
JIOTUKY pabOoThl CETH — TO €CTh CTPEMHUTCS MOJYYUTh OJHO3HAYHOE COOTBETCTBHUE
COOBITHH, TPOUCXOMASIINX B CUCTEME, M KOMaH/I, IEPEChUIAeMbIX MTPH 3TOM XOCTAMH,
B MOMEHT TIIOSBJICHUS JaHHBIX COOBITHH. B gampHeHnieM 5STO II03BOJISIET
3JIOYMBIIIJICHHUKY Ha OCHOBE 33JlaHUs COOTBETCTBYIOIIMX KOMAaHJ| MOJIYYUTh,
HaIpuMep, MPUBHIETUPOBAHHBIC MPaBa HA JEHCTBHS B CUCTEME UJIU PACIIUPUTh CBOU
MIOJTHOMOYHSI B HEH, NEpeXBaTUTh MOTOK IIE€PEJAaBAEMbIX [AHHBIX, KOTOPBIMU
OOMEHUBAIOTCSI KOMIIOHEHTHI CETEBOM OINEpPAallMOHHOW CHUCTEMBI, ISl W3BJICUCHUS
KOHQUIECHIUAIBHOW WA  HWACHTU(DUKAUMOHHOW  uHoOpMauuu  (Hampumep,
CTaTUYECKUX MapoJIel IOJb30BATENIEN Uil JOCTyIlla K YJAJCHHBIM XOCTaM IO
nporokoiam FTP u TELNET, e npenycmaTtpuBatomum mudpoBaHue), €€ moIMEHBI,
MOAU(PUKALIMY U T.II.

2. CkaHMPOBAaHUE CETH.

CyIHOCTb mpolnecca peav3aldyd yrpo3bl 3aKII0YaeTCa B Iepegade 3arpocoB
ceTeBbIM ciryk6aM xoctoB MCIIJIH m aHamu3e oTBETOB OT HHX. Llenb — BEHIsBIICHHE
UCIIOJB3YEMBIX IPOTOKOJIOB, JOCTYMHBIX TIOPTOB CETEBBIX CIIYXkO, 3aKOHOB
dbopmupoBaHusl UICHTU(HUKATOPOB COCTUHEHUH, OINpeeIeHNe aKTUBHBIX CETEBBIX
CEPBHCOB, TOJI00P UIEHTU(UKATOPOB U MapOJiel TOIb30BaATEICH.

3. Yrpo3a BbIBICHUS TAPOIS.

[enp peamusanuu yrpossl coctouT B nonydeHun HCJI myrtem mpeononeHus
MapOoJIbHOM 3alUTHI. 3JIOYMBIIUICHHUK MOXET PEalnu30BbIBATh YIPo3y C MOMOIIbIO
I[EJIOTO Psiia METOJIOB, TaKMX KakK MPOCTOM mepedop, mepedop ¢ MCIOIb30BaAHUEM
CIELMAJIBHBIX CJIOBapeil, yCTaHOBKAa BPEIOHOCHOW MpOrpaMMmbl JUIsl IMEpexBaTa
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napoJjisi, nmoaMeHa goBepeHHoro oobekrta cetu (IP-spoofing) m mepexsar makeToB
(sniffing). B ocHOBHOM s peanu3anil yrpo3bl HUCIONB3YIOTCS CIEIUATbHBIC
porpamMMbl,  KOTOpbI€  MBITAOTCA  MOJYYUTh  JIOCTYIl K  XOCTy IyTEM
IOCJIEI0BATENBHOIO MoJA00pa naposield. B cioyuae ycnexa, 37I0yMBIIIJIEHHUK MOXET
co3gaTh g ce0s «IIpoxXoa» Juisl OyAyILIero J0CTyIa, KOTOPbId OyAeT elcTBOBAaTh,
JaXe €CJIM Ha XOCT€ U3MEHUTh NapoJib JOCTYMA.

4. [lonMeHa NOBEPEHHOrO O0OBEKTa CETHM M IepeAada IO KaHajlaM CBSI3U

COOOIIEHUI OT €ro MMEHHU C MPUCBOCHUEM €ro MpaB A0CTyna (pUCyHOK 7).
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1. Xocr X Bener HabmoAeHHE 32 XocTaMu A 1 B 1 onpe/iesnsier HyMepario
ITAKETOB COOOIIICHHUH, HITYIIIyIO OT XocTa B

(7
&

Xoct B

Xoct X - XOCT HapyILLNTENS

XocT A - 10BEpEHHBIN XOCT

2. Xoct X noceunaetr Ha xocT A cepuro TCP-3anpocoB Ha co3aHue COeIUHEHUS,
3aroJIHAA TEM CaMbIM O4Y€PE€Ab 3alIPOCOB C LIC€JILIO BBIBECTHU U3 CTPOSI HA HEKOTOPOEC
BpeMs XocT A

Xoct B

\ 4

SYN,
ISSx
TCP-3anpoc Ha OTKPBITUE COSUHEHUs] OT UMEHHU X0CTa A Xoct B
Xocr X SYN-OUT CHHXpOHU3AIUX HOMEpPA I10CJIEI0BATEIBHOCTH
q ISSx-npoun3BoIBHBIN HOMEp MOCIEN0BATEIbHOCTH
XOCT A BBIBEJICH U3 CTPOS

X
Q
Q
|
w‘

OTBert xocta B Ha TCP—3aHpoc/

SYN, ACK, ISSb
ACK(ISSx+1)

SYN-OHUT cHHXpOHHU3AIIUN HOMEpa IOCIIeI0BATEIIBHOCTH
ISSb-1pou3BOIBHBII HOMEp MOCIIEA0BATEIILHOCTH X0cTa B
ACK(ISSx+1)-nHomep noareepxaenus npuema TCP-mmakeTa ot
xocTa A, paBHbIH [SSx+1

ASK(ISSb+1)-nomep noareepxaenus npuema TCP-nakera ot xocra B,
B KOTOPOM aTaKyIoUUH yKa3bIBaeT mogoOpaHHblil Homep ISSb+1

ACK, ISSx+1 _
ACK(ISSb+1) PR
Xoer X __ Rf 77 TASK(ISSx+1)-Homep Xoor B

@ -7 cienqyromtero TCP-nakera
\ OTcyTCTByeT coobuienue o paspeiBe TCP-coenuHeHus ot

BBIBEJICHHOI'O U3 CTPOA XOCTa A (HaKeT C 3aII0OJTHCHHBIM

XOCT A ciry>keOHBIM 3arojioBkoM RST)

Pucynox 7. Cxema peanuzamuu yrpo3sl «IlogMeHa qo0BEpeHHOTO 00BEKTa CETH

Takas yrpo3a 3¢GdekTUBHO peanu3yeTcs B CHCTEMax, TIJie TPUMEHSIOTCS
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HECTOWKHE alrOpUTMBI HACHTU(DUKAINYA U ayTeHTU(PUKAIIMH XOCTOB, OJIb30BaTENICH
u T1.0. llon goBepeHHBIM OOBEKTOM TIOHMMAaeTcsi OOBEKT CeTH (KOMIIBIOTED,
MEXCETEBOM IKpaH, MapIIPyTU3aTOP U T.II.), JIETAJIBHO IMOAKIOYEHHBIN K CEPBEPY.

MoryT ObITH BbIJIEIEHBI JBE PA3HOBUIHOCTH MPOLIECCa pealn3aliy yKa3aHHON
YIPO3bI: C YCTAHOBIIEHUEM U 0€3 YCTAHOBIICHUS BUPTYaIbHOTO COEIUHEHUS.
IIpouecc peanusanyy ¢ yCTaHOBIEHHEM BUPTYaJIbHOI'O COCIMHEHHS COCTOUT B

MPUCBOCHUU TMpaB JOBEPEHHOTO CyOBEKTa B3aUMOJICHCTBUS, YTO TIO3BOJISIET
HApPYIIUTEIIO BECTH CEaHC PA0OTHI C OOBEKTOM CETH OT UMEHH JIOBEPEHHOTO CYyObEKTa.
Peanuzaius yrpo3bl JaHHOTO TUIIA TPEeOYET MPEOA0TICHUS CUCTEMbI UCHTU(DUKAIIUN
U ayTeHTU UKy cood1ieHni (Hanpumep, ataka rsh-ciyx0b1 UNIX-xocra).
[Ipomiecc peanm3anuu yrpo3sl 0€3 YCTaHOBJICHUS BUPTYaJbHOTO COCTUHEHUS
MOKET MMETh MECTO B CETAX, OCYIIECTBIISIOMIMX HUACHTH(HUKAIUIO TEepPeIaBacMbIX
COOOIIEHUI TOJBKO MO CETEeBOMY aapecy oTmpaBuTensa. CyIIHOCTh 3aKIIOYaeTCs B
nepenadye CiIyKeOHBIX COOOIIEHUN OT MMEHU CETEBBIX YMPABISIOUINX YCTPOMCTB
(Hampumep, OT MMEHH MapIIpyTH3aTOpPOB) 00 HM3MEHEHWU MapIIpPyTHO-aJIPECHBIX
naHubiX. [lpm sTOM HEOOXOAMMO WMETh B BHAY, 4YTO €IUHCTBEHHBIMH
uneHTudrukaTopamu aOOHEHTOB U coefauHeHus (rmo nporokony TCP) sBustorcs nBa
32-6utHbix napameTtpa Initial Sequence Number — ISS (HoMep mociie10BaTeIbHOCTH)
n Acknowledgment Number — ACK (Homep noarBepskaenusi). CieaoBaTenbHO, s
dbopmupoBanus noxkHoro TCP-maketa HapymIuTento HEOOXOIUMO 3HATh TEKYIIHE
uneHTuduKaTOphl 111 JaHHOrO coeaunenus — [SSa u ISSb, rae:

[SSa — HekoTOpO€ YHCIEHHOE 3HAYEHUE, XapaKTEPHU3YIOILIEee MOPSAKOBBIN
Homep ornpasiasieMoro TCP-makera, ycranaBnuBaemoro TCP-coenunenus,
MHULIMUPOBAHHOTO XOCTOM A

ISSb — HekoTopoe uncneHHoe 3HaUEHHUE, XapaKTepU3YIoIlee MOPSAKOBBIN HOMED
ornpasisiemoro TCP-nakera, ycranasnuaemoro TCP-coenMHeHUs, THULIMUPOBAHHOTO
xocTtoMm B.

3nauenue ACK (Homepa moarBepkaenus ycraHoBieHuss TCP-coenuneHus)
ompeneNsieTcsl KaKk 3HaueHUe HoMepa, MOJIydEHHOro OT pecrnoniaeHTa ISS (Homep
nociaeaoBaTeapHocTH ) witoc eaquanna ACKb = [SSa+1.

B pesynbrare peanuzanuy yrpo3bl HapylIUTENb MOJIY4YaeT MpaBa JOCTYIIA,
YCTaHOBJICHHBIC €TI0 TMOJIb30BaTEIeM JJIsi JOBEPEHHOrO0 a0OHEHTa, K TEXHUYECKOMY
cpeactBy UCII/H — nenu yrpos.

5. HaBs3bIBaHHE JTOKHOTO MapIIpyTa CETH.

Jlannass yrpo3a peanu3yercs OJHHUM H3 JIByX CIIOCOOOB: MyTEM
BHYTPUCETMEHTHOTO  WJIA  MEXKCErMEHTHOTO  HaBsI3bIBaHUA.  BO3MOXHOCTH
HABA3BIBAHUS JIOKHOTO MapuipyTta oOyCJIOBJIEHa HEAOCTaTKaMH, MPUCYIIUMHU
QIrOpUTMaM MapHipyTu3anuu (B YaCTHOCTH, H3-3a MNPOOJEeMbl HUIACHTU(PUKAIIIN
CETEBBIX YMPABJISIONIUX YCTPOUCTB), B PE3yIbTaTe YETO MOXKHO MOMNACTh, HAIPUMED,
Ha XOCT WJIH B CE€Th 3JIOYMBIIUICHHUKA, IJI€ MOXXHO BOWTH B ONEPALUOHHYIO CPELY
TeXHU4YecKoro cpencrra B coctape MCII/IH. Peanuzanus yrpo3sl OCHOBBIBAETCS
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Ha HECAaHKIMOHMPOBAHHOM HCIOJb30BaHUU NPOTOKOJIOB MapuipyTtuzanuu (RIP,
OSPF, LSP) u ynpasnenus cetsto (ICMP, SNMP) nnst BHeceHUsI U3MEHEHUN

B MaplLIpyTHO-aApecHble Tabnuibl. [Ipy 3TOM HapymuTento He0OX0IMMO MOCHATh OT
MMEHHU CETEBOTO YOPABISIOUIErO YCTpPOWCTBa (HampuMmep, MapUIpyTU3aTopa)
yIpaBJsitoniee cooo1eHne (pUCyHKu 8 u 9).

1. Tlepenaya HapymmTenem Ha XocT 1 j10)xHOro coodmenus no nporokoiay ICMP Redirect ot
HMMEHH MapiipyTu3aropa 1 06 n3MeHeHHH TalIuIIbI

%) %— WHTepHET

Mapuipyru3zarop 1 MapuipyTu3zarop 2

JloxxHOE coobieHne Cepsep
ICMP Redirect top.secret.com
Xocr 1 Xocer 2 XocT HapymuTens

2. [TakeTsl Ha top.secret.com HaNpaBIISIOTCS HA HECYLIECTBYOIINIA MapIIpyTU3aTop (Xoct 2), a
CIIeZI0BaTENbHO, CBA3D C top.secret.com HapymIaeTcs

TaGmia > %— —%7 Wnreprer

Mapuipy TH3aIIH MapmpyTtuzatop 1 MapmpyTtuzaTtop 2 |

top.secret.com: > Q @
gateway=xocT 2 \ \

Cepsep
top.secret.com

Pucynok 8. Cxema peanuzanuu araku «HaBs3pIBaHHE JI0)KHOTO MAPLIPYTa
(BHYTpHUCETMEHTHOE) € HcIoib30BaHueM rpotokosa ICMP ¢ nenbio HapyeHus

CBiA3HU

1. ®a3a nepenaun soxHOro coodmenust ICMP Redirect or mMeHHN MapIpyTHU3aTopa Ha XocT 1

Jloxkunoe coobuienre ICMP Redirect  Mapuupytusarop

Q B HaWIy4llIeM MaplpyTe K XOCTy
R . top.secret.com
' HuTepHeT

Xoct 1 Xoct 2

XocT HapymuTens

2. ®a3a nmpueMa, aHaIN3a, BO3ACHCTBHS U IIepeadn IepexBadyeHHOH HHOpMaUK Ha JIO)KHOM

CEpBEPC
%_ HNurepner
Mapupyrtusarop 1 Mapuipyruzartop 2

Xocr 1 mepenaer
AKEeThI,
IpeIHa3HAYCHHBIE
top.secret.com, Ha

XOCT aTaKyHoLIEro
XocT HapyHIUTeINst

ATakyronuii OT UMEHHU
xocTa | mepenaeT makeTbl
Ha top.secret.com

Cepsgep top.secret.com
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Pucynoxk 9. Cxema peanuzanuu yrpo3bl «HaBs3pIBaHHE JTO)KHOTO MAPIIPYTa)
(MEXCEerMeHTHOE) C IIeJIbI0 epexBaTa Tpapuka

6. BHenpeHue 10%HOro 00beKTa CeTH.

Ora yrpo3a OCHOBaHAa Ha WCHOJIb30BAaHUM HEIOCTAaTKOB aJTOPUTMOB
yIaJIEHHOT O MoucKa. B ciyuae, eciiv 0OBEKTHI CETH M3HAYATBLHO HE UMEIOT aJIpECHOM
uH(pOpMAIIUU JIPYT O ApPYTe, WCIOIB3YIOTCS pPa3IWYHbIE MPOTOKOIBI YAAJIEHHOTO
noucka (Hanpumep, SAP B cersix Novell NetWare; ARP, DNS, WINS B ceTsix co
ctekoM nporokosnioB TCP/IP), 3axnrovaroniyiecss B nepegaye mno CeTH CHelHUaTIbHbIX
3alpoCcOB M TOJyYEHWHW Ha HHUX OTBETOB C HMCKOMON uH(popmauumein. IIpu stom
CYLIECTBYET BO3MOXKHOCTh IIEpeXBaTa HapyLIUTEIeM MOMCKOBOTO 3apoca M BbIAaun
Ha HEro JIO)KHOTO OTBETa, HCIOJb30BaHHWE KOTOPOIro MpHUBEAET K TpedyemMomy
U3MEHEHUI0O MapLIpyTHO-aJpPECHBIX JaHHbIX. B  nanbHelmeM Bechb IOTOK
uH(dOpMaIuU, ACCOIMMPOBAHHBIA C OOBEKTOM-KEPTBOU, OYJET MPOXOIUTH 4Yepe3
JIOKHBIN 00BeKT ceTu (pucynku 10 - 13).
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1. ®aza oxunanus ARP-3anpoca

ATaKyromui npocIymmBaeT
KaHaJl, 0KHJas nepenaqy
ARP-3anpoca

Xy

Mapupyruszarop

S WNHurepuer
XoCT HapyLIUTENs
2. ®a3a peanusaluy yrpo3bl
Y
Xocr nepeznaer [lepexsatuB ARP-3ampoc, Mapuipyrtusarop
ARP-3anpoc aTaKyIOLIMH IepeJaeT JOKHBIN
> ARP-otBeT
% % WHTepuer
Xocr 1

XocT HapymuTes

3. ®aza npuema, aHaM3a, BO3ACHCTBHUS U Iepefadu epexBaueHHON nH(OopManuy Ha

noxnoM ARP-cepsepe %/{apmpmiaTOp
&
Cssi3b x0cTa 1 €

MapIIpyTH3aTOPOM IIPOUCXOTUT
yepes noxkHbiii ARP-cepsep

HuTepuer

JloxHbIit
ARP-cepBep

Pucynok 10. Cxema peanuzauuu yrpo3sl « Buenpenue noxunoro ARP-cepepa»
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1. ®daza oxunanus atakyromuM DNS-3anpoca ot xocra 1 (aTakyronmid HaxouTcs 1100 Ha XOCTe
HapymmTens 1, 1ubo Ha XocTe HapymUTENs 2)

Cepsep
% top.secret.com

Mapuipyrtuzarop

% - M;i;%’rmmo

Xocr 1 Xoct 2

XocTt HapymwuTens 1 XocT HapyumuTens 2

2. ®a3a mepemayn aTaKyoMmM JIokHOT0 DNS-oTBeTa (aTakyromuii HaxoauTcs TH00 Ha XOCTe
HapymmTens 1, 1100 Ha X0CTe HApYIIUTES 2)

..ﬁ . g
Mapuipytuzatop Cepgep top.secret.com
f & & s
OXXHbIN o
DNS-3ampoc Toxueii  Mapmpyrtusarop MapipyTtuzatop DNS-orser X

% Q DNS-otBeT DNS-cepgep

Xocrt 1 XOCT 2

Xoct HapymuTens 1 Xoct HapymmTens 2

3. ®a3a npuemMa, aHaIN3a, BO3ACHCTBYS U NIEpelauy ITepeXBaueHHONH MH(GOPMAINY Ha JIOXKHOM CepBepe

|
|
|
|
AN
|
|
|
|
|
|
|
|
|
|
|
;
|
4
</o//>
|
|

N
Cepgep top.secret.com

|
| -
| |
| |
| |
| |
| |
eee |

|
MapmpyTI/ISaTOp : Mapupyruzarop :
- N | |
i Q @ ! DNS-cepsep !

| 3

:} ------------ : |
I |
-

XocT HapymuTens 2

MappyTtuszaTtop

(/4

Pucynok 11. Cxema peanuzauuu yrpo3ssl «Buenpenue noxnoro DNS-cepBepa»
nyteM nepexsara DNS-3anpoca
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1. Hapymmrens nepenaer HanpasieHHbli mtopm DNS-oTBeTOB Ha xocT |

MapupyTtusarop

Map Cepgep
top.secret.com
[ITop™m NOXKHBIX

coe S-OTBeTOB oT
6(%{ %é j r'@-i umenu DNS-

> | MapupyrusaTop MappyTusarop cepBepa Ha xocT |
. s % DNS-cepsep
Xocr 2 ¥
JloxHbIl cepBep
(XOCT HapymIUTeNs)
2. Xoct 1 nocsutaer DNS-3anpoc u HemenneHHo noiy4aer J1okHbl DNS-oTBeT
X MapuipyTtusarop

top.secret.com

ITopM NOXKHBIX
ces S-0TBETOB OT

Q 28 nmenn DNS-
Mapuipytusarop cepBepa

JloxxHbIN cepBep
(XOCT HapyIIUTEINs)

Mapuipyrtuzatop DNS-cepsep

3. ®aza mpuema, aHanu3a, BO3JCHCTBU U TIEpelauu IIepexBaueHHON HHPOPMALIUK Ha JIOKHOM CEpBEpe

Mapuipytuzarop

L ees &

(v

Cepse
MapupyTusarop top.secl:)retiom
MapuipyTisarop MapuipyTtusarop

DNS-cepBep

L e

Jloxuslit cepBep
(XOCT HapyIIUTEIs)

Pucynok 12. Cxema peanuzannu yrpossl «BHeApeHHUE 10kHOro DNS-cepsepa»
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nyTem mropma DNS-0TBETOB Ha KOMIIBIOTEP CETH

1. Hapymurens co3naeT HallpaBieHHBIH ITOPM J0KHBIX DNS-0TBETOB OT UIMEHU OJJHOTO U3 KOPHEBBIX
DNS-cepBepoB U 1pHu 3TOM IIPOBOLUPYET STOT CEPBEP Ha OTBET, IOchbLIast Ha Hero DNS-3anpoc

@g HnTepHeT
% Mapupyfuzatop Cepsep
Xocr 1 ¢ | s e
«— 4 E% j ooe .

MapuipytusaTop MapmipyrtuzaTop

Mapupyrtuzarop

L DNS-3anpoc Ha OUCK Kopnesoii

DNS-cepsep top.secret.com DNS-cepsep
XoCT HapyLIUTENsA

2. DNS-cepsep nepenaer DNS-3anpoc Ha kopHeBoil DNS-cepBep 1 HeMeIJIEHHO NoTy4aeT JI0kHbI DNS-oTBeT 0T
aTaKyIoIIETO

WNurepuer ‘
% Mapupyfuzatop C
Xocr 1 % | % N
Mapi;pmiaTop MapmpyTuzarop Mapupyruzarop

DNS-3ampoc
HanpasnenHslit mTopm
noxHbeIx DNS-oTBeTOB
OT MIMEHH KOPHEBOTO KopueBoii
DNS-cepsepa
DNS-cepsep PBep DNS-cepsep

XocCT HapymuTens

3. Xoct HapymmuTens u3MeHseT kam-tadmuiy DNS-cepBepa n obecrieunBaeT mpoxoxaeHue Tpaduka uepes
noxusiii CepBep top.secret.com

3
X Cepzep ‘ *
top.secret.com

Y

(a4

oxHbIl CepBep

top.secret.com
HNuTepner _«— DNS-3anpoc Ha nouck

Kom Tabmana DNS- TOP.SECRET.COM
cepBepa
top.secret.com: DNS-o1BeT ¢ 10XHBIMH
IP appec arakyromero CBCACHUSIMHU O XOCTC

MapupyTtuzaTop

Xocr 1

TOP.SECRET.COM
DNS-cepsep
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Pucynok 13. Cxema peanuzauuu yrpo3sl «Buenpenue noxnoro DNS-cepBepa»
nyteM mropma DNS-otBeToB Ha DNS-cepBep

7. OTKa3 B 00CIIyKMBaHUHU.

OTu  yrpo3sl OCHOBaHbl HA HEJOCTAaTKaX CETEBOTO MPOrPaMMHOIO
oOecreueHus, ero ysi3BUMOCTSIX, MO3BOJSIONIUX HAPYIIUTENIO CO3JaBaTh YCIOBHS,
KOI/la ONepalMoOHHAas CHUCTEMa OKAa3bIBAae€TCS HE B COCTOSHUM 0OpadaThiBaTh
MOCTYTMAOUINE MTaKETHI.

MoryT OBITH BBIIETICHBI HECKOJIBKO PAa3HOBUIHOCTEH TaKUX YIPO3:

a) CKpBITBIE OTKa3 B OOCIYy)KMBaHWW, BBI3BAHHBIM MPHUBJICUYCHUEM YaCTH
pecypcoB MCII/ln Ha 00pabOTKy MakeToB, MEPEIaBaCMbIX 3JI0YMBITUICHHHKOM CO
CHIDKEHHEM TMPOIYCKHOM CIIOCOOHOCTH KaHAJOB CBSI3U, MPOU3BOAUTEIBHOCTH
CETEBBIX YCTPOWMCTB, HapylleHHEM TpeOOBaHUN KO BpeMEHH OOpabOTKH 3ampocCoB.
[Ipumepamu peanuzanuu yrpo3 MOAOOHOTO poja MOTYT CIY>KHTh: HaIllpaBICHHBIM
mTopM 3x0-3ampocoB no mporokony ICMP (Ping flooding), mropm 3ampocoB Ha
ycranoBienne TCP-coenunenuit (SYN-flooding), mrropm 3anpocoB k FTP-ceprepy;

0) ABHBI OTKa3 B OOCITY)KMBAHWM, BBI3BAHHBI HUCYEPIIAHHEM PECYPCOB
NCIIAn npu 0o0paboTKe NaKEeTOB, MEPEAaBAEMBbIX 3JI0YMBIIIJIEHHUKOM (3aHSITUE BCE
MOJIOCHI TPOIYCKaHUSl KaHAJIOB CBSA3M, IIEPEIOJHEHHE OuYepelell 3ampocoB Ha
o0CITyXKMBaHHE), TIPU KOTOPOM JIETAJIbHBIE 3allPOCH HE MOTYT OBITh MEepelaHbl Yepes
CeTh M3-3a HEJJOCTYIMHOCTH CPEeJIbl Iiepeadn MO0 MOIyvYaroT 0TKa3 B 00CTyKUBAHUU
BBUJly TIEPETIOJIHEHUS OUYepeiel 3ampocoB, AMCKOBOTO MPOCTPAHCTBA MAMSITH H T.1.
[IpumepaMu yrpo3 JaHHOTO THUIMA MOTYT CIY>KUTh LITOPM IIMPOKOBEIATEIbHBIX
ICMP-3x0-3anpocoB  (Smurf), nanpasnenasii mropMm (SYN-flooding), mropm
COOOIIeHUI TouTOBOMY cepBepy (Spam);

B) IBHBIM OTKa3 B OOCIY>XMBAHWUU, BbI3BAHHBIA HapyUICHUEM JIOTMUECKOU
CBA3HOCTH Mexay TexHuueckumu cpencrsamu UCIIIH npu nepempade HapymureneM
YIOPABJISIIOUIUX COOOIIEHUI OT UMEHHU CETEBBIX YCTPONCTB, TPUBOASIILIUX
K U3MEHEHHUIO MaplIpyTHO-aipecHbIX JaHHbIX (Hanpumep, ICMP Redirect Host,
DNS-flooding) nnu naeHTU(PUKALMOHHON U ayTEeHTU(PUKAIMOHHON HHPOpMaLIUH;

I) SBHBIN OTKa3 B 00CTY>KMBAaHWH, BbI3BAHHBIN NIepeaueil 3710yMBIIUIEHHUKOM
MIAKETOB C HECTaHIapTHbIMH aTtpuOytamu (yrpo3bl tuna «Land», «TearDropy,
«Bonk», «Nuke», «UDP-bomby») wmm uMemOIMX IIUHY, IPEBHIIAIONIIYIO
MaKCUMaJIbHO JOomycTUMbIA pasmep (yrpo3a tuma «Ping Deathy), uto MoxeT
IIPUBECTU K COOIO0 CETEBBIX YCTPOMCTB, YYaCTBYIOUIUX B 00pabOTKE 3ampocoB, MpU
YCIOBUM HaJU4Msl OLIMOOK B MPOTpaMMax, peaju3yIOIIUX IMPOTOKOJbI CETEBOrO
oOMeHa.

PesynpTaTroM peanmuzanuy JTaHHOW YIpO3bl MOXET CTaTh HapyllIeHHe
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paboTOCIOCOOHOCTH COOTBETCTBYIOIIEH CIYKObl TMPEIOCTABICHUS  YIAJIECHHOTO
noctyna k [IJIn 8 UCII/IH, nepenaya ¢ 0HOTO ajipeca TaKOro KOJIMYECTBA 3apPOCOB
Ha MOJKIIFOYEHUE K TEXHUYeCKOoMY cpeacTBY B coctaBe MCII/IH, kakoe MakCUMaIbHO
MOXXET «BMECTUTH» TpapuK (HAIPABJICHHBIA «IIITOPM 3alPOCOBY»), YTO BIEYET 3a
coOOl MepernoyHeHne Ouepeau 3alpoCcOB M OTKA3 OJHOM M3 CETEBBIX CIYXKO WU
MOJIHYIO0 OCTAaHOBKY KOMITBIOTEpA HU3-32 HEBO3MOYKHOCTH CUCTEMBI 3aHUMAThCA HUYEM
JIpYruM, Kpome 00paboTKU 3apOCOB.

8. Y maneHHbIN 3alyCK MPUII0KEHU M.

¥Yrpo3sa 3akmrouaercs B crpeMiieHnd 3anyctuth Ha xocrte MCII/In pasnuunbie
MpPEBAPUTENILHO BHEJIPEHHBIE BPEJOHOCHBIE MPOTPAMMBbI: MPOrPAMMBI-3aKIIAJIKH,
BUPYChHI, «CETE€BBbIE WIMUOHB», OCHOBHAs I1€Jlb KOTOPBIX — HapyIlICHUE
KOH(DMIEHIIMATBHOCTH, I€JIOCTHOCTH, JOCTYMHOCTH WH(POPMAIIMA ¢  TIOJHBIM
KOHTPOJIb 3a paboToit xocta. KpoMe Toro, BO3MOXKeH HECAaHKIITMOHUPOBAHHBIHN 3aITyCK
NPUKIAJHBIX TPOTrpaMM IOJb30BaTENEN IS HECAHKIIMOHUPOBAHHOIO MOJYyYECHHS
HEOOXOJAMMBIX HAPYIIUTENIO JaHHBIX, VIS 3allyCcKa YIPaBISEMBIX MPUKIATHON
IPOrpaMMOU MPOLIECCOB U JIp.

BriaenstoT Tpu noakiiacca JaHHBIX yIpo3:

1) pacipoctpanenue  (QailioB,  coAepXKallUX  HECAHKIMOHUPOBAHHBIN
HCHOJIHIEMBIN KOJI;

2) yoajdeHHbIH  3alyCcK  TPUJIOKEHHS IyTeM IepenojHeHus  Oydepa
MIPUJIOKEHU M -CEPBEPOB;

3) yaaneHHbIN 3amyCK MPUIIOKEHUS IYTEM HCIIOJIb30BaHUS BO3MOXKHOCTEH
YIAJIEHHOTO YIPAaBJICHUSI CUCTEMOM, MPEAOCTABISIEMBIX CKPBITBIMU MPOTPAMMHBIMU
U alrmapaTHBIMU 3aKJIaIKaMU JTHOO MCIIOJIB3YEMBIMHU IITATHBIMUA CPEJICTBAMM.

TunoBeie yrpo3bl MEPBOrO0 M3 YKAa3aHHBIX MOAKIACCOB OCHOBBIBAIOTCS Ha
AKTUBM3AIlMA PACHPOCTPAaHSAEMBIX (aiIoOB MpHU CIydalHOM OOpAIICHHH K HHM.
[Tpumepamu Takux ¢GaiaoB MOTYT CIYXUTh: (pailiibl, copepKalire UCIOIHIEMbIN K0T
B BUJe MakpokoMmaHa (mokymeHTsl Microsoft Word, Excel u T.1.); html-moxymeHnTsr,
CoJIepJKalllie HCIIOJHAEMBIM KOJ B BHAEC dJeMeHTOB ActiveX, Java-anmieTos,
UHTEPHPETUPYEMBIX CKpUINITOB (HampuMmep, TekcThl Ha JavaScript); aiiisl,
coJiepKaline UCTOTHsIEMbIE KOAbl Tporpamm. J[ms pacnpocTpanenus ¢GpailioB MOTYT
UCIIOJIb30BAThCA  CIY>KOBl 3JEKTPOHHOM TOUTHI, Tmepedaun (pailyioB, ceTeBOM
(alI0BOI CUCTEMBI.

IIpu yrposzax BTOpPOro MOJKJIacCa HCHOJB3YIOTCS HEJOCTATKHA MPOrpaMM,
peanu3yromx CeTeBble  CepBUCHl (B YaCTHOCTHU, OTCYTCTBUE  KOHTPOJIS
nepenondHenus Oydepa). HacTtpoiikoil CHCTEMHBIX PETHCTPOB HHOTAA yIaeTCs
MEePEKIIFOYUTH MPOLIECCOP MOCIIEe MPEPhIBaHU, BEI3BAHHOTO TIepernoaHeHueM oydepa,
Ha WCIIOTHEHHUE KOJIa, CoiepkKaIierocs 3a rpanunei Oydepa. [Ipumepom peanmzammn
TaKOM yrpo3bl MOXKET CIIY>KUTh BHEAPEHUE IUPOKO U3BECTHOTO «BUpyca Moppucay.

IIpu yrpo3ax TpeThEero moAkiacca HapYyLIMUTEIb HMCIOJb3YET BO3MOXKHOCTH

YAAJICHHOI'O YIIPABJICHUSA CHCTGMOﬁ, MpCAOCTAaBIAACMBIC CKPBITBIMHW KOMIIOHCHTAMHU
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(Hampumep, «TposHCKHUMH» mporpammamu Tuna Back Orifice, Net Bus) mm6o
IITATHBIMU CPEJICTBAMHU YIPABJICHUS U aJIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH
(Landesk Management Suite, Managewise, Back Orifice u 1. n.). B pe3ynbrare ux
UCIIOJIb30BaHUs yJIa€TCs I0OUTHCS yIaJI€eHHOT'O KOHTPOJISI HaJl CTAHLIMEHN B CETH.
CxeMaTH4HO OCHOBHBIC 3TaIbl pA0OTHI ATUX MPOTPAMM BBITIISIAT CICTYIOIIAM
obpazom:
WHCTAJUISIUS B TTAMSITH,

OKHJIaHWE 3ampoca C YAAICHHOTO XOCTa, Ha KOTOPOM 3alyIlleHa
KJIMEHT-TIporpamMma, ¥ 0OMeH ¢ Hell COOOIIEHUSIMU O TOTOBHOCTH;

mepeaada IepexBauyeHHON WHQPOpPMAIUK KIUEHTY WM MPEAOCTaBIICHUE €My
KOHTPOJIS HaJl aTaKyeMbIM KOMITBIOTEPOM.

Bo3MoOXHBIE TOCHENCTBUS OT pealu3aldyd yrpo3 pas3IudHbIX KJIaCCOB
MIPUBEICHBI B TabuIIE 3.

Tabmauua 3
Bo3MoXHBIE TTOCIEACTBUS pean3aliuy yIpo3 pa3InIHbIX KJIaCCOB

Tun aTaku Bo3Mo:kHbBIE TOCTIECTBUA

1 AHa/IN3 ceTeBoro Tpad)m Ka HccnenoBanue XapaKTECPUCTUK CETEBOI'O Tpa(l)I/IKa,
nepexsar nepeaaBacMbIX HNAaHHBIX, B TOM  YHCJIE
I/IIICHTI/I(bI/IKaTOPOB " naponep"l MoJib30BaTeIeH

2 |Cxauuposanue cetu OmnpezeneHue TPOTOKONOB, JOCTYIHBIX IMOPTOB CETEBBIX
cayxk0, 3aKOHOB (OPMHPOBAaHWSA HICHTH()UKATOPOB
COCIMHCHHUH, AKTHBHBIX CETEBBIX CCPBHCOB,
UACHTU(UKATOPOB U MIAPOJICH MOIb30BaTENIeH

3 «IaponbHas aTaka BeimonHeHne  1F000TO  IECTPYKTHBHOTO  JICHCTBUS,
CBS3aHHOTO C IIOJyYEHHMEM HECAaHKIMOHHUPOBAHHOTO
JocTyna

4 HOI[MeHa JIOBEPEHHOI'O 00BbEKTA CETH N3zmenenne TpacChbl MIPOXOKACHUA COO6IHCHI/II>1,
HECAHKITHOHHNPOBAHHOC U3MCHCHUEC

MapIpPyTHO-aAPECHBIX MaHHbIX. HecaHKIIMOHUPOBAHHBIN
JOCTYyIl K CETeBbIM pecypcaM, HaBs3bIBaHHE JIOKHON
nHpOpMAIH

5 Hassi3p1BaHuE 10KHOTO MapuipyTa Hecankinonuposantoe H3MCHCHHC
MapIIpyTHO-aIPECHBIX JTaHHBIX, aHAIH3 U MOJU(PUKALIUS

nepeaaBacMbIX JIAHHBIX, HaBA3bIBAHUE JIOMKHBIX
COOOIIECHUI

6 BHeipeHye T0KHOTO 00BEKTa CETH [epexBaT u mpocMoTp Tpaduka. HecaHKIIMOHUPOBAHHEII
JIOCTyIl K CETEeBBIM pecypcaM, HaBS3bIBAHUE JIOKHOU

HHpOpMAIH

YacTruHoe ucuepnanue pecypcon | CHIKCHHE NPOIYCKHON CIOCOOHOCTH KaHAJlOB CBSI3H,
@ MPOU3BOANTEIBHOCTH CETEBBIX YCTpOHCTB. CHIXEHHE

Orkaz

MNPOU3BOAUTCIIBHOCTH CEPBEPHDBIX HpI/IJ'IO)KCHI/II\/'I
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IMonHoe ucuepnanue pecypcos | HEBO3MOKHOCTE mepeaaun coOOOIIEHHH U3-3a OTCYTCTBUS
JIOCTyla K cpele Mepeiadyd, OTKa3 B YCTAHOBICHUU
coequaeHnsa. OTka3 B MPEIOCTAaBICHHH  CEPBHCA
(37IEKTPOHHOH MOYTHI, (PaHIIOBOTO U T.1.)

Hapyenne nornueckoii| HEBOZMOXXHOCTD niepeaauu, COOOIIEHUI U3-3a OTCYTCTBUS
CBSI3BHOCTH MEXIy aTpuOyTamu,| KOPPEKTHBIX MapuIpyTHO-aIPECHBIX JTaHHBIX.

JIAaHHBIMH, 00BEeKTAMHU HeBo3MoxHOCTE IIOJIy4YCHUA yciayr BBUIY
HecaHKHI/IOHI/IpOBaHHOﬁ MO,Z[H(bHKaHHH

UACHTH(PHUKATOPOB, MAPOJICH U T.11.

Hcnomnb3zoBanue ownbOK  B|Hapyruenne paGoTOCIOCOGHOCTH CETEBBIX YCTPOIMCTB
porpaMmax

8 Hytem PacChUIKH (aiinos,| Hapymenne KOH(HUICHITHAILHOCTH, LIEJIOCTHOCTH,
COACpKalnX ACCTPYKTUBHBIN| nocTyTHOCTH HHPOPMAIHH

= WCTIONHSEMBI  KOJl, BHPYCHOE
5 3apakeHue
é [Iyrem mnepenonHenus: Oydepa
53 CEPBEPHOTO IIPUITOKCHUA
5 Hytem HCIO0Jb30BaHNA | CKphITOE YIPaBIEHUE CUCTEMOM
g BO3MOYK-HOCTEN YIAJIEHHOTO
= YIIpaBJICHUS CHCTEMO1,
% peaoCTaBIIACMbIX CKPBITBIMU
§ nporpaMMHBIMHA U anmnapaTHbIMU
e 3aKJIaJIKaMHu 6o
WCTIOJIb3YEMBIMHU MITATHBIMH
cpencTBaMu

[Ipouiecc peanuzanuu yrpo3bl B OOLIEM CIIy4ae COCTOUT U3 YETHIPEX ITAIOB:

cbopa nHpopMaIuu;

BTOPKEHHMS (IPOHUKHOBEHHUSI B ONEPAIMOHHYIO CPELY);

OCYULIECTBJIEHUSI HECAHKIIMOHUPOBAHHOTO 0CTYTIA;

JIMKBUJIALIMH CJIEJIOB HECAHKIIMOHUPOBAHHOTO JJOCTYTIA.

Ha stane coopa nHpopmany HapyumuTes MOI'yT HHTEPECOBATh PAa3INYHbIE
ceeaeuus 00 UCIIIH, B ToM umcIie:

a) O TOIOJIOTUM CETH, B KOTOpoW (pyHKIMOHUpPYeT cuctema. [Ipu 3TOM MOXKer
HCCIIEZI0BAaThCSl 00JacTh BOKPYr CETH (HaIpUMeEp, HApYyLIUTENs MOTYT HMHTEPECOBAThH
azipeca JIOBEPEHHBIX, HO MEHee 3alIMIIeHHBIX XOCTOB). i onpeaeneH s 10CTYITHOCTH
XOCTa MOTYT HCIIOJIb30BaThCSl MPOCTEHIINE KOMaH/Abl (HampuMep, KOMaHaa ping s
nocsuiku ICMP-3anmpocoB ECHO REQUEST ¢ oxupanuem Ha Hux ICMP-oTBETOB
ECHO REPLY). CymecTByloT  YTWINTBHL, OCYLIECTBISIONIME  MapajuieIbHOE
OTlpeNeieHne JIOCTYIMHOCTH XOCTOB (Takue Kak fping), KOTOpble CIOCOOHBI
MPOCKAHUPOBATh  OOJBIIYI0 OOJACTh  aAPECHOrO0 MPOCTPAHCTBA HA  MPEAMET
JOCTYIIHOCTH XOCTOB 33 KOPOTKHHA NPOMEKYTOK BpeMEHH. TOMoJorus CeTh 4acTto
OIpPEEIIACTC Ha OCHOBAaHMM «CUYETUMKA Y3JIOB» (IMCTaHIMM MeXay xoctamu). [lpu
ATOM MOTYT MPUMEHSTHCS TaKUE METOAbL, Kak «Moayssituu TTLy u 3armucu mapuipyTa.

Meron «monynsuun TTLy» peanuzoBan nmporpaMmoi traceroute (Jist
Windows NT — tracert.exe) u 3axmouaercsa B moxyssituu noist TTL [P-makeros. st
3aMKCH MaplIpyTa MOTyT ucnosib3oBathesi [ICMP-makeTsl, co3naBaeMble KOMaHI0M ping.
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CO6o0p nHpOpMAITK MOXKET OBITh TAKKE OCHOBAH Ha 3ampocax:

kK DNS-cepBepy 0 cHucke 3aperucTpupoBaHHBIX (M, BEPOSTHO, AKTUBHBIX)
XOCTOB;

K MapipyTuzaTopy Ha ocHoBe mpoTokosia RIP 00 wu3BecTHBIX MapripyTax
(uHpOpMaLIMS O TOMOJOTUH CETH);

K HEKOPPEKTHO CKOH(PUTYPUPOBAHHBIM YCTPOWMCTBAM, IOJICPIKUBAIOIINM
npotokos1 SNMP (nHbopmarys o TOMoJIOTUN CETH ).

Ecmum UCIIJlH maxomuTcs 3a MexceTeBbiM dKpaHoM (MD), Bo3MoOxkeH cOop
uHdopmaruu o koHpurypanuu MO u o Tononoruu UCIT[In 3a MO, B Tom uucie
MyTEM MOCBUIKU MMAKETOB Ha BCE MOPTHI BCEX MPEANOJIaraéMbIX XOCTOB BHYTPEHHEM
(3amuinaeMoit) cetu;

0) o tune onepamuonHoi cucrembl (OC) B UCIIAn. Camblii W3BECTHBIM
cnoco0 omnpenenenus tuna OC XocTa OCHOBaH Ha TOM, 4TO paszinuHble THbl OC
no-pazHoMy peanus3yioT TpeboBanusi crtangaptoB RFC x creky TCP/IP. 3to
MO3BOJISIET HAPYLIUTENIO YAAIEHHO uaeHTuGuuupoBaTh Tun OC, yCTaHOBJICHHON Ha
xocte UCIIJIH myTeM NmOChUIKH CHeUaIbHBIM 00pa3oM c(HOPMHUPOBAHHBIX 3aPOCOB
Y aHaJIM3a MOJYYEHHBIX OTBETOB.

CyniecTBy1OoT cCHenualibHbBIE CPEACTBA, PEANU3YIOLIUME JaHHBIE METOJbI, B
gacTHOCTH, Nmap n QueSO. M0XHO OTMETUTh TaKKE€ TAaKOW METOJ ONpEAEICHUs
tuna OC, Kak NpOCTEHIINI 3alpoc HAa YCTAHOBJIEHHE COEIWHEHHS IO IPOTOKOIY
ynaneHHoro pgoctyma telnet (telnet-coenunenusi), B pe3ynbTare KOTOPOTO TIO
«BHEIIHEMY BHUIYy» OTBeTa MOXHO onpenenuts tun OC xocra. Hanuuwme
OMPE/ICIICHHBIX CEPBUCOB TAK)KE MOYKET CIIYKUTb JIOMOJIHUTEIBHBIM MPU3HAKOM JIJIsI
onpenenenns tuna OC xocra;

B) 0 (PYHKIIMOHUPYIOIIUX Ha XOcTax cepBucax. OrmnpeneneHUEe CEPBHCOB,
UCIIOJHSAEMBIX Ha XOCT€, OCHOBAHO HAa METOJAE BBIABICHUS «OTKPBITBIX MOPTOBY,
HallpaBJIE€HHOM Ha cO0op HH@OpManuMu O JIOCTYNHOCTHM Xocrta. Hampumep, s
onpeneneHus: noctynuoctu UDP-nopta HeoOX0AMMO MOMYy4YUTh OTKJIMK B OTBET HA
noceuiky UDP-1makeTa coOOTBETCTBYIOLIEMY TTOPTY:

ectu B orBer npunuio coobmenne ICMP PORT UNREACHEBLE, Tto
COOTBETCTBYIOIIUI CEPBUC HENOCTYIICH;

€ClIi JJAHHOE COOOIIIEHUE HE MOCTYITUIIO, TO TIOPT «OTKPBITY.

Bo3moskHBI BechbMa pazHo00Opa3Hbie Bapualliy UCIIOJIb30BAHMS ATOTO METO/IA B
3aBUCUMOCTH OT UCIIOJIb3yEMOIr0 MPOTOKOJIa B cTeke npoTokosioB TCP/IP.

Jist aBTomatuzanuu coopa undpopmaruu 06 MCIT/In pazpaboTano MHOXKECTBO
MpOrpaMMHBIX CpeACTB. B kauecTBe mpumepa MOKHO OTMETUTD CIAEAYIOIINE U3 HUX:

1) Strobe, Portscanner — ONTUMU3UPOBAHHBIE CPEACTBA OIMpPEACTICHUS
JNOCTYMIHBIX CEpBUCOB Ha 0CHOBE onpoca TCP-nopToB;

2) Nmap — cpeicTBO CKaHMPOBAHMSI JOCTYIHBIX CEPBUCOB, MPEAHA3HAYEHHOE
i OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. SBnsercs cambiMm
MONYJIAPHBIM B HACTOSILIEE BPEMS CPEJACTBOM CKAaHUPOBAHUS CETEBBIX CEPBUCOB;

3) Queso — BBICOKOTOUHOE cpencTtBo omnpeaeaeHuss OC xocTa ceTH Ha OCHOBE
NOCBUIKM LEMU KOPPEKTHhIX U HEKOPpekTHbIX TCP-makeroB, aHain3a OTKIWKA U
CPaBHEHHUS €ro C MHOKECTBOM H3BECTHBIX OTKIMKOB paznnuHbix OC. JlaHHoe
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CPEICTBO TaKK€ SABJISIETCS TOIMYJSIPHBIM Ha CErOJHAIIHUNA J€Hb CPEICTBOM
CKaHMPOBAHUS;

4) Cheops — ckaHep TONOJOTHMHM CETH MO3BOJSET MOJYYUTh TOIOJIOTHIO CETH,
BKJIIOYasi KapTUHY JoMeHa, obnmactu [P-agpecoB u T.1. Ilpu stom omnpenensiercss OC
XOCTa, a TAK’KE BO3MOKHbBIE CETEBBIE YCTPOMCTBA (MPUHTEPHI, MAPIIPYTU3ATOPHI U T.11.);

5) Firewalk — ckaHep, HCHOJB3YIONIUH METOJBI MPOTrpaMMbI traceroute B
WHTEpecax aHaiu3a OTKIMKa Ha [P-makeTsl amsa omnpeneneHuss KOHQUTyparuu
MEXKCETEBOT0 AKPaHa U OCTPOEHUS TOIIOJIOTUU CETH.

Ha sTane BTopkeHUs HCCIeayeTcs HaIMYue TUIIOBBIX YSA3BUMOCTEN
B CHCTEMHBIX CEPBUCAX WJIM OLIMOOK B aMUHUCTPUPOBAHUU CUCTEMBI. Y CHIEUIHBIM
pe3yJIbTaTOM HUCIIOIb30BAHUSI YSA3BUMOCTEN OOBIUHO SIBJISIETCS MOJIyYEHHE MTPOLIECCOM
HapylIUTEAs  NPUBWICTUPOBAHHOTO  pEeXUMa  BBINOJHEHUA  (JocTynma K
MIPUBUJIETMPOBAHHOMY PEKUMY BBINOJHEHUS KOMAaHJIHOTO IIpolieccopa), BHECECHHUE B
CUCTEMY YYETHOM 3alucH HE3aKOHHOI'O MOJIb30BaTelNs, MmojayueHue ¢aina maposeit
WJIM HapyluIeHue paboTOCIOCOOHOCTH aTaKyeMOI'0 XOCTa.

DTOT JTal pa3BUTUA YIPpo3bl, Kak MpaBuio, siBisercs MHorodasusiM. K dazam
npoliecca peajar3aluy yrpo3bl MOTYT OTHOCUTBCS, HAIIPUMED:

YCTaHOBJIEHHE CBSI3H C XOCTOM, OTHOCUTEIBHO KOTOPOr'O peagnu3yeTcs yrposa;

BBISIBJICHUE YSI3BUMOCTH;

BHEPEHNE BPEIOHOCHOW POTrpaMMbl B HHTEPECAX PACHIMPEHUS IIPaB U JIp.

Yrpo3sl, peanu3yeMble Ha 3Talle BTOPXKEHUS, MOAPA3ACIAIOTCSA 110 YPOBHIM
creka npoTtokosioB TCP/IP, mockonbKy (pOpMUPYIOTCS Ha CETEBOM, TPAaHCIIOPTHOM
WJIM MPUKIJIATHOM YPOBHE B 3aBUCUMOCTH OT UCITOJIb3YEMOI0 MEXaHU3Ma BTOPKEHHUS.

K tunoBsIM yrpo3am, pealii3yeMbIM Ha CETEBOM U TPAHCIOPTHOM YPOBHSIX,
OTHOCATCS TaKHE KaK:

a) yrpo3a, HalipaBJeHHasl Ha TOJIMEHY JJOBEPEHHOI'0 0ObEKTa;

0) yrposa, HalpaBJIEHHAsl Ha CO3JJaHUE B CETH JIOKHOTO MapIIpyTa;

B) YI'pO3bl, HAallpaBJICHHBIE HA CO3JaHHUE JIO)KHOTO 0OBEKTa C UCIOIb30BAHUEM
HEJ0CTAaTKOB AJITOPUTMOB YAaJIEHHOTO MOMCKA;

T') yrpO3bI THMA «OTKa3 B 0OCTYKHBaHUI», OCHOBAaHHBIC Ha
[P-nedparmenTtanuu, Ha popmupoBaHum HeKOppekTHBIX ICMP-3anpocos (Hanpumep,
ataka «Ping of Death» u «Smurf»), Ha hopMupoBaHUN HEKOPPEKTHBIX
TCP-3anpocos (ataka «Land»), Ha coO3qaHUM «IITOPMay» MAKETOB C 3alIPOCaMU
Ha coenunenue (ataku «SYN Flood») u ap.

K TtunoBeiM yrposam, peanu3yeMblM Ha MPUKIAIHOM YPOBHE, OTHOCSTCS
yrpo3bl, HallpaBJICHHbIE HAa HECAHKUMOHMPOBAHHBIN 3allyCK MPUIIOKEHHUM, Yrpo3bl,
peain3anysi KOTOPBIX CBSI3aHa C BHEAPEHUEM IMPOTrpaMMHBIX 3aKJIaJOK (TUIa
(TPOSIHCKUI KOHBY»), C BBISIBJICHHEM TapoJIel TOCTYIa B CETh WU K OMPEICICHHOMY
XOCTY U T.JI.

Ecnmu peanuzanus yrpo3pl HE TpUHECTA HAPYIIUTENI0 HAWUBBICIIUX IpaB
J0CTyNa B CHCTEME, BO3MOXKHBI TIOIBITKH PACIIUPEHUS 3THUX MpaB A0 MAaKCUMaJIbHO
BO3MOXXHOTO ypOBHs. 71 3TOTO MOTYT HCHOJB30BaThCS YSI3BUMOCTH HE TOJIBKO
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CETEBBIX CEPBUCOB, HO U YSI3BUMOCTH CHUCTEMHOTO MIPOTPaMMHOI0 OOEeCleueHUs
xoctoB UCITIH.

Ha »srtane peamu3anyu HECAaHKUIMOHUPOBAHHOIO JIOCTYNA OCYIIECTBIIAETCS
COOCTBEHHO JTOCTHKEHHE LT peaan3alii yrpo3bl:

HapylIeHue KOH(UIEHIIUATEHOCTH (xomMpoBaHUe, HEMPaBOMEpPHOE
pacnpocTpaHeHue);

HapyLIEHUE UEI0CTHOCTH (YHUUYTOKEHHE, NU3MEHEHUE);

HapyILIeHUE JOCTYMHOCTH (OJI0KUpPOBAHHUE).

Ha sTom sxe arare, mocie ykazaHHBIX NEHCTBUI, KakK MpaBuio, Gopmupyercs
TaK Ha3bIBa€MbI «YEpHBIA BXOI» B BHUJE OJHOTO M3 CEPBUCOB (JIEMOHOB),
OOCITY’)KUBAIOUIMX HEKOTOPBI MOPT W BBHINOJHAIOMIMX KOMAHJbl HapyLIUTEs.
«YepHblIil BXO/1» OCTABIISIETCS] B CUCTEME B MHTEpECaX 00€CIeUeHNUs:

BO3MOXKHOCTH IIOJIYYUTh JOCTYIl K XOCTY, JaXe€ €CIM aJAMUHHUCTPATOP
YCTPAHUT UCTIOIB30BAHHYIO JIJISl YCIICITHOM peaanu3aliu yrpo3bl ysI3BUMOCTB;

BO3MOYXHOCTH MOJYYUTh JOCTYI K XOCTY KaK MOKHO 00Ji€€ CKPBITHO;

BO3MOXHOCTH TMOJYYUTh JOCTYH K XOCTY OBICTpO (HE MOBTOpPSSL 3aHOBO
MPOIIECC peaan3aliyd yrpo3bl).

«YepHbld BXOA» TMO3BOJIIET HAPYIIUTENIO BHEAPUTH B CETh WM Ha
OTpPEJEIEHHBIA XOCT BPEAOHOCHYIO MPOrpaMMmy, HalpuMep, «aHaIu3aTop maposieii»
(password  sniffer) —  mporpammy, — BBIACHSIONIYIO  IOJH30BATEIbCKHUE
UJECHTU(UKATOPHI U MTAPOJIUA U3 CETEBOTO Tpaduka mpu paboTe MPOTOKOJIOB BHICOKOTO
ypoBHs (ftp, telnet, rlogin u T.1.). OO0beKkTaMu BHEIPEHUSI BPEIOHOCHBIX MPOTrpamMm
MOTYT OBITh MPOrpaMMbl ayTeHTU(UKAIUU U UACHTHU(PUKALMHU, CETEBbIE CEPBUCHI,
AJIpO ONEPAIIMOHHON CUCTEMBI, (ailioBas cuctema, OMOIMOTEKH U T.1.

HakoHen, Ha 3Tane JUKBUAAUHU CIEA0B PEAIN3ALUN YIPO3bl OCYIIECTBIIAETCS
MOMNBITKA YHUUYTOXKEHUS CIIENOB JEUCTBUM Hapywwurens. llpu stom ypansrorces
COOTBETCTBYIOIIME 3allMCH M3 BCEX BO3MOXKHBIX JKYpPHAJIOB ayJlUTa, B TOM YHUCIE
3anucH o (akte cOopa UHPOPMALIUU.

5.5. O0mast xapakTepuCcTHKA YIPO3 NPOrPAMMHO-MATEMATHYECKUX
BO3/1eliCTBHIT

[IporpaMMHO-MaTEMaTHYECKOE BO3JICUCTBHE — ITO BO3JIEHCTBHE C MOMOIIBIO
BPEJIOHOCHBIX TIporpamm. [IporpaMmmMoii ¢ MOTEHITMAIBHO OMACHBIMU TOCIIECTBUSIMHU
WM  BPEJOHOCHOW TMPOTPAaMMON  HAa3bIBAlOT HEKOTOPYKD  CaMOCTOSITEIBHYIO
nporpammy (HabOp WHCTPYKIUI), KOTOpas CIIOCOOHA BBIMOJHATH JHO00€ HEMyCTOe
MOIMHO>KECTBO CIIEAYIOMUX (HyHKIIHN:

CKPBIBaTh MIPU3HAKK CBOETO MPUCYTCTBUSA B MPOTPAMMHOMN CpeJie KOMIThIOTEPA;

00J1a1aTh CIIOCOOHOCTBIO K CaMOAYOJIMPOBAHUIO, ACCOIIMHUPOBAHUIO cels ¢
JIPYTUMHU TIporpaMMaMud U (WJM) TIEPEHOCY CBOMX (parMeHTOB B WHBIE OOJACTH
ONEPaTUBHOW WJIM BHEIIHEHN MTAMSTH;

paspymarh (MCKakaTh MPOU3BOJIBHBIM  00pa3oM) KOJ MpOrpaMM B
ONIEPAaTUBHOU IaMSATH;

BBITIOJTHSITh 6e3 UHUIIMAPOBAHUS co CTOPOHBI  TIOJIb30BATEJIS
(ONB30BATENbCKOM  MPOrpaMMbl B IITATHOM  PEXKHME €€  BBITIOJIHEHMUS)
JECTPYKTUBHBIE QYHKIIUU (KOMUPOBAHKUE, YHUUTOKEHUE, OJIOKUPOBAHUE U T.11.);



55

COXpaHATh (pparMeHThl UHPOpPMALMM U3 ONEPATUBHON MAMSITH B HEKOTOPBIX
00JacTsAX BHEIIHEW MaMATH IPSIMOTO JIOCTYMA (JJOKAIbHBIX WM YAAJICHHBIX );

UCKaXaTh MPOU3BOJBHBIM 00pa3oM, OJOKMpOBATh M (WJIM) TOAMEHSThH
BBIBOJAMMBIM BO BHEIIHIOK MaMmsATh WM B KaHaJl CBS3M MaccuB HHdoOpmaiuu,
oOpa3oBaBIIMiiCSI B pe3yibrare pabOThl MNPUKIAAHBIX MOPOrpaMM, WIH YXKe
HaxoJIAIlMEeCSd BO BHEIIHEN MaMATH MAaCCHUBBI JAHHBIX.

Bpenonocueie  mporpaMmbl  MOTYT  ObITh  BHECEHBI  (BHEIPEHBI)  Kak
NpeAHaMEPEHHO, TaK U CIy4alHO B MPOrpaMMHOE OO€CHeueHHe, HCIONb3yeMOE B
NCIIdn, B mporecce ero pa3pabOTKH, COIMPOBOXKACHUS, MOAU(DUKAIMA U HACTPOMKU.
Kpome »3T1Oro, BpeoOHOCHBIE NpPOrpaMMbl MOTYT ObITb BHECEHbI B IPOLECCE
skcrtyatanuy VUCIIH ¢ BHeIHMX HOcHUTenel MH(POpMaIK WA TOCPEICTBOM CETEBOIO
B3anmoiencTBus kak B pesysbrate HC/I, Tak u ciryvaiino nons3oBarersivu UCIH.

CoBpeMeHHbIE BpPEJOHOCHBIE MIPOrPaMMbl OCHOBaHbl Ha HCIOJIb30BAHUU
YSI3BUMOCTEN pa3IMyHOro poja MporpaMMHOro o0ecreueHus (CUCTEMHOTo, OOLIEro,
OPUKIAAHOTO0) W Pa3HOOOpPA3HBIX CETEBBIX TEXHOJIOTHH, 00JIaJaloT MIMPOKUM
CHEKTPOM  JIECTPYKTHUBHBIX  BO3MOXXHOCTEH  (OT  HECAaHKUMOHUPOBAHHOTO
uccienoanus mnapamerpoB MCIIJIn 0e3 BmemarenbctBa B (YHKIHMOHUPOBAHHE
UCIIAn, no yauuroxenus IIJIH u nporpammuoro obecneuenuss MCII/IH) u moryt
JNEHUCTBOBAaTh BO BCEX BHJAX MPOrpaMMHOrO oOecrnedeHHus (CUCTEMHOrO,
NPUKJIAJHOTO, B IpaiiBepax anmapaTHOro o0ecrneyeHus 1 T.1.).

Hamuune B MUCII[AH BpeaoOHOCHBIX MpOrpaMM MOXKET CIOCOOCTBOBATh
BO3HUKHOBEHHUIO CKPBITHIX, B TOM YHCJIE€ HETPAJIUIIMOHHBIX KaHAJIOB JOCTYyIIa
K MH(QOPMAIINH, MO3BOJSIOUIMX BCKPHIBATh, OOXOIUTH WM OJOKUPOBATH 3aIUTHBIC
MEXaHU3MBbI, IPETyCMOTPEHHBIE B CUCTEME, B TOM UHUCJIE NAPOIbHYIO
U KpUNTOrpadUUYeCcKyIo 3aIIUTy.

OCHOBHBIMHM BUJaMU BPEAOHOCHBIX ITPOrpaMM SIBJISFOTCSL:

IIPOrpaMMHBIE 3aKJIAJKU;

KJIACCUYECKUE MPOrpaMMHBIE (KOMITbIOTEPHBIE) BUPYCHI;

BPEJOHOCHBIE IPOIPAMMBI, PACIIPOCTPAHSIFOLINECS IO CETU (CETEBBIE YEPBU);

JpyTHE BPEIOHOCHBIE ITPOrpaMMBbl, IpeIHa3HaueHHbIe 11 ocyiecTBienus HC/L.

K mnporpaMMHBIM 3akiazkaM OTHOCATCA MpOrpaMMbl, (QparMeHThl KoOja,

WHCTPYKIUH, (HOPMUPYIOIINE HEICKIApUPOBAHHBIE BO3MOKHOCTH MPOTPAMMHOIO
oOecniedeHus. BpemoHOCHBIE MporpaMmbl MOTYT MEpPEXOAWTh M3 OJHOTO BUAA B
Jpyroi, HampuMmep, IporpaMMHasl 3aKiIajika MOXET CT€HEPHUpPOBATh MPOTPaMMHBIHI
BUPYC, KOTOPBI, B CBOIO OYE€pE/lb, MOMAB B YCIOBUS CETH, MOXET c(HOPMHUPOBATH
CETEBOI0 4YEpBS WU JPYTYI0 BPEIOHOCHYIO MPOrpaMMy, MpelHa3HAaYeHHYIO AJis
ocymectBieHuss HCJI.

Knaccudukanus nmporpaMMHBIX BUPYCOB U CETEBBIX UepBEW MpeACTaBICHA Ha
pucynke 14. Kparkas xapakTepucTHKa OCHOBHBIX BPEAOHOCHBIX MPOTPaMM CBOJUTCS
K CIIeAyIomEeMy. 3arpy309Hbie BUPYCHI 3aMUCHIBAIOT ce0s1 MO0 B 3arpy304YHBINA CEKTOP
mucka (boot-cextop), MO0 B CEKTOP, COACPIKAIIMIA CHCTEMHBIN 3arpy34nK BUHYECTEpA
(Master Boot Record), mubo MeHSIOT yka3aTenb Ha akTHUBHBIA boot-cekrop. OHu
BHEPAIOTCS B MaMAITh KOMIIBIOTEpA TMPH 3arpy3ke ¢ uHpuimpoBaHHOrO aucka. [lpu
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ATOM CHUCTEMHBIM 3arpy34dK CUYHMTHIBACT COJCPKHUMOE IEPBOIO CEKTOpa JAHCKA, C
KOTOPOT0 MPOM3BOJUTCS 3arpy3Ka, MOMEIIAeT CUUTaHHYI0 WH(POpPMAIMIO B aMsTh U
nepeaaer Ha Hee (T.e. Ha BUpYcC) yrpasieHue. [locie 3Toro HauMHaIOT BBIIOIHATHCS
MHCTPYKLIMU BUpPYyCa, KOTOPBIM, KaKk MPaBUIO, YMEHbIIAET 00bEM CBOOOJHOM MaMsTH,
KOMUPYET B OCBOOOIMBIIEECS MECTO CBOM KOJ M CUMTBIBAET C JUCKa CBOE
NpOJOKEHUE (€CIIM OHO €CTh), MEPEXBaThIBAET HEOOXOAMMbIE BEKTOpA MpephIBAHUN
(06b1yHO — INT 13H), cunThiBaeT B NamMsTh OPUTMHAIBHBINA bOOt-CEKTOp U NepeaeT Ha
HETO yIpaBJICHHUE.

B nanbHeilmem 3arpy3ouHblii BUPYC BeAeT cels Tak ke, Kak (paiyioBbIil:
NepexBaThIBaeT OOpaIlleHUsI ONEPANMOHHON CHCTEMBI K AUCKaM U UH(PHUIHUPYET UX, B
3aBHCHUMOCTH OT HEKOTOPBIX YCIIOBUH COBEpIIAET JECTPYKTUBHBIC JCHCTBUS,
BBI3BIBAET 3BYKOBBIEC 3PP eKThI min BUAC0IDPEKTHI.

OCHOBHBIMU  JI€CTPYKTUBHBIMU  JIEUCTBUSIMU,  BBIIIOJIHAEMBIMH  3TUMHU
BUPYCaMHU, SIBJISIOTCS:

YHUYTOXKEHUE UH(OpMAIIMU B CEKTOpaxX AUCKET U BUHUYECTEPA;

UCKIIFOYEHHE BO3MOXKHOCTH 3arpy3Kd ONEPAMOHHOW CHUCTEMBbI (KOMIIBIOTEP
«3aBHUCaALT»);

HCKaXCHHUE KOJIa 3arpy3UHKa,;

dbopMaTupOBaHNE AUCKET WU JIOTUYECKUX TUCKOB BUHYECTEPA;

3akpbiTe focryna Kk COM- u LPT-noprawm;

3aMeHa CUMBOJIOB IIPU ME€YaTH TEKCTOB;

MOJIEPTUBAHUS SKpaHa;

U3MEHEHUE METKH JMCKa WU TUCKETHI;

CO3/1aHKE NICEBIOCOOMHBIX KJIACTEPOB;

CO3JIaHKE 3BYKOBBIX U(WJIN) BU3yalbHBIX 3P deKkToB (HampuMep, najcHue
OYKB Ha dKpaHe);

nopya (aioB TaHHbBIX;

nepe3arpys3ka KOMIbIoTepa,

BBIBO/I Ha SKpaH pa3HOOOpa3HbIX COOOIICHUN;

OTKJIIOUEHUE MepruepuitHbIX YCTPONCTB (Harpumep, KJIaBUaTyphbl);

M3MEHEHHE NaIUTPBI SKPaHa,

3aIllOJIHCHHEC JKpaHa IIOCTOPOHHHUMH CHUMBOJIAMHU HUJINA I/1306pa)KeHI/I$IMI/I;
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MOTAllIEHUE PKpaHa U MIEPEBOJT B PEXKUM OXKUIAHUS BBOJA C KJIaBUATYPBI;
m(PpPOBaHUE CEKTOPOB BUHUECTEPA;

BbIOOPOYHOE YHUUTOKEHUE CUMBOJIOB, BHIBOJIMMBIX Ha 3KpaH MpH Habope
C KJIaBUATYPBIL;

yMeHbIlIeHHE 00beMa ONEPATUBHOMN MaMSITH;

BBI30B I1€YATH COAEPKUMOTO IKPaHa;

0JIOKMPOBAHUE 3alTUCH HA JIUCK;

yHuuTOXKeHue Tabmuubl pazouenus (Disk Partition Table), mocne storo
KOMIBIOTEP MOXHO 3arpy3UTh TOJIBKO C (PIIONIHU-IUCKA;

OJIOKMpPOBAHUE 3aITyCKa UCTIOTHAEMBIX (DAIIIOB;

OJIOKMPOBAHUE JIOCTYIa K BUHUECTEPY.

BoJIBIIMHCTBO 3arpy30UHBIX BUPYCOB MEPE3aNUCHIBAIOT c€0s1 Ha (DIONIU-TUCKH.

daiinoBble BUPYCHl IPHU CBOEM pPA3MHOKEHUM TEM WM HHBIM CIIOCOOOM
UCIONIB3YIOT (PailioByI0 CUCTEMY KakOH-InOO0 onepanroHHOM cuctembl. [1o ciocoOy
3apakeHuss  (paiyioB  BUPYCHl  JIENIATCS Ha  3aMenaromme  («overwritingy),
napasuTHueckue («parasitic»), KOMIaHBOH-BUPYCHI («companiony), «link»-BUpYCHI,
BUPYCHI-UEPBH W BUPYCHI, 3apaxkaromue o0bekTHbie Moaynu (OBJ), OubGmmorexu
koMruiisiTopoB (LIB) 1 uicxogHbie TEKCTHI TPOrPaMM.

Meton 3apaxeHust «overwriting» sBisieTcs HauOoyiee MPOCThIM: BUPYC
3allUChIBACT CBOM KOJ BMECTO KOJAa 3apaxaemoro (aiina, yHUYTOXKAs €ro
conepxkumoe. EcrecTBeHHO, uro mnpu 3TOM (pailnm mepecraer padboTaTh U HE
BOCCTaHaBlMBaeTcs. Takue BUPYChl OYEHb OBICTPO OOHAPYKUBAIOT ce0s, TaK Kak
OllepallMOHHAs CUCTEMA U NMPUIIOKEHUS JOBOJBHO OBICTPO NEPECTAOT PadOTaTh.

K mnapasutnueckum OTHOCSTCS Bce (hailjioBble BHUPYCHL, KOTOpbIE IpHU
pacnpoCTpaHEHUH CBOMX KOMUN 0053aTE€IbHO HU3MEHSAIOT COAEpKHMOe (ailiios,
OCTaBJIsisl caMu (Pailyibl MpPU 3TOM IMOJHOCTBIO MJIM YaCTUYHO PabOTOCTIOCOOHBIMH.
OCHOBHBIMH THIIAMH TaKUX BUPYCOB SIBJISIIOTCSI BUPYCHI, 3alMCBIBAIOIIUECS B HAYAJIO,
cepenluHy wWid KoHel —(ainmoB. OTaenbHO CleAyeT OTMETUTh  JIOBOJBHO
HE3HAUUTENBHYIO TPYNIy Mapa3UTHUYECKUX BUPYCOB, HE MMEIOUIUX «TOYKH BXOJa»
(EPO-Bupycot — Entry Point Obscuring viruses). K HUM OTHOCSTCS BUPYCHI, HE
3aMUCHIBAIOIINE KOMaHIy Mepeaadn yrnpasieHus B 3aroioBok COM-daitnos (JMP) u
HE M3MEHSIONME aapec Touku crapta B 3arojoBke EXE-daiinos. Takue BUPYCHI
3alHMChIBAIOT KOMaHy Mepexojia Ha CBOI KO/ B Kakoe-1100 MECTO B cepeinHy (aiina
U TIOJy4aroT YIpaBJI€HUE HE HEMOCPEICTBEHHO IMPH 3allycKe 3apakeHHOro (aiina, a
IIpU BBI3OBE MPOLEAYPHI, COAEPKALEH KO Mepeayu yNnpaBlieHUs Ha TEJIO BHpYyca.
[Ipryem BBINOJTHATHCA 3Ta MPOLIEAYPa MOKET KpailHe peaKo (Hampumep, MpU BbIBOJE
coolmeHns 0 Kakou-nmnbo crenuduyeckoit ommbke). B pesynbprare BUpyC MOXKET
JIOJITHE TOJbl «CHaTh» BHYTpU (aiia U MPOSABUTH ce0S TOJIBKO NMPU HEKOTOPHIX
OTPaHUYEHHBIX YCIOBUSX.

K kareropum «KOMIaHbOH» OTHOCSITCSI BUPYChI, HE U3MEHSIOUIUE 3aparkacMble
(aiisipl. AIIrOpUTM pabOThI 3TUX BUPYCOB COCTOMUT B TOM, UTO IS 3apa’kaeMoro ¢aitia
coznaercs (halin-IBOMHMK, MPUYEM NPU 3allyCKe 3apa)Xxe€HHOro (aiiyia ynpaBieHHe
MOJly4aeT MMEHHO 3TOT JBOMHHUK, TO ecTb BHUpyc. Haubonee pacnpocTpaHeHbI
KOMITaHbOH-BUPYCHI, UCMIOJIb3YIOIIME 0c00eHHOCTh DOS nepBbIM BBINOIHATE (Pailsibl
c pacuupenueM .COM, ecnu B OTHOM KaTanore NpucyTCTBYIOT JBa (aiisia ¢ OTHUM
U TE€M K€ UMEHEM, HO pa3nuuHbiMU pacupenusmMu umenn — .COM u .EXE. Takue
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BUpYychl coznatot Ay EXE-daiinoB ¢ailnbl-ciiyTHUKH, IMEIOIIUE TO K€ caMOoe UMs, HO
¢ pactmmpenuem .COM, nanpumep, mis ¢aitmna XCOPY.EXE co3maercs daiin
XCOPY.COM. Bupyc 3anuceiBaercst B COM-daiin u aukak He m3meHsier EXE-daiin.
[Tpu 3amycke takoro ¢aitna DOS nepBbiM 00HapyXuT U BbITOTHUT COM-aiin, To
€CTh BHUPYC, KOTOpbIA 3areM 3amycTtuT u EXE-daitn. Bropyro rpyrmmy cocTaBistoT
BUPYCHI, KOTOpbIE MPHU 3apaKEHUU IMEPEUMEHOBBIBAIOT (aill B Kakoe-1ubo Jpyroe
UMsl, 3alIOMUHAIOT €ro (JUIsl TOCJIEAYIONIETro 3amycka (aiiyia-xo3siMHa) U 3aluChIBAlOT
CBOM KOJ Ha JIMCK IOJ UMEHEM 3apaxkaeMoro (Qaitna. Hanpumep, daitn XCOPY.EXE
nepenMeHoBbiBaeTcss B XCOPY.EXD, a Bupyc 3anucbiBaeTcs I0J HMEHEM
XCOPY.EXE. Ilpu 3amycke yrnpaBi€HHUE MOJIy4aeT KOJ BHUpPYCa, KOTOPBIA 3aTeM
3amyckaer opuruHaibHbli XCOPY, xpansmmiics non wumeHem XCOPY.EXD.
WNuTepecen TOT (QakT, YTO JdaHHBIM MeETOJ paboTaeT, MO-BUIMMOMY, BO BCEX
ONEPALlMOHHBIX CUCTEMAX. B TpeThio Irpynny BXOASAT TaK HAa3bIBAEMBbIC
«Path-companion» Bupycsl. OHM MO0 3amMUCHIBAIOT CBOM KOJA TMOJ HMMEHEM
3apaxkaeMoro (haiiia, HO «BBILLIE» HAa OJIMH YPOBEHB B MPOMHUCHIBAEMBIX ITYTIAX

(DOS, Takum 00pa3oM, MEpPBBIM OOHAPYXHUT W 3amMyCTUT Gaili-Bupyc), JIu00
nepeHocAT (Paila->KepTBY Ha OJUH MMOAKATAJIOr BhIIIE U T.J.

Bo3MO)XHO  cyniecTBOBaHME M APYI'MX THUIOB  KOMIIAHBOH-BHPYCOB,
UCIIONIB3YIONIUX  WHBIE OpPUTMHAIBHBIE HMAEHM WIW  OCOOEHHOCTH  JPYTHX
ONEPALMOHHBIX CHCTEM.

daiinoBble YepBU (WOrms) SIBJISFOTCS, B HEKOTOPOM CMBICJIE, PA3HOBUIHOCTHIO
KOMITaHbOH-BUPYCOB, HO TMpPU OSTOM HHUKOMM O0Opa3oM HE CBS3bIBAIOT CBOE
NPUCYTCTBUE C KAaKUM-ITHOO BBIMONHAEMBbIM daitnom. [Ipu pa3MHOKEHUU OHHM BCETO
JUIIb KOMHUPYIOT CBOM KOJ B KaKHE-TUOO KAaTaJOTW JAMCKOB B HAIEXKAE, YTO ITH
HOBBIE KONUU OyIQyT Korjaa-nu0o 3amyllieHbl mojib3oBaTeneM. MHoraa 3t Bupychl
JAI0T CBOMM KOMUSIM «CIIEMAIIbHBIE)» UMEHA, YTOOBI OATONKHYTH MMOJIb30BaTENs Ha
3anyck cBoed komuu — Hanpumep, INSTALL.EXE wm WINSTART.BAT.
CyliecTByIOT BUPYCHI-UE€PBU, HCIOJIB3YIOIIUE JIOBOJIBHO HEOOBIYHBIE TPUEMBI,
HalpuMmep, 3anucbiBarone cBou konuu B apxusbl (ARJ, ZIP u npoune). HekoTopeie
BUPYCHI 3aMCHIBAIOT KOMaH/Iy 3aIlyCcKa 3apakeHHOTo (aitna B BAT-daitnbl.

He cnemyer myrtarh (aitioBble BHUPYCHI-UEPBU C CETEBBIMH YepBsMU. [lepBbie
UCIIOJIB3YIOT TOJIbKO (haiiioBble (DYHKIIMH KaKOW-THOO OMEparliOHHOW CHCTEMBI,
BTOPBIE K€ MPHU CBOEM PA3MHOKEHHUH MOJIb3YIOTCS CETEBBIMU IMPOTOKOJIAMHU.

Link-Bupychl, Kak ¥ KOMIIAHbOH-BUPYCHI, HE W3MEHSAIOT (PUIUYECKOTO
COAEP>)KUMOTO (haijIoB, OAHAKO MPH 3alycKe 3apakeHHoro ¢aina «3acrapistor»y OC
BBIMOJHUTh CBOM KOJA. DTOM II€JIM OHM JOCTUTAIOT MojauduKaiueil HeoOXOAUMbIX
noJiel (paityioBOM CUCTEMBI.

Bupycel, 3apaxaroniyge OMOJIMOTEKH KOMIWISTOPOB, OOBEKTHBIE MOIYJIH H
UCXOJIHBIE TEKCThl MPOrpaMM, JOCTATOYHO 5SK30TUYHBI W MPAKTHYECKH HE
pacrpoctpanenbl. Bupychl, 3apaxkatomue OBJ- u LIB-daiiiasl, 3annuceiBaroT B HUX
CBOl ko1 B (hopmaTe OOBEKTHOTO MOJYJSI WU OUOIMOTEKH. 3apakeHHbIN Gaii,
TakKUM 00pa30oM, HE SIBJISICTCS BBINOJHSIEMBIM U HE CIOCOOCH Ha JajbHeHIIee
pacnpocTpaHeHUEe BUpPyCa B CBOEM TEKyIleM cocTosHMM. HocurteneM ke «KUBOTO»
Bupyca cranoBurcst COM- nnmu EXE-daiin.

[TonyuuB ymnpasieHnue, (ailgoBbli BHPYC COBEPLIAET CIEAYIOUIME OOIIHe
JICUCTBUSL:
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MIPOBEPSICT ONMEPATHBHYIO NMaMATh Ha HAJMYHE CBOCH KOMUM M WHOUIHPYET
naMATh KOMIIBIOTEpA, €CJIM KONUs BHpyca HE HaiJleHa (B CiIyyae, €Clid BHpPYC
SBIIICTCS PE3UACHTHBIM ), UIIET He3apaKeHHBIC (hailyibl B TEKYyIIEM U (UJTH) KOPHEBOM
KaTajore MyTeM CKaHUPOBAHUS JIepeBa KaTaJIOrOB JIOTUYECKUX JUCKOB, a 3aTeM
3apakaeT oOHapyKeHHbIE (halIb;

BBITIOJIHSIET JIONOJIHUTENbHBIE (€CIM OHU €CThb) (PYHKIUHU: JECTPYKTHBHBIC
nencTBUd, TpaduuecKkre Uiu 3ByKOBble 3O(EKThI U T.A. (JIONOJHUTEIbHbBIE (DYHKIIMH
PE3UJIEHTHOTO BHpPYyCa MOTYT BbI3BIBATHCS CIIYCTS HEKOTOPOE BpeMs Mocie
AKTUBU3AIIMA B 3aBUCHMOCTH OT TEKYIIETO BPEMEHU, KOH(PUTYpaIliu CHCTEMEI,
BHYTPCHHUX CUETYMKOB BUPYCa WU JIPYTUX YCIOBUN, B ATOM Cllydae BUPYC TPH
aKTUBHU3allUU 00pa0daTHIBAET COCTOSHUE CHUCTEMHBIX YacOB, YCTAHABIUBACT CBOU
CYCTYUKH H T.]I.);

BO3BpAIlla€T  yMNpaBJIEHUE OCHOBHOM mporpamMmme (€cid OHA  €CTh).
[Tapazutrueckre BUPYCBhl MpU ATOM JUOO JieyaT (pailyl, BBIMOJIHSIOT €ro, a 3aTeM
CHOBa 3apakaroT, JIMOO BOCCTAHABIMBAIOT NporpamMmy (HO He (aiisl) B MCXOAHOM
BuJie (Hanpumep, y COM-niporpaMMbl BOCCTaHABIIMBAETCSI HECKOJIBKO MEPBBIX OAilT,
y EXE-nporpamMmbl BBIYMCISETCS WCTHUHHBIA CTApTOBBIM aApec, y JpanBepa
BOCCTAHABJIMBAIOTCS 3HAUEHHUS aJIPECOB MPOTPAMM CTPATETUU U TIPEPHIBAHMUS ).

HeoOxomumMo oTMETUTH, YTO 4YeM OBbICTpee pachpOCTpPaHSETCS BHUPYC, TEM
BEpPOATHEE  BO3HMKHOBEHHWE  DOIUAEMHHM  3TOr0  BUpYyca, 4YeM  MeIJICHHee
pacnpocTpaHsieTcsl BUPYC, TEM CIO0XKHEE €ro OOHapYKUTh (€ciid, KOHEYHO K€, ATOT
BUPYC Heu3BecTeH). HepesupeHTHbIE BUPYCHl YACTO SBIAIOTCA «MEUICHHBIMU») —
OOJIBIIIMHCTBO U3 HUX MPH 3aIlyCKe 3apakaeT OJWH WJIM JBa-Tpu (paiina u He ycreBaer
3aMOJIOHUTh KOMITBIOTEp JIO0 3alycKa aHTUBUPYCHOM MPOTpaMMBbl (WM TIOSBICHHS
HOBOI BEpCUM aHTUBUPYCA, HACTPOCHHOW Ha JaHHbIN BUPYC). CylIECTBYIOT, KOHEUHO
e, HEPE3UJICHTHBIE «OBICTPBIE» BUPYCHI, KOTOPHIE MPH 3ayCKe HIMYT U 3apakaroT
BCE BBINIOJIHSAEMBIE (hailyibl, OJIHAKO TaKH€ BUPYChl OUYEHb 3aMETHBI: IMPH 3aIyCKe
KKIOTO 3apa)KEHHOro (haiijla KOMIBIOTEP HEKOTOpOE (MHOTAA JOCTATOYHO JOJTOE)
BpEMsl aKTUBHO pabOTaeT C BUHYECTEPOM, YTO JIeMacKUpyeTr BHUpyc. CKOpOCTb
pactipocTpaHeHus (MHPHUITMPOBAHUS) Y PE3UACHTHBIX BUPYCOB OOBIYHO BBIIIE, YEM Y
HEPE3UICHTHBIX - OHU 3apakaroT (ailybpl MpU KaKWX-THOO0 oOpaimieHusx kK HuUM. B
pe3ysbTaTe Ha JWCKE OKAa3bIBAIOTCA 3apaKEHHBIMU BCE WJIM TMOYTH Bce (hailibl,
KOTOpBbIE TOCTOSIHHO HCHOJB3YIOTCS B pabore. CKOpOCTh pacnpocTpaHEHHUsI
(uHUIUPOBaHUS) PE3UECHTHBIX (DAUIOBBIX BHUPYCOB, 3apakarolux (auibl TOJIBKO
IIPU UX 3aIllyCKE Ha BBIMOJIHEHHE, OyJIeT HIXKE, YEM Y BUPYCOB, 3apaxaronux (aiisl u
IIPU WX OTKPBITUH, IEPEUMEHOBAHNH, U3MEHEHUY aTpUOYTOB daiiia u T.1.

Takum 00pa3oMm, OCHOBHBIE JACCTPYKTHBHBIC JCHCTBHS, BBITOJHSACMBIC
¢aitnoBbeIMH BUpYCaMH, CBSI3aHBI C TOpakeHHeM (ailioB (Yallle MCIONHIEMbIX WIN
GdaiIoB JaHHBIX), HECAHKIIMOHUPOBAHHBIM 3aITyCKOM DPa3IUYHBIX KOMaHJ (B TOM
qucie, KoMaHj (popMaTUPOBAHMS, YHUUTOXKEHUS, KOMMUPOBAHUA | T.II.), K3MEHEHHUEM
TaOJIMIIBI BEKTOPOB MpephIBaHUM U p. BmMecTe ¢ TeéM, MOTYT BBIOJHATHCS U MHOTHE
JNECTPYKTUBHBIE JEHCTBUS, CXOJHbIE C TEMH, KOTOpbI€ YKa3bIBAJIUCh IS
3arpy304HbIX BUPYCOB.

MakpoBupycsl (macro viruses) SBISIOTCS TpOrpaMMamMH Ha  SI3bIKax
(MaKpos3bIKaX), BCTPOCHHBIX B HEKOTOPBIE CUCTEMbI 00pa0OTKU JAHHBIX (TEKCTOBBIC
pPEeAaKTOPbl, FNEKTPOHHBIE TAOIULIBI U T.A.). {7151 CBOEro pa3MHOXKEHUsI TAKUE BUPYChI
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UCIIOJIb3YIOT BO3MOKHOCTH MAaKpOS3BIKOB U TMPHU HUX TMOMOIIM MEPEHOCAT ceds u3
OJIHOTO 3apakeHHoro (aiinia (MoKyMeHTa WM TaOiuiel) B Apyrue. HaubGonbinee
pacipocTpaHEeHUE TMOJYYWIA MAaKpOBUPYCHI ISl TaKeTa MPUKIAAHBIX TMPOTrpamMm
Microsoft Office.

JUist  cyliecTBOBaHHMSI BHPYCOB B KOHKPETHOM cucreme (perakrope)
HEO0OXOUMO HaJIN4re BCTPOEHHOTO B CUCTEMY MaKpOS3bIKa C BO3MOKHOCTSMU:

1) mpuBS3KU MPOrpaMMbl HA MAKPOSI3bIKE K KOHKPETHOMY (haiiiy;

2) KOMUPOBAHHUSA MAaKPOIIPOTrpaMM U3 OJHOTO (haiia B IPYyrou;

3) momyueHuss  yOpaBleHUS ~ MakpomporpamMmon — 0e3  BMeIIaTenbCTBa
M0JIb30BaTeNsl (ABTOMAaTHUECKHUE UM CTaHJapTHBIE MAKpPOCHI).

JlaHHBIM YCIIOBHSIM YIOBJIETBOPSAIOT MPHUKIAJHBIE MporpaMMbl Microsoft
Word, Excel u Microsoft Access. Onu conepxat B cebe makposizbiku: Word Basic,
Visual Basic for Applications. [1pu sTom:

1) makporporpaMMbl TPHUBSI3aHbI K KOHKPETHOMY (aillly WM HaxOIsATCs
BHYTpH (aiina;

2) MakposI3bIK ~ TIO3BOJIAET  KONMUpOBaTh  (aiiapl  WiIM  TepeMemiaTh
MaKpOIpOrpamMMmbl B CTy>KeOHbIE (haiiiIbl CUCTEMBI U pEJAKTUPYEMBIE (Pailiibl;

3) mpu pabote ¢ (ailioMm MpH ONPEAEICHHBIX YCIOBUSAX (OTKpBITHE, 3aKPHITHE
U T.J.) BBI3BIBAIOTCSI MaKpOMPOrpaMMbl (€CJIH TaKOBBIE €CTh), KOTOPBIE OMPECIICHBI
CHeIHaIbHBIM 00pa30M WJIM UMEIOT CTaHIapTHbIE UMEHA.

JlaHHast OCOOEHHOCTh MAaKpOS3bIKOB IpEAHA3HAu€Ha JUJIsi aBTOMAaTHYECKOM
00paOOTKU JaHHBIX B OOJIBIIMX OpPraHU3aLUAX WIK B INIOOAIBHBIX CETSIX U MO3BOJISIET
OpPraHM30BaTh TaK Ha3bIBAEMbIM «aBTOMATHU3UPOBAHHBIN JOKYMeHTOo0OOpoT». C
JPYroil CTOPOHBI, BO3MOXHOCTH MAKpPOSI3BIKOB TaKUX CHCTEM IO3BOJSIOT BUPYCY
MEPEHOCUTH CBOU KO B JIpyTrHe (Qailiibl U TaKuM 00pa3oM 3apakaTh HX.

BonbIIMHCTBO MakpOBUPYCOB AKTHBHBI HE TOJBKO B MOMEHT OTKPBITHS
(3akpeITHs) (ailiia, HO A0 TEX MOp, MOKA AKTUBEH caM penaktop. OHU cojepkar Bce
cBou (QYHKIMH B BHAe cTaHAapTHBIX MakpocoB Word/Excel/Office. CymiectByior,
OJTHAKO, BUPYCHI, UCIOJB3YIOLINE MPUEMbI CKPBITHS CBOETO KOJIa W XpaHSAIINE CBOU
KO/ B BHJE€ HE MakpocoB. M3BeCTHO Tpu MOJOOHBIX MpUEMa, BCE OHU HCIOJIBb3YIOT
BO3MO>KHOCTh MaKpOCOB CO3/1aBaTh, PEJAKTUPOBATh U UCIIOJNHSTH JPYrUe MaKpOChI.
Kax npaBuio, mogoOHble BUPYCHI MMEIOT HEOONBIION (MHOrAA — MOJIUMOP(HBIN)
MaKpoC-3arpy34uK BUpPYCa, KOTOPBII BBI3BIBAET BCTPOEHHBIN PEAAKTOP MAaKpOCOB,
CO3/1a€T HOBBIA MAKpOC, 3alOJHSET €ro OCHOBHBIM KOJOM BHUPYCA, BBIIOJHSET U
3aTeM, KaK TPaBWJIO, YHUYTOXKAET (YTOOBI CKPBHITH CIEABl MPHUCYTCTBUS BHpPYCA).
OCHOBHOM KOJI TAKMX BHPYCOB MPUCYTCTBYET MO0 B CAMOM MakKpoce BUPyCa B BUC
TEKCTOBBIX CTPOK (MHOrJa — 3allu(ppOBAHHBIX), JUOO XpaHHUTCA B O00JAaCTH
NEPEMEHHBIX JOKYMEHTA.

K cereBbIM OTHOCSTCS BHUPYCHI, KOTOpbIE IJIsi CBOETO PacCHpOCTpaHEHUs
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AKTUBHO MCIOJIB3YIOT IPOTOKOJIBI M1 BO3MOXHOCTH JIOKQJIBHBIX U II100AIbHBIX CETEH.
OCHOBHBIM MPUHIUIIOM pPAOOTBI CETEBOTO BUpYyCa SIBISETCS BO3MOXXHOCTH
CaMOCTOATENFHO MepeaTh CBOM KOJ Ha yJaJIeHHBIN cepBep WM pabodyro CTaHIIUIO.
«ITomHOIICHHBIE» CETEBBIE BUPYCHI MPU STOM OO0JAJAIOT €II€ U BO3MOXKHOCTHIO
3aIlyCTUTh HA BBINOJHEHUE CBOM KOJ HAa yIAJICHHOM KOMIIBIOTEPE WIIM, IO KpailHen
Mepe, «IOATOIKHYThY» MOJB30BATENs K 3ayCKy 3apakeHHOro (aiina.

BpenonocubiMu mporpamMmamu, ooOecrneuuBaromiumu ocyiectBienue HCJL,
MOTYT OBITb:

IPOrpaMMBbI TOAOOPA M BCKPBITHSI TAPOJICH;

POrpaMMbl, PEATU3YIOIINE YTPO3bI;

OporpaMMbl, J€MOHCTPUPYIOIIME  HCHOJIb30BAHUE  HEACKIAPUPOBAHHBIX
BO3MOYKHOCTEH MPOrpaMMHOTO U TIporpammHo-amnmapatHoro odecneuenus UCIIH;

POrpaMMBbI-F€HEPATOPbI KOMIIBIOTEPHBIX BUPYCOB;

POrpaMMbl, JEMOHCTPUPYIOLIUE YSA3BUMOCTH CPEJICTB 3aLUThI
uHpopmanuu u Jp.

B cBsa3u ¢ ycrmokHeHMEM W BO3pacTaHMEM pa3HooOpasusi MPOrpaMMHOTO
o0ecredeHurs: YUCI0 BPEIOHOCHBIX MTPOrpaMM ObICTpO Bo3pacTtaer. CeroHsi H3BECTHO
6osee 120 ThicAY CUTHATYp KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ Tem, fgajieko He Bce U3
HUX MPEACTABIISIOT PEabHYI0 Yrpo3y. Bo MHOIMX Cilydasix yCTpaHEHHE YS3BUMOCTEM
B CUCTEMHOM WJIM MPHUKIIATHOM MTPOrPAMMHOM 00€CIIEYEHUH MIPUBENIO K TOMY, YTO Psijl
BPEIOHOCHBIX MPOTpaMM YK€ HE CHOCOOE€H BHEIPUTHCS B HHUX. HacTO OCHOBHYIO
OIMACHOCTb MPEACTABIISIIOT HOBBIE BPETOHOCHBIE TPOrPaMMBI.

5.6. O01masi XapaKTepUCTHKA HETPAAUIUOHHBIX HHPOPMALMOHHBIX KAHAJIOB

HerpaauuyroHHblii HHPOPMALMOHHBIN KaHAJI — 3TO KaHaJl CKPBITHOW Mepeadu
uH(OpPMAIIMK C KCIOJIB30BAHUEM TPATUIIMOHHBIX KAHAJOB CBSI3M M CIEIUATbHBIX
npeodpa3zoBaHUit nepeaaBaeMoit uHdopmaIuu, HE OTHOCSIIIINXCSI K
KpUIITOrpapUuecKuM.

Jnist popMupOBaHHS HETPATUIIMOHHBIX KAHATOB MOTYT UCIIOJIb30BATHCS METObI:

KOMITBIOTEPHOU cTeraHorpaduu;

OCHOBAHHBIE Ha MAHUMYJSIUMU paznuuHbIX xapaktepuctuk WUCII/IH, koTopsie
MO’KHO TOJIy4aTh CAHKIIMOHUPOBAHO (HAmpUMeEp, BpeMEHH OOpabOTKU pa3IUYHbBIX
3alpocoB, OOBEMOB JOCTYMHOW TaMSATH WM  JOCTYNHBIX JJIS  YTCHHUS
ueHTU(UKATOPOB (HalIOB WIIHA MTPOIIECCOB H T.I1.).

MeToapl KOMIBIOTEPHOM cTeraHorpaduu npeaHa3HaueHbl sl CKPhITUS (paKTa
nepefayn COOOIIEHHUS! MyTeM BCTpaWBaHUs CKPbIBA€MOW HHQOpPMAIMK BO BHEIIHE
0e300umHbIe JaHHBIE (TEKCTOBBIC, Tpaduueckuwe, aynauo- WiIM Bujpeodaisasl) u
BKJIIFOYAIOT B C€0sI JIBE IPYMIbl METOAOB, OCHOBAHHBIX:

Ha MHCMOJb30BAHMM CHEUUATIbHBIX CBOMCTB KOMIIBIOTEPHBIX (POpMaTOB
XpaHEHMS U Mepejauu TaHHbIX;

Ha M30BITOYHOCTH ayaAuO-, BHU3YAJIbHOW WJIM TEKCTOBOM MH(pOpMaLUU C
MO3ULIUU NTCUXOPU3UOJIOTUYECKUX OCOOEHHOCTEN BOCTIPUATHSI YETOBEKA.

Knaccudukaimsi MeTomoB KOMIBIOTEPHOW cTeraHorpaduu mpuBeneHa Ha
pucyHke 15. x cpaBHHUTENbHAs XapaKTEepUCTHUKA ITpHUBeieHa B Tabmuiie 4.
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Haubonbiiee pa3BuTue U NPUMEHEHUE B HACTOSIIEE BPEMS HAXOIAT METOJbI
COKpBITUS HH(POpMalMU B rpadUyecKUX CTErOKOHTEWHepax. ITO 0O0YyCIOBIECHO
CPaBHUTENBHO OOJIBIIMM 00BEMOM HH(OpPMALMU, KOTOPHIH MOKHO Pa3MeCTUTh B
TaKMX KOHTEHHepax 0e3 3aMETHOI'0 UCKaKEHUSI U300paKEHU S, HATMYUEM alpUOPHBIX
CBEJICHUII O pa3Mmepax KOHTEWHEpa, CYIIECTBOBAHMEM B OOJIBIIMHCTBE PEATbHBIX
M300paXEHU TEKCTYpPHBIX 00JacTeld, UMEIOLUX LIYMOBYIO CTPYKTYpPY U XOpPOIIO
NOAXOASAIIMX JJIA BCTpaWBaHWs HMHGPOPMALMHM, TPOPAOOTAHHOCTHIO METOOB
nudpoBoil 00pabOTKM u300pakeHHd M LUGPOBBIX (OPMATOB NPENCTABICHUS
n3o0paxeHuil. B HacTosiee BpeMs CylecTBYeT UEN bl Pl KaK KOMMEPUYECKHX, TaK
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COKPBITHS B COKPBITHSI HA HCTIONB30BAHUS MATPHIL
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ITo Tuny monynsuuu
[To mpueMy COKpBITHS ITo meTonmy cxatus
MeTopl Mertompt
Mertonpl COKPBITHSI C COKPBITHSI,
COKpBITHS B HCITO/IE30BAHIEM OCHOBaHHBIC Ha
HaUMEHBIIINX ———T BEHBIICT-
3HavaIuX 6urax Moy peoGpasoBaHIH
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Pucynok 15. Knaccudukanus MeTofoB creranorpaduueckoro npeodpazoanust uapopmaruu (CITIN)
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Tabanma 4

CpaBHHTENbHAS XapaKTEPUCTUKA CTEraHOTpauUECKUX METOI0B

npeobpa3oBanus nHMoOpMau

Crerano KparTkas HenocraTtkn [IpeumymecTn
rpadu- yeckui XapaKTepHUCTHKA MeToAa a
MeTox
MeToabl COKpBITHA HH(DOpMAIKH B Ay JHOKOHTEHHEpax

Meron OcHOBaH Ha  3aIllCH Hesbicokast CKPBITHOCTh HocrarouHo
COKPBITHS B | cooOmmeHus nepegayn COOOIIEHUS. Huskas | Beicokas €MKOCTh
HAUMEHBIINX B HauWMEHBIIME 3HAYaIiue OWTHI | yCTOMYMBOCTH KOHTeHHepa
3HavalMx OuTax ucxonHoro curHama. B kauectBe | k uckaxeHusMm. HMcmonw3yercs Tombpko | (mo 25 %)

KOHTEHHepa HCIHONb3yeTcs, Kak | I OTIpEIETIEHHBIX dopmaros
MIpaBUJIO, HECIKATBIN ayJMOCUTHA ayno-(pannos

Merton OCHOBaH Ha TIeHepaluu Huskuit K03 GuIHEeHT CpaBHUTEIIEHO
COKPBITHS Ha | TICeBIOCIy-4aifHOrO nryMa, | MCHOJIb30BaHHMS KOHTeHHepa. | BBICOKas CKPBITHOCTh
OCHOBE SIBIIAIOIIETOCS ¢byHkuuel | 3HauMTEIbHBIE BBIYHCITUTENbHBIE | COOOIIEHUS
pacrpesienieHus Mo | BHEAPSIEMOTo cooOmLeHus, U | 3aTpaThl
CIIEKTpPY MOMEIINBAHIH TOTy4EHHOTO

ryma K OCHOBHOMY
CHTHAITy-KOHTEHHEpPY B KadecTBe
alJUTUBHON COCTaBJIAIOIIECH.
Kommposanme noTokoB uH(OpMAIIH
MyTeM pacCesHHs KOIMPOBAHHBIX
JTAHHBIX TI0 CHEKTPY JacTOT

Merton OcHoBaH Ha Huzkwmit ko3 urmeHT CpaBHHUTEIBEHO
COKPBITHUS Ha | MCHONB30BaHUN B Ka4ecTBE | WCIIOIb30BaHUS KOHTEHHepa. | BBICOKAst CKPBITHOCTh
OCHOBE IIyMOIIOJOOHOTO CHTHajla caMoro | 3HauWTeNlbHEIE BBIYHCIIUTEIBHBIE | COOOIICHUS
HCTIONb30BAHUS ayIMOCUTHANA, 3aJepXKaH-HOTO Ha | 3aTpaTsl
9XO0-CHTHAIa pa3NuYHbIE TEPHOABl BPEMEHH B

3aBUCUMOCTH  OT  BHEAPSIEMOTO
cOO0O0IEeHNS («TO03BOHOYHOTO 3Xa»)

Merton OcHoBan  Ha  (akre Maursrit ko3 uIreHT Ob6namaet
COKPBITHUS HEUYBCTBUTENIb-HOCTH yXa | UCIIOIb30BaHUS KOHTEHHEepa 3HAYUTENHHO Goiee
B (haze curHama geNoBeKa K abcomoT-HOMY BBICOKOH  CKPBITHOCTBIO,

3HAUCHUIO tassl TapMOHUK. 9eM METOIBI COKPBITHS B

Aynno-curHan — paz0OmBaeTcs  Ha
MOCJICIOBATENFHOCTh  CETMEHTOB,
COOOIIEeHNEe BCTPAMBACTCS IIyTEM
MoJu(UKAIIH

¢da3sl  mepBoro

CErMcHTa

H3b

MeTtonant COKPBITHUSL I/IHCbOpMaIII/II/I B TCKCTOBBIX KOHTeﬁHean

Meton
COKPBITHUS Ha

OCHOBE Ipo0eoB

OcHOBaH Ha  BCTaBKe

npo0OesIoB B KOHILE CTPOYEK, MOCIe
3HAaKOB

MPeNUHAHUS, MEXITY

MeTtoast YYBCTBUTCIIbHBI K

HepeHocy TeKCTa U3 OJHOro (opmara

B JIPYTOH.

Bosmoxna

noTeps

Hocratouno
Oonpiias MPOITyCKHAs

CIIOCOOHOCTH




Crerano Kparkas HenocraTku [peumymects
rpagu- yeckui XapaKTepHCTHKA METoa a
MeTox
CIOBaMH  IIPU  BBIPaBHHUBAHUM | COOOIIEHUs. HeBbIcOKas CKPBHITHOCTD
JUIUHBI CTPOK
Merton OcHOBaH Ha TOM, dTO OdeHbp HU3Kas IPOIyCKHAS CymecTByeT
COKPBITHUS Ha | TpaBWIa IYHKTYalUH MOOIyCKAIOT | CIIOCOOHOCTB. CIIOKHOCTD | TOTEHIUATbHAS
OCHOBE HEOJHO3HAYHOCTH IIpU | JIETeKTHPOBAHMS COOOIICHHUS BO3MOXKHOCTb 110JI00paTh
CHUHTaKCUYECKUX paccTaHOBKE 3HAKOB IIPECIIUHAHUS TaKou METOx, npu
ocobeHHocTel KOTOPOM  IOTpebyroTcs
TEKCTa BECbMa CJI0>KHBIE
MIpoLEeypbl JUIs
PacKpBITHSI COOOIICHUS
Merton OcHOBaH Ha  BCTaBKE CIOoXXeH NPHUMEHUTENFHO K OnnH u3
COKPBITHS Ha | MHGOPMAIMU B TEKCT IIPH IIOMOIIH | PYCCKOMY SI3BIKY B CBSI3M C OOJIBIINM | Hamboiiee
OCHOBE 4epeZoBaHus CIOB U3 KaKOH-TMOO | pasHOOOpa3sHeM OTTEHKOB B PAa3HBIX | NEPCIIEKTHBHBIX METOJOB.
CHHOHHUMOB IpyMNIBl CHHOHUMOB CHHOHMMAaxX OO6nagaer CpaBHHUTEIHHO
BBICOKOW  CKPBITHOCTBIO
coo0uieHus
Merton OcHOBaH Ha MacKHpPOBKE Hessicokast MIPOITyCKHAs Becbma mpocT B
COKPBITHS Ha | ”HQOPMAIIMOHHEIX ~ OMTOB  MHOX | CIIOCOOHOCTB. BBICTpO BCKpBIBaeTCS | MPUMEHEHHH.  Brvlcokas
OCHOBE €CTECTBCHHBIC ONIMOKM, OIEYATKH, | HMPHU CTATHCTHYECCKOM aHAIU3E. CKPBITHOCTb IIPU AHAJIU3E
KCIOJb30BaHUs HapylICHUs IpaBUI HaIHUCaHUA YEJI0BEKOM
omuboK COUCTAHUM IJIACHBIX M COIJIACHBIX,
3aMeHe KUPHJUIULIBL Ha
AQHAJIOTUYHbIE IO BHEIIHEMY BHIY
JIaTUHCKKE OYKBBI U Ap.
Merton OcHOBaH Ha TreHepaluu Hesricokas IIPOITy CKHAast CKpBITHOCTB
COKPBITHS Ha | TEKCTOBOIO KOHTeliHepa C | CIOCOOHOCTS. BeccMblIcneHHOCTD | ompenenseTcs MeToJaMU

OCHOBE€ T'€HEpalun

UCIIOJIb30BaAaHUEM Ha60pa paBuI

CO3ZIaHHOI'O TCKCTa

muppoBaHus M,  Kak

KBa3UTEKCTa MOCTPOCHUS TIPEAJIOKEHHUI. MIPaBHJIO, BECbMa BBICOKA
Hcnonssyercst CHUMMeTpUYHAs
KpunTorpagus
Oxkonuanue Tadaunel 4
Crerano Kparkas HepnocraTku Hpeumymects
rpagu- yeckui XapaKTepHCTHKA METO1a a
MeTox
Merton OcHOBaH Ha  BCTaBKe Jlerko  BbIABISIETCS NP Bericokuit
COKPBITHS Ha | MHGOpPMAIMU 3a CYeT W3MEHEHHs | MpeoOpa3oBaHHUU Macmraba | koaddunneHT
OCHOBE Tuma mpudra U pasMepa OykB, a | JOKyMEHTa, TPH CTaTHCTHYECKOM | MCHOJB30BAaHHS
UCIIOJIb30BaHUS TaKxe Ha BO3MOJKHOCTH | CTEroaHain3e KOHTelHepa
ocobeHHoCTei BCTpauBaHUs HHPOPMALMH B OJIOKH
mpudTa C HEW3BECTHBIMH sl Opay3sepa
ueHTUUKaTOpaMu
Meton OcHOBaH Ha pa3MelIeHHN Hwuskast ckpbITHOCTE TpH Ipocr B
COKPBITHS Ha | uHpOpMaIN B | M3BEeCTHOM (opmarte daitia MIPUMEHEHUH




OCHOBC
HCIIOJIb30BaHUs

KO/a JIOKyMEHTa U

3ape3epBHPOBAHHBIX u
HEHCIIOJIb3YEMbIX HOJIAX

MEPEMEHHO [UIMHBI

¢aiina

Merton OCHOBaH Ha H3MEHEHUH Huskas MIPOILyCKHast IIpoct B
COKPBITHS Ha | 3Ha4eHuil cioB CIIOCOOHOCTB. V3Kk0 | NpUMEHEHUN
OCHOBE CHeLUaIN3UPOBAH. Huskas
UCIIOJIb30BAHUS CKPBITHOCTh
KaproHa

Merton OcHOBaH Ha TreHepaluu Ci0o’XHOCTh  (hOPMHUPOBAHUS Hocrarouno
COKPBITHS Ha | TeKCTa —KOHTelHepa C | KOHTeHHepa M COOOUIeHHS BBICOKAsI CKPBITHOCTh IIPU
OCHOBE (dopmupoBaHneM CJIOB aHaJM3€e YeJI0BEKOM
UCIIOJIb30BAHUS OnpeieNeHHOH JUTAHBI 1o
yepe10BaHUs H3BECTHOMY NPAaBUITy KOJUPOBaHUS

JUIWHBI CJIOB

Merton OcHOBaH Ha BHEJIPEHHUHU CI0XKHOCTb COCTaBJICHHUS Haet Oomburyio
COKPBITHS Ha | cooOmeHus B INepBble OyKBBI CIIOB | cooOmieHws. Hwu3kas — CKpBITHOCTH | cBOOOmY BBIOOpA
OCHOBE TEKCTa C IT0J00POM CJIOB COOOIIEeHNS orepaTopy,
HCTIONb30BaHUS MIPUTy MBIBAIOLIIEMY
HepBbIX OYKB cooOIeHne

MeTozp!l COKPHITHS HHYOPMAIUY B TpaIIeCKUX KOHTEHHepax

Meton OcHOBaH Ha  3amuCH Hesbicokas CKPBITHOCTD JocratouHo
COKPBITHUS B | cooOmeHuns B HAaWMEHBINHWE | Tepemadn COOOIIEHUS. Huskas | Beicokas €MKOCTh
HaMMEHBIINX 3HavaIme OUTHI HCXOIHOTO | YCTOWYMBOCTH K UCKAKEHHIM KOHTeHHepa
3HaYammx OuTax N300paKeHUS (o 25 %)

Merton OcCHOBaH Ha pPEIyKUUH [Mpumensercs CpaBHUTEIEHO
COKPBITHS Ha | (3aMEHe) LBETOBOM MaJUTPhl M | NMPEUMYLIECTBEHHO K CKaTbIM | BBICOKAst €MKOCTh
OCHOBE YHOPSI0YMBaHUT L[BETOB B | U300paKEHUSIM. Hesbicokast | KoHTelHepa
MouduKanum MHUKCEINSX C COCEHUMH HOMEpaMu CKPBITHOCTH MEpeIadn COOOIIEHHS
HHJIEKCHOTO
¢dopmara
TIPEACTaBICHHS

Merton OcCHOBaH Ha IIOHUCKE C CI0XHOCTB pPacyeToB YcroitunBocTh
COKPBITHS Ha | TIpUMEHEHHEM K OOJIBIIUHCTBY
OCHOBE aBTOKOPPEIALIMOHHON dyHKIHMH HEJMHENHBIX
HCTIOJIb30BaHHMS obmacTeid, conep)KaluX CXOIHBIC npeoOpa3oBaHUit
aBTOKOPPEIAIMOH- | JaHHbIE KOHTeHHepa
HOH (YHKIUH

Meton OCHOBaH Ha MOJIYJALUH Huskas TOYHOCTb JocraTtouHo
COKPBITHS Ha | TICEBJIOCITyYaitHOTO CUrHanma | AerekTupoBaHus. MckaxeHuns BBICOKast CKPBITHOCTh
OCHOBE CHTHAJIOM, CoJiepIKaIIUM COOOILEHUS
HCTIONB30BAHUS CKpPBIBaeMy10 HH(POPMANUIO
HEJIMHEHHON
MOy SN
BCTPaMBaEMOTO

COOOIIEHUS




MeTton OcCHOBaH Ha MOIYJISLUU Huskas TOYHOCTh JocTtaTouno
COKPBITHS Ha | MCEBIOCTYYaliHOTO CUrHajga | JeTeKTUpoBaHus. MckaxeHus BBICOKast CKPBITHOCTh
OCHOBE OUIIONISIPHBIM CHTHAJIOM, COOOIIEHHUS
HCITI0JIb30BaHUs coJlepXKaLIiM CKPBIBACMYIO
3HaKOBOH HHPOPMAIUIO
MOy JISIAN
BCTPanBacMoro
COOOIIEHUS

Merton OcHOBaH Ha CI0XHOCTB PacyeToB Bricokas
COKPBITHUS Ha | 0COOCHHOCTSX CKPBITHOCTB

OCHOBE BeliBIeT-npeoOpa3oBaHuil
BeliBIeT-1IpeoOpas

OBaHUA

Merton OcHoBaH Ha CI0KHOCTb pPacyeToB Bericokas

COKPBITUA Ha | OCOOEHHOCTSX JUCKPETHOT'O CKPBITHOCTH

OCHOBE KOCHHYCHOT'O peoOpa3oBaHus
UCIOJIb30BAHUS
JMCKPETHOTO

KOCHHYCHOTO

npeoOpa3oBaHus

U OECIUIATHBIX MPOTPAMMHBIX MPOAYKTOB, JTOCTYMHBIX OOBIYHOMY IOJB30BATEIIO,
peaNn3yoUMX U3BECTHBIE CTeraHorpauyeckue MeToabl COKpbITUs uHpopmaruu. lpu
3TOM MPEUMYIIECTBEHHO HCIOIb3YIOTCS rpaueCcKUe U ayIM0-KOHTEHHEPHI.

B HeTpaauIMOHHBIX HHPOPMALMOHHBIX KaHaJlaX, OCHOBAaHHBIX HA MAHUMYJISLUN

paznuuHbIX XapaktepucTuk pecypcoB UCII/IH, ucnonb3yroTcst aid nepegayu JTaHHBIX
HEKOTOpPBIE paszeisieMble pecypcbl. [Ipu 3TOM B KaHanax, UCHOJB3YIOIIMX BPEMEHHbIE
XapaKTEPUCTUKH, OCYIIECTBIAETCS MOIYJSALMUS [0 BPEMEHHU 3aHATOCTH PA3JEISIEMOrO
pecypca (HampuMmep, MOAYJIUPYS BpeMsi 3aHATOCTH IPoIleccopa, MPUIOKEHUS MOTYT
OOMEHMBATHCS JAaHHBIMH ).

B kaHasax mamsaTH pecypc HCHOJB3YeTCS KaK NPOMEXYTOUYHBIH Oydep
(Hanpumep, MPUIOKEHUS MOTYT OOMEHHBATBhCS IJAHHBIMM IYyTEM NOMEIIEHUS HX B
MMEHa co3/laBaeMbix (haioB W aupektopuil). B kanamax 06a3 JaHHBIX W 3HAHUN
UCIIOJIB3YIOT 3aBUCUMOCTH MEXIy AaHHBIMHM, BOSHUKAIOIIMMH B PEJIALMOHHBIX 0a3zax
IAHHBIX U 3HAHUM.

Herpanunuonssie nH(OpMalMOHHbIE KaHAJIbI MOTYT OBITh C(OPMHUPOBAHbBI Ha
pa3nuuHbIX ypoBHAX QyHkunoHupoBanus UCI/Ix:

Ha aIapaTHOM YPOBHE;

Ha YPOBHE MUKPOKOJOB U IPaiBEPOB YCTPOMCTB;

Ha ypOBHE ONEPALIMOHHON CUCTEMBI,

Ha YpOBHE MPHUKIAJHOTO MPOTPaMMHOI0 00€CTIeUeHNUS;

Ha ypOBHE (DYHKIIMOHUPOBAaHUS KaHAJIOB M€peAavyy JaHHBIX U JMHUHI CBS3H.



OTH KaHaibl MOTYT MCIOJIB30BATHCS KAK JJIsl CKPBITOM Mepeaadyd CKOMMPOBaHHON
uH(pOpMaLnH, TaK U JUIsl CKPBITHOM IIepeaud KOMaH/

Ha BBINOJHEHNUE IECTPYKTUBHBIX JIEVCTBUM, 3aI1yCKA MPUIJIOKEHUN U T.II.

JUis  peanu3auuy  KaHajoB, KakK IpaBUJIO, HEOOXOAMMO BHEAPUTH B
aBTOMATU3WPOBAHHYKD CHUCTEMY HPOrpaMMHYK0 WM  I[POrpaMMHO-aNIapaTHYIo
3aKJIaJIKy, 00eCcIeunBaloly0 (POPMUPOBAHNE HETPAIUIIMOHHOTO KaHaa.

HerpanuumonHblii HHQOPMALIMOHHBIA KaHal MOXKET CYLIECTBOBATH B CHCTEME
HETIPEPBIBHO WJIM aKTUBHU3UPOBATHCS OJHOPA30BO WIM MO 3aJaHHBIM yCiaoBusAM. lIpu
HTOM BO3MOXKHO CYyIIECTBOBaHUE 00paTHOM cBsi3u ¢ cyobektom HCJI.

5.7. O61masi XapaKTepUCTHKA Pe3yJIbTATOB HECAHKIIHOHUPOBAHHOTI 0
WM CJIYYalHOr0 X0CTYNA

Peanuzanus yrpo3 HCJI x uHpopManum MoKeT IPUBOJUTH K CIETYIOIIUM BHIaM
HapylLIeHUsl €€ OE30MaCHOCTH

HAPYILLICHUIO KOH(PUACHIIUATILHOCTH (komupoBaHuUe, HEPaBOMEPHOE
pacnpocTpaHEHue);

HapYILIEHUIO 1IEJIOCTHOCTH (YHUYTOXXKEHUE, U3MEHEHUE);

HapYIIEHUIO IOCTYIMHOCTHU (OJIOKUPOBAHUE).

Hapymenue KoHQUIEHIMATbHOCTH MOXKET ObITh OCYILIECTBICHO B CIy4ae YTEUKU
uH(popManuu:

KOIIMPOBAHUS €€ Ha OTUY>KJ1a€Mble HOCUTENIN UH(POpPMaLIHH;

nepeaydr ee Mo KaHajaaM nepeiay TaHHbIX;

U IPOCMOTPE MIJIM KOMTMPOBAHUU €€ B XO/I€ PEMOHTA, MOAU(PUKALIUN
Y yTUIM3AlMU NPOrpaMMHO-aNapaTHIX CPEJICTB;

pHu «cOOpKe Mycopa» HapylureneMm B npouecce skcmuryatanuu UCIT/IH.

Hapymenue nenoctHocTH MH(OpPMaLUU OCYLIECTBIIETCSA 332 CUET BO3JAEHUCTBUSA
(Mogudukanuu) Ha TPOrpaMMbl U JaHHBIE MOJIb30BATENS, a TAK)KE TEXHOJIOTHYECKYIO
(cucteMHy10) HH(GOPMAIIHUIO, BKIFOYAIOIIYIO:

MUKPOIIPOrpaMMBbI, JaHHBIE U ApaiBepa YCTPOUCTB BBIYMCIUTEIBHON CUCTEMBI;

IpOrpaMMbl, JaHHbIE U JpaiiBepa yCTPOMCTB, O0OECIEYMBAIOUINX 3arpy3Ky

OIEPAIIMOHHON CUCTEMBI;

IPOrpaMMbl U JaHHbIE (JIECKPUIITOPBI, ONTUCATENH, CTPYKTYPbI, TAOJINLIBI
U T.J1.) OTIEPAaLlMOHHON CUCTEMBI;

IPOrpaMMbl U JaHHBIE TIPUKIIATHOTO IPOrPAMMHOI0 00ECIeUeHUS;

IPOrpaMMBbl U JaHHbIE CIIELUATIBHOTO IPOTrPAMMHOI0 00ECIICUEHNUS;

IIPOMEKYTOUHBIE (ONEPAaTUBHBIE) 3HAUEHUS POIPAMM U JTAHHBIX B MPOIECCE UX
o0pa®oTku (4TeHus/3amMcH, IpHeMa/lepeaadn) CpelcTBaMd U yCTpOMCTBaMH
BBIYHMCIIUTEIbHON TEXHHUKHU.

Hapymenne nenocraoctu undopmaruu B UCIIJIH MoxeT Takke ObITh BHI3BAHO
BHEJIPEHUEM B HEE BPEJOHOCHOM MpOrpaMMbl IPOrpaMMHO-ANMNAaPaTHON 3aKIIaJIKU WA
BO3/ICHICTBUEM HA CUCTEMY 3aIIUTHI HH()OPMALIUN UIIH €€ HIIEMEHTHI.

Kpome 3toro, B UCII/IH BO3MOKHO BO3JECICTBUE HA TEXHOJOTHUYECKYIO CETEBYIO
MH(OpMaIMIO, KOTOpas MOKET oO0ecrieunBaTh PYHKIMOHUPOBAHUE PA3IIUYHBIX CPEJICTB
YIPABJICHHS BBIUUCIUTEIBHON CETHIO:



KoH(purypamuei ceru;

aJipecaMy U MapUIpyTU3alMeN nepeauu JaHHbIX B CETH;

(GYHKIIMOHATBLHBIM KOHTPOJIEM CETH;

0e30macHOCThIO HH(OPMAITH B CETH.

Hapymenue noctynHoctu nHpopManuu odbecriedyuBaercs myteM (GpopMupoBaHus
(MomudukanuM) WCXOMHBIX  JIAaHHBIX, KOTOpPhIE TMpU O0O0pabOTKE  BBI3BIBAIOT
HeIpaBUIibHOE (DPYHKIIMOHMPOBAHUE, OTKAa3bl ammaparypbl WM 3axBaT (3arpysKy)
BBIYHCIIUTEIFHBIX PECYPCOB CHCTEMBI, KOTOpPBhIE HEOOXOMWMBI JJISi BBIMOJTHEHUS
porpamMm U paOOoThI armapaTyphbl.

VYkazaHHbIE JCHCTBUS MOTYT TPUBECTH K HAPYIICHHIO WU  OTKazy
GyHKIMOHUPOBAHUS TPAKTUYECKU JFOOBIX TexHuueckux cpeacts UCII/IH:

cpencTB 00padoTKK MHPOpMALUK;

CpeICTB BBOAA/BBIBOAA UH(OpMALINH;

CpEIICTB XpaHEeHUs HH(pOpMaIUK;

anmapaTypbl 1 KaHaJIOB Mepeaayn;

CPEIICTB 3alUThI HH(DOpMAIUH.



6. TUTIOBBIE MO/IEJIA YTPO3 BE30TTACHOCTH MTEPCOHAJIBHBIX IAHHBIX,
OBPABATBHIBAEMBIX B UHOOPMAIIMOHHBIX CUCTEMAX ITEPCOHAJILHBIX
JIAHHBIX

B 3aBucumoctu oT uened u cojaepxkanus oopadotrku I[IJ[H omeparop Moxker
ocyiecTBisTh 00padoTky [1JIn B UCII[IH pa3iuyHbIX TUMIOB.

I[To  crpykrype  uHbOpPMALUOHHBIE  CHCTEMbI  MOAPA3JENAIOTCS  Ha
ABTOMATU3UPOBAHHBIE pPa0OYHMEe MecTa, JIOKaJTbHbIE HWH(GOPMAIIMOHHBIE CUCTEMBI H
pacrpeieeHHbIe UHPOPMAIIMOHHBIE CUCTEMBI.

[To HanMUuUIO MOJKIIOUEHUN K CETSIM CBSI3U OOLIEro MOJb30BaHUA U (WIH) CETSIM
MEXIYHApOMHOTO  WH(MOpPMAIIMOHHOTO  OOMeHa  WMH()OPMAIMOHHBIE  CHUCTEMBI
NOAPA3IAEIAIOTCS HAa CHUCTEMbl, UMEIOIINE MOAKIIOYEHHUS, U CUCTEMbI, HE HMEIOLIUE
MMOIKJIFOUECHUM.

[To pexumy 00paOOTKM MEPCOHATBHBIX JTaHHBIX B MH(GOPMAIIMOHHON CHCTEME
uH()OpPMAITMOHHBIE  CHCTEMBl  MOJPA3JCISIIOTCS HAa  OJHOIOJIB30BATEIIbCKUE U
MHOT'OTI0JIb30BaTEIbCKHUE.

[To pasrpanunyeHuto mnpaB J0CTyIa MoJb30BaTelied WH()OPMAIMOHHBIE CHUCTEMBbI
MOJIPA3NIETSAIOTCST HA CUCTEMbl 0€3 pa3rpaHUYEeHHUs] MpaB JIOCTYNMa M CHUCTEMBI C
pa3rpaHUYECHUEM IPaB JOCTYMA.

NudopManiioHHble CHUCTEMbl B 3aBUCUMOCTHM OT MECTOHAaXOXIEHUSA UX
TEXHUYECKUX CPEICTB NOAPA3AEISIIOTCS HAa CHUCTEMBI, BCE TEXHUYECKUE CPEACTBA
KOTOPBIX HaxonsATcs B mnpenenax Poccuiickoit denepannu, U CUCTEMbI, TEXHUYECKUE
CpPEACTBAa KOTOPBIX YAaCTHUYHO WJIM LEIUKOM HaxoAsTca 3a mpeaenamu Poccuiickoi
Qenepanum.

B 3aBucuMocCTH OT TEXHOJIOTH, COCTaBa M XapaKTEPUCTUK TEXHUUECKUX CPEACTB
NCII[H, a takxke omacHocTH peanu3zauuud YDBII/IH u HacTymieHus MOCIEACTBUN B
pe3yJibTaTe HECAHKIMOHUPOBAHHOIO WJIM CIIYYahHOTO JIOCTylla MOYKHO BBIJICITUT
cnenytromue turbl UCITIH:

aBTOMATH3UPOBAHHBIE pabouMe MecTa, HE HMEIOIIME MOJKIIOYEHUE K CEeTSIM
CBSI3U OOIIEr0 TMOJIb30BaHUS U (MJIM) CETSAM MEXAYHApPOJHOTO0 HH(OPMAIMOHHOTO
oOMeHa;

aBTOMATU3UPOBAHHBIE paboure MeCTa, UMEIOIINE MOAKIIOYCHUE K CETSM CBS3HU
001I1ero MoIb30BaHUA U (WIIH) CETAM MEXIYHAPOIHOTO0 HH(POPMAITMOHHOTO 0OMEHA;

nokanbHple MCIIJIH, He uMEMImME NOAKIIOYEHHE K CETSIM CBSI3M OOIIEro
MOJIb30BaHUSA U (WJIH) CETAM MEXIYHAPOAHOTO HH(POPMAIIMOHHOTO 0OMEHA;

nokanbHele  WCIIJIH, uMeronue NOAKIIOUYEHHE K CETSAM CBS3M  OOIIEro
M0JIb30BAHUS U (MJIM) CETSIM MEXIYHAPOTHOT0 HH(POPMAIIMOHHOTO 0OMEHA;

pacnpenenennbie UCII/IH, He uMmeroue MOIKIIOYEHHE K CETSIM CBSI3H OOIIETro
MOJIb30BAHUS U (MJIN) CETSM MEXIYHAPOIHOT0 HH(POPMAIIMOHHOTO 0OMEHA;

pacnpenenennbie MCII/IH, umeronue MOIKIIOUEHHE K CETSAM CBSI3U OOIIEro
MOJIb30BaHUS U (MJIM) CETSAM MEXIYHAPOAHOr0 HH(POPMAIIMOHHOTO OOMEHA.

[IpumenuTensHo K ocHOBHBIM Turam MCIIJIH cocTaBisitoTcsl TUMIOBBIE MOJENN
yrpo3 ©6e3onacHoctu [I/IH, xapakTepusyiolue HACTYIJIEHUE PA3JIMYHbIX BHJIOB
MOCJICACTBUNA B pe3yJibTaTe HECAHKIMOHUPOBAHHOIO WJIM CIy4allHOTO JO0CTyNa H
peanusaunu Y bIT/IH.



YactHele mMojenu yrpo3 6e3zomacHocTd IIJ[H mMpUMEHUTENBHO K KOHKPETHBIM
HUCIIH cocTaBisTcs ornepaTopaMu, 3akazunkamu U pazpaborumkamu MCII[IH Ha
ATarax uX CO3JaHusl ¥ (UJIN) SKCIUTyaTaIuu.

6.1. Tunosasi MojesIb Yrpo3 0€30MaCHOCTH NMEPCOHATBHBIX TaHHBIX,
o0padaTbiBaeMbIX B ABTOMATH3MPOBAHHBIX Pa004HMX MeCTax,

He HMEIOIINX MOJAKJIIYEeHNs K CeTAM CBSI3HM 001Iero moJib30BaHusi
U (MJIM) ceTAM MEXKIYHAPOAHOT0 MH(OPMALIMOHHOI0 00MeHa

[Ipu oGpabotke [1/IH Ha aBTOMAaTU3UPOBAHHOM paboOyeM MecCTe, HE MMEIOIIEM
MOJKIIOYEHHS K CETAM CBSI3U OOILEro MOJb30BAHUS U (WUJIM) CETSIM MEXIYHAPOTHOTO
MH(()OpPMalIMOHHOTO OOMEHA, BO3MOXHA peaTn3alius
cuenyromux Y bIIJIH:

yIpo3 yTeUKH MH(OPMALMH MO0 TEXHUYECKUM KaHaJlaM;

yrpo3 HCJI k I1/1H, o6pabaThiBaeMbIM B aBTOMAaTU3UPOBAHHOM pabodyeM MecTe.

YTpo3sl yTeukn nH(pOpMALINY O TEXHHYECKUM KaHajlaM BKIIIOYArOT B CeOs:

YIpO3bl YTEUKH aKyCTHUECKOM (peueBoid) nHdopmaluu;

yTpO3bl YTEUKU BUJIOBOW MH(OPMALINK;

yIpo3bl yreuku nuHpopmanuu no kanaity [I9MHUH.

Bo3HukHOBEHHE yrpo3 yTEYKM aKyCTHYecKol (pedyeBoi) uHpopManmu,
coJieprKalllelicsli HEMOCPEACTBEHHO B MpOU3HOCMMOM peun mnoisb3oBarens HMCII/H,
BO3MOXHO mpu HanuuueM (pyHkiuit ronocooro BBoja [1JIn B UCIIAx unu QyHkumii
BocnpousBenenus [1/In akycruueckumu cpeactsamu UCITIH.

Peanuzamust yrpo3sl yTeukd BHAOBOM HHGOpMAUMyd BO3MOXKHA 3a CUET
pocMOTpa HHGOPMALIMH C IIOMOIIbIO ONTHYECKUX (ONTHKOAJIEKTPOHHBIX) CPEJICTB
C DKpPAaHOB JHUCIUIEEB M JPYTUX CPEACTB OTOOpPaKEHMsI CPEICTB BBIUYMCIUTEIHLHOU
TEXHUKH, HHQPOPMAIIMOHHO-BBIYUCIUTENBHBIX KOMIUIEKCOB, TEXHHYECKUX CPEICTBA
00paboTku rpaduueckoit, Buaeo- 1 OykBeHHO-IU(PPOBON HHGOPMAIIUH, BXOSIIAX
B coctaB UCII/H.

Yrpo3sl yreuku uHbopmanuu 1o kaHany [IOMHWH Bo3MOXHBI W3-3a HaaU4us
AIIEKTPOMArHUTHBIX HW3Jy4EHHW, B OCHOBHOM, MOHHUTOpAa M CHUCTEMHOIO OJIOKa
KOMIbIOTEpAa. OCHOBHYIO ONACHOCTh MPEACTABISAIOT YIPO3bl YTEUKH W3-3a HAIAYHUS
AJIEKTPOMArHUTHBIX U3JIy4€HUII MOHUTOPA.

Yrpo3sr HCJI B aBToHOMHOM APM cBsi3aHbl C JOEUCTBUSIMM HAapyLIUTENEH,
umeromux gocryn k HMCIIAn, Bkmrouas mnosb3oBarteneit MCIIJIH, peanusyronmx
yrpo3sl HenocpeactseHHo B UCIT/IH. Kpome sToro, ncrounukamu yrpo3z HCJ
K nH@opmanuu B APM MoryTt ObITh anmapaTHbIE 3aKJIAIKA U OTYYKIaeMble HOCUTENN
BPEIOHOCHBIX IMPOrPAMM.

B UCII[n Ha 0a3e aBToHOMHOrO APM BO3MOXHBI BCE€ BHUbI YSI3BUMOCTEU
NCII[JH, 3a HCKIIOUYEHHEM YSA3BUMOCTEH, CBSI3aHHBIX C pealn3alMeil MpPOTOKOJIOB
CETEBOr'0 B3aMMOJACHCTBHS M KaHAJIOB nepenadn qaHHbIX. B Takux MCIIIH BO3MOXKHBL:

yI'PO3bl, pEAUTU3YEMBIE B XO€ 3arpy3KH ONEPALMOHHONW CUCTEMBI
¥ HampaBJiCHHbIE Ha TMepexBaT Napoyiell WU HICHTU(UKATOPOB, MOIAUPUKAIIUIO
0a30Boil cuctembl BBo1a/BbiBoJ1a (BIOS), nepexBar ynpasieHus 3arpy3Koi;



yI'PO3Bbl, peaIN3yEeMbI€ MOCIIE 3arPy3KH ONEPALUOHHON CHCTEMBI
Y HaIpaBJICHHBIE HA BBIIIOJHEHUE HECAHKIIMOHUPOBAHHOTO JIOCTYyIIA
C TNpPUMEHEHMEM  CTaHJapTHBIX  (QYHKUUHA  (YHUUYTOXXEHHE, KOMNHUPOBAaHHUE,
nepemMenieHrue, GpopMatupoBaHue HocuTenell MHOpManuu U T.N.) ONEPaAlMOHHOM
CUCTEMBbl WM KaKOW-IIMOO MPUKIAJHONM MporpaMMmbl (HampuMep, CHCTEMBI
yrpaBiieHus 0a3aMH JaHHBIX), C IPUMEHEHUEM CIIELMAIbHO CO3/IaHHBIX
s BeinosHenuss HC/[ nmporpamm (mporpamm npocMoTpa U MoAu(UKALMU PeecTpa,
MOMCKAa TEKCTOB B TEKCTOBBIX (paiinax u T.I.);

yI'pO3bl BHEIPEHUS BPEIOHOCHBIX MPOTPaAMM.

6.2. Tunosasi Moje/ b Yrpo3 0€30MaCHOCTH MEePCOHATBHBIX TaHHBIX,
oOpadaTbIBaeMbIX B ABTOMATH3HPOBAHHBIX padoynx MecTax,
HMEIOLIUX MOAKIIYEHHE K CeTAM CBA3H 001Iero moJjib30BaHus
U (MJIM) ceTAM MEKIYHAPOAHOr0 MH(OPMALMOHHOI0 00MeHa

[Ipu o6paborke IIJIH Ha aBTOMATU3UPOBAHHOM pabOYEM MeCTe, HMEIOUIEM
MOJKIIIOUEHUSI K CETSAM CBSI3M OOIIETO MOJIb30BaHUS M (WJIM) CETSAM MEXKIyHapOIHOTrO
HH(pOpMAITMOHHOTO 0OMEHa, BO3MOXKHA peanu3aius cieayromux Y bITJIH:

yIPO3bl YTEUKU UHPOPMALIMU 110 TEXHUYECKUM KaHajaMm;

yrpo3bl HC/I x [1/]H, oOpabaTpiBaeMbIM Ha aBTOMaTU3UPOBAHHOM
paboueM  MecTe.

Yrpo3sl yTeukn nHGOPMAIHH 110 TEXHHYECKUM KaHajlaM BKJIFOYAIOT B CeOs:

yTPO3bI YTEUKH aKyCTHUECKOU (peueBoit) nHbopmaIuy;

yIpO3bl YTEUKHU BUO0BOIM MH(pOpMaIINHY;

yIrpo3bl yreuku nHgopmanuu no kasary [I9MIUH.

BosuuknoBenne VYBIIJIHn B paccmarpuBaembix HWMCII[IH mo TeXxHUYECKUM
KaHallaM XapaKTepu3yeTcss TEeMH JK€ YCIOBUAMH U (¢dakTopamu, 4YTO U A
aBTOMATU3HPOBAHHOIO pab0OYero MecTa, He UMEIOIIEro MOJKIIOUEHHUS K CETAM OOIIEro
MOJIb30BaHUs U (MJIU) CETSM MEXKIYHApOIHOTO HHPOPMAIIMOHHOTO OOMEHa.

VYrposet HCJI B HMCIIIH cBA3aHbl C ACHUCTBUSAMHU HApPYLIUTENEH, UMEIOIIHNX
nocrtyn k HWCII[AH, Bkmtouas mnonb3oBatene MCII[IH, peanu3yrommx yrpo3bl
HenocpeacreeHHo B MCII/H, a Takxke HapylmuTeled, HE HMMEIOMMUX J0CTyla K
NCIIH, peanu3yronmx yrpo3bl U3 BHEIIHUX CETe CBS3M OOIEro MoJIb30BaHUSA U
(unn) ceTelt MeXITYHapPOIHOTO HH(DOPMAITMOHHOTO OOMEHA.

VYrpo3et HCJI B UCII/IH, cBsA3aHHbBIE C NEUCTBUAMM HApYyIIUTENEH, UMEIOIINX
noctyn kK UCIIJIH, aHaIOTUYHBI TEM, KOTOPbIE UMEIOT MECTO JJis OoTAeabHOro APM,
HE MOJIKITIOYEHHOTO K CETSIM CBSI3H OOIIETO MOJIb30BaHUs. YTPO3bI
U3 BHEIIHUX CETEH BKIIIOYAIOT B ceOsl:

yIpO3bl «AHaNMM3a ceTeBoro Tpadukay ¢ mepexBaToM Mepe1aBaeMOl BO BHEIITHHE
CeTU U MPUHUMAEMOU U3 BHEUTHUX ceTel nHpOopMaIuu;

yrpo3bl CKaHMPOBAHHWS, HAIMPABICHHBIE HA BBISBICHUE THUMA ONEPALIMOHHOM
cuctemMbl APM, OTKPBITBIX TTIOPTOB U CITY>KO, OTKPBITHIX COSAMHEHUN U JIP.;

yIPO3bI BBIABJICHUS NAPOJIEH;

yrpo3bl nonyuenus HCJI mytem nmoamMeHsl TOBEPEHHOTO O0BEKTA;



yrpo3bl Thna «OTKa3 B 00CIyKHUBAaHUNY;
YIPO3bl YAAJIEHHOTO 3ayCKa MPUII0KEHUH;
yYIpO3bl BHEAPEHUS IO CETU BPEIOHOCHBIX MPOrPAMM.

6.3. TUIIOBAA MOJZEJIb YT'PO3 BEE3OITACHOCTH ITEPCOHAJIbHBIX JAHHBIX,
OBPABATBIBAEMbIX B JIOKAJIbHBIX UHOOPMAIUMOHHBIX CUCTEMAX
[IEPCOHAJIbHBIX JAHHbIX, HE UMEIOIIUX I[TOAK/IIOYEHWUA K CETAM CBA3U
OBIIEIO [10JIb30BAHUA U (MUJIN) CETAM MEXAYHAPOZHOTO
MHOOPMALIMOHHOI'O OGMEHA

[Tpu o6padotke 11/11 B nokanbubix UCII/IH, HE nMerolye NoAKII0UEHUS
K CeTsM CBS3M OOIIer0 TOJb30BaHUS U (WJIM) CeTSIM  MEXIYHapOJHOTO
nH(OpMaIMOHHOTO OOMEHa, BO3MOXKHA peanu3anus cienyronux Y bI1J[x:
yTPO3bl YTeUKHU UHPOPMAIIUU 110 TEXHUYECKUM KaHaJaMm;
yrpo3bl HC/I x [1/]H, oOpabaTbhiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM
paboueM  mecTe.
VYrpo3sl yTeduku HHGOpMAILIMK 110 TEXHUYECKUM KaHajlaM BKIIFOYAIOT B ceOsl:
yIpO3bl YTEUKH aKyCTUUECKOU (peueBoit) nHpopmalium;
yIpO3bl YTEYKHU BU0BOM MH(pOpMaIINHY;
yrpo3bl yreuku nH@opmanuu no kanary [I9MIUH.

BosnuknoBenne VYDBIIJIH B paccmarpuBaembix HMCII[IH no TexHHMYeCKHM
KaHaJlaM XapaKTEepU3yeTCs TEMH K€ YCIOBUSIMH U (DaKTOpaMu, 4TO W JIJISl JTOKAJIBHBIX
NUCIIH, HE MMEIoMUX MOJAKIIOUYEHHUS] K CETSIM CBSA3M OOIIEro Mojb30BaHUs U (WJIK)
CETSIM MEXIYHAPOTHOT0 HHPOPMAITMOHHOTO OOMEHA.

VYrpo3st HCJ B nokaneubix MCII/IH cBsi3aHBl C JIEUCTBUSIMH HApPYILIUTENEH,
umeronux goctyn k WCIIn, Bxirowas mnons3oBareneit MCIIAH, peanusyrommx
yrpo3bl HenocpeactseHHo B UCIT/IH.

Yrpo3st HCJl B UCII/IH, CBSI3aHHBIE C ACHUCTBUSAMHM HAPYLIUTENEH, UMEIOIINX
noctyn Kk UCIIJIH, aHaIOTUYHBI T€M, KOTOpPbIE UMEIOT MECTO JJisd OoTAeabHOro APM,
HE MOJKJIIOYEHHOT0 K CETAM CBA3U oO0uiero mnosb3oBaHus. Kpome Toro, B Takoi
NCIIIH MOTYT UMETh MECTO:

yrpo3bl «AHanmu3a ceTeBoro Tpaduka» ¢ MEpPexXBaTOM IEpelaBaeMoOi IO CETH
uHpopmanuu;

YI'PO3bl BBISIBJICHUS TAPOJIEH;

YIpO3bl YAAJIEHHOTO 3aIlyCKa MPUII0KEHUM;

YI'pO3bl BHEAPEHUS 110 CETU BPEIOHOCHBIX IPOIPAMM.

6.4. Tunosasi MojesIb Yrpo3 0€30MaCHOCTH MEPCOHATBHBIX TaHHBIX
o0padaTbIBaeMbIX B JIOKAJIbHBIX HHPOPMALMOHHBIX CHCTEMAX
MEePCOHAJIBHBIX JAHHBIX, HMEIOIIHMX NOAKIIOYEHHE K CETAM CBA3H 0011ero
N0JIb30BAHMA U (MJIM) CETAM MEKIYHAPOIHOr0 HHGOPMALMOHHOI0 00MeHa

ITpu obpadotke I1[n B nokansHbix MCII/IH, nMerOmuX MOAKIIOYEHUE K CETAM
CBSI3U OOINEro TOJIb30BaHUSA W (WMJIM) CETAM MEXKIYHApOJIHOr0 HH(GOPMAIIMOHHOTO



oOMeHa, BO3MOXHa peanu3anus caeayomux Y bBI1JIx:
yTpO3bl YTEUKU HH(OPMALIMK IO TEXHUYECKUM KaHajam;
yrpo3bl HCJI x [1/]H, oOpabaThiBaeMbIM Ha aBTOMaTU3HUPOBAHHOM
pabodem  MmecTe.
VYTpo3bl yTeuku HHPOPMAILIUU 10 TEXHUYECKUM KaHajlaM BKIIIOYaOT B ceOs:
YIPO3bl YTEUKH aKyCTHUUECKOU (peueBoii) nHdopmaluu;
yTPO3bI YTEUKH BUIOBOW WH(OPMALINK;
yIpo3bl yTeuku nHpopmanuu no kasary [I9MIHH.

BosnuknoBenne VYDBIIJIH B paccmarpuBaembix HMCII[IH no TexHMYECKHM
KaHaJlaM XapaKTepU3yeTcs TEMH KE YCIOBUSIMH U (PAKTOpAMH, YTO U JUISl MPEBITYIINX
tunoB UCIIH.

Yrpo3st HCJl cBsizanbl ¢ JOEHCTBUSIMH HapyIIUTENEH, UMEIOMMNX JOCTYN K
NCITH, BKJIFOYAs M0JIb30BaTECH NCIIdH, peaIn3yrommx YIpO3bI
HenocpencrBeHHo B MCII/IH, a Takke HapylmuTeneld, HE HMMEKIIMX JOCTyla K
NCIIJIH, peayn3yromux yrpo3bl W3 BHEIIHUX CETEH CBSA3M OOIIEro IOJb30BaHUS H
(wm) ceTeil MexayHapoJHOro HHGOPMAITMOHHOTO OOMEHaA.

Yrpo3sl HC/I, cBsi3aHHbBIE C IEMUCTBUAMH HAPYLIUTENIEH, UMEIOIIUX JOCTYII
k UCII/IH, BKIOYaOT B ce€0s YTpO3bl, aHAJIOTUYHBIE TEM, KOTOPbI€ peaTu3yoTcs
B otraeabHoM APM, He wuMewmeM MNOAKIIOYEHHS K CETIM CBI3H OOIIETrOo
MOJIb30BaHUS.

VYTrpo3bl U3 BHEMIHUX CETEW BKIIOYAIOT B CEOs:

yIrpo3bl «AHanu3a ceTeBoro Tpadukay ¢ mepexBaToM MepeaBaeMoi BO BHEIITHHUE
CETH Y MPUHUMAEMON U3 BHEIIHUX ceTel nH(popmanuu;

yIpO3bl CKAaHUPOBAHWS, HAIPABJICHHBIE HA BBISBICHUE THUMA OINEPALMOHHOU
cuctembl UCII/IH, ceTeBbIX aapecoB paOo4MX CTaHIUH, OTKPBITHIX MOPTOB M CIYXO,
OTKPBITBIX COCIMHEHUU U JI.;

YI'PO3bl BBISIBJICHUS 11ApOJIEH;

yrpo3bl nonydenuss HCJI mytem noameHsl TOBEPEHHOTO OOBEKTA;

yrpo3bl Tuna «OTKa3 B 00CITyKUBAHUNY;

YIPO3bl YAAJIEHHOTO 3aIlyCKa MPUII0KEHU;

YIPO3bl BHEAPEHUS 110 CETU BPEIOHOCHBIX IPOIPAMM.

6.5. TunoBasi mogeJib yrpo3 0€30acHOCTH NEePCOHAIBHBIX IaHHbIX,
o0padaTbIBaeMbIX B pacnpeieJieHHbIX HHPOPMAIIMHOHHBIX CHCTEMAX
NMEePCOHAJIBLHBIX JAHHBIX, HEe HMCIOIINX MOAKIIYECHHUS K CeTAM CBSA3H 001Iero
MO0JIb30BAHMS M (MJIM) CETAM MEKIYHAPOAHOTr0 HHGOPMAITMOHHOI0 00MeHa

[Ipu o6padotke [1/ln B pacnpeneneHubix MCII/IH, nuMEOMMX MOAKIIOYCHUE K
CETSIM CBSI3U OOIIEro MOJIb30BaHUA U (MJIH) CETAM MEKTyHApOIHOTO HHPOPMAITUOHHOTO
oOMeHa, BO3MOKHA peanu3anus cieayromux Y bIT1x:

yIPO3bl YTeUKU UH(POPMAIIUU 110 TEXHUYECKUM KaHajaMm;

yrpo3sl HC/I x I1J1H, o6pabaThiBaeéMbIM Ha aBTOMATU3UPOBAHHOM
pabouem  mecTe.



VYTpo3bl yTeukn HHPOPMAIIUX 110 TEXHUYECKUM KaHajlaM BKIIOYAIOT B ceOs:
YIPO3bl YTEUKH aKyCTHUECKOH (peueBoii) nHdopmaIuy;

yIpO3bl YTEUKU BHI0BOM MH(MOPMAIIHH;

yIpo3bl yreuku uHdopmanuu no kanary [I9MHUH.

Bo3uuknoBenne YbBIIJIH B paccmarpuBaembix MCIIJIH 10 TeXHHUYECKUM
KaHaJlaM XapaKTEepU3yeTcs TEMH KE YCIOBUSIMHU U (PAKTOpAMH, YTO U JUISl MPEABITYIIHNX
tunoB UCII/IH.

Yrpo3et HC/I cBsizaHbl ¢ JEWCTBUAMH HAPYLIUTEIEH, UMEIOIIMUX JOCTYII
k HWCIIJIn, Bkmawoyas mnonaws3oBateneir  MCII[AH, peanusyommx  yrpossl
HenocpeacrseHHo B UCII/IH.

[Ipu 5TOM MOTYT OBITH YTPO3bl, AaHATIOTUYHBIE TEM, KOTOPHIE UMEIOT MECTO
B oraenbHOM APM, He MOIKIIOUEHHOM K CeTsIM OOMIero MOJb30BaHUS, a TaKKe
YIPO3bl, PEAUIN3YEMBIE BHYTPHU PACHPEACICHHON CETH C MCIOJIb30BAHUEM IPOTOKOJIOB
MEKCETEBOI0 B3aMOIEUCTBUS, B TOM YHUCIIE:

yrpo3bl «AHanmu3a cereBoro Tpaduka» ¢ MEpPexXBaTOM MEperaBaeMoOil MO CETH
uH(pOopMaIuy;

yIpO3bl CKAHUPOBAHHUSI, HAIIPABJICHHBIE HA BBIABICHUE OTKPBITHIX ITIOPTOB
U CITy>KO0, OTKPBITBIX COCTUHEHUH U JIP.;

YTPO3bl BHEPEHHUS JIOKHOTO OOBEKTA CETH;

YIpO3bl HaBSA3bIBAHUS JIOKHOIO MapuIpyTa IIyT€M HECAHKIHMOHUPOBAHHOTO
VM3MEHEHUSI MapIIPYTHO-aAPECHBIX JAHHBIX;

yIPO3blI BBISIBIEHUS [1APOJIEH;

yrpo3bl Thna «OTKa3 B 00CITyKHUBAaHUNY;

yYrpO3bl YAAJIEHHOIO 3aIyCKa MIPUIOKECHUN;

YIpO3bl BHEAPEHUS IO CETU BPEOHOCHBIX IPOIPAMM.

6.6. TunoBasi Mojesib Yrpo3 0€30MacHOCTH MEePCOHATbHBIX TaHHBIX,
o0padaTbhiBaeMbIX B pacnpe/eJJeHHbIX HH(POPMAIHOHHBIX CHCTEMAX
MEePCOHAJBHBIX JAHHBIX, HMEIONIUX MOAKIIYEHHE K CEeTAM CBS3H 001IEro
MOJIb30BAHMSA M (WJIHM) CETAM MEKIYHAPOAHOI0 HHGOPMAIMOHHOTO 00OMeHAa

[Ipu oOpabotke IIJIH B pacnpenenennbix UCIIIH, umerommx MOAKIOYEHUE K
CETSIM CBSI3U OOIIETO MOJIH30BAHUSA U (WIJIH) CETSAM MEKIyHAPOTHOTO HHPOPMAITMOHHOTO
oOMeHa, BO3MOKHA peanuzanus cienyromux Y Bl Ix:

yTPO3bl YTEUKH UH(POPMAIIMU 110 TEXHUYECKUM KaHajaMm;

yrpo3sl HCJI x IIlH, oOpabarbiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM paboueM
MecTe.

Yrpo3sl yTeuku HHGOPMAILIMK 110 TEXHUYECKUM KaHajlaM BKJIIOYAIOT B ceOsl:

yIpO3bl YTEUKH aKyCTUUECKOU (peueBoit) nHpopmaluu;

yIpO3bl YTEUKH BU0BOM MH(pOpMaIINY;

yIrpo3bl yreuku nHgopmanuu no kasary [I9MIUH.



Bosnuknoenne VYBII[IH B paccmarpuBaembix HMCIIJIH 1o TeXHUYECKHM
KaHaJlaM XapaKTepU3yeTcs TEMH ke YCIOBUSIMHU U (PAKTOpPAMH, UTO U JUISl MPEIBITYIIHNX
tunoB UCIIH.

Yrpo3el HCJI cBsizaHbl ¢ 1EWCTBUAMH HAPYILIUTENIEH, UMEIOIIUX JOCTYII
k UCII[In, Bkmawouas nonaws3oBatenerd  HCII[dH, peanusyommx  yrpossl
HenocpencrBenHo B UCII/IH, a Takke HapylIuTeNnel, He UMEIOIINX JOCTyIa
k VUCIIH, peanu3yrommx yrpo3bl U3 BHEIIHUX CETEH CBS3M OOILEro IMOJb30BaHUS U
(nnn) ceTelt MeXTYHApOIHOTO HH(POPMAITMOHHOTO OOMEHa.

Yrpo3el HC/I, cBsi3aHHbBIE C IEMUCTBUAMH HAPYLIUTENIEH, UMEIOIIUX JOCTYI
k UCII/IH, aHaJIOTUYHBI TEM, KOTOpPBbIE UMEIOT MecTO B pacnpeaeneHubix UCITIH, He
UMEIOIIEH TMOJKIIOUEeHHSI K CeTsIM O0O0IIero mojb3oBanus. Kpome Toro, B Takoi
NCII[IH u“MErT MECTO Yrpo3bl, pealu3yeMble C HCIIOJIb30BAHUEM ITPOTOKOJIOB
ME)KCETEBOT0 B3aNMOJICHCTBUS U3 BHEIIHUX CETEW, B TOM YHCIIE:

yIpo3bl «AHaJIM3a CETeBOro Tpadukay ¢ nepexBaToM rnepeaaBaeMon
u3 UCIIIn u npunumaemoii B UCII/IH u3 BHemHUX ceTeill nHpopMaluu;

yIpO3bl CKAaHWPOBAHMS, HAIIPABIICHHBIE HAa BBbISBICHUE THUIIA WJIA THUIIOB
UCIOJIb3YEMBIX OINEPAIMOHHBIX CHUCTEM, CETEeBBIX aapecoB padoumx cranumii MCII/H,
TOIOJIOTUU CETH, OTKPBITHIX TOPTOB U CIY>KO, OTKPBHITHIX COEAUHEHUH U Ap.;

yIrpo3bl BHEAPEHUS JI0KHOTO 00bekTa kKak B UCII/IH, Tak 1 BO BHEIIIHUX CETSX;

yIPO3bl IOJMEHBI IOBEPEHHOT0 OOBEKTA;

yIpO3bl HAaBS3bIBAHUS JIOKHOTO MapuIpyTa IIyTeéM HECaHKIMOHUPOBAHHOTO
W3MEHEHHS MapUIPYTHO-aJPECHBIX JAHHBIX KaK BHYTPH CETH, TaK U BO
BHEIIIHUX  CETX;

YTPO3bI BBISIBJIEHUS [TAPOJIEH;

yrpo3bl Thna «OTKa3 B 00CIIyKUBAaHUNY;

yIPO3bl YAAJIEHHOIO 3aIyCKa PUIOKECHUN;

YIPO3bI BHEAPEHUS IO CETU BPEJOHOCHBIX IPOIPAMM.
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