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TEPMHUHBI U OITPEJAEJIEHUSA

AJMMHHUCTPATOP
(cucTreMHOM,
0e301acHOCTH)

AyTeHTHUKATNSA

be3onmacHocTh
nepcona.m,m,lx JAHHBIX

Bupyc (koMnbOTEpHBIIi,
NPOrpaMMHbI i)

BHemnsis
HH(POpPMAILTMOHHAS
cucTeMa

BHemnss
HHGOPMALMOHHO-
TeJIeKOMMYHHKAIMOHHASA
ceTh

Bpenonocnas
nporpamma

Hoctyn k nagopmanumn

[Tonb30BaTENb, YIIOJIHOMOYEHHBIN BBITIOJIHATh
HEKOTOpBIE ACHCTBUS (MMEIOIINI NOTHOMOYMS)
o

AJIMUHUCTPUPOBAHUIO (YTIPABICHUIO)
UH()OPMAIMOHHON CUCTEMBI (AIMUHUCTPATOP
CHUCTEMHBIN) U (MJIM) €€ CHCTEMBI 3aIlIUThI
MEPCOHAIBHBIX TAHHBIX (AMUHUCTPATOP
0€30MacHOCTH) B COOTBETCTBUU C YCTAHOBJIEHHON
POJIBIO

[IpoBepka MpUHATIEHKHOCTH CYOBEKTY JIOCTYIa
IPEIbSIBICHHOIO UM HACHTU(UKATOpA
(moATBEp)KACHHUE MTOATMHHOCTH CyObeKTa
JOCTyTa B UHPOPMAIIMOHHOM cUCTEME)
CocTostHME 3alUIIIEHHOCTH TEPCOHAIIBHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTHIO
M0JI30BATENEM, TEXHUYECKUX CPEJICTB U
MH()OPMAITMOHHBIX TEXHOJIOTUN 00€CIeunTh
KOH(HIEHIIUATTBHOCTb, LIEJIOCTHOCTD U
JOCTYITHOCTb NEPCOHAIBHBIX IAHHBIX MIPU UX
00paboTke B MH(M)OPMAIIMOHHBIX CUCTEMAX
MEePCOHATBHBIX TaHHBIX

HcriomHsieMblil TpOrpaMMHBIN KO UM UHTEPIIpE-
TUPYEMBbI HA0Op MHCTPYKIUH, 001a1ar0IIHi
CBOMCTBAaMHU HECAHKIIMOHUPOBAHHOTO
pacnpocTpa-HEHUSI 1 CaMOBOCIIPOM3BEICHHSL.
Co3znanHble 1yOIMKaThl KOMIIBIOTEPHOTO BUpYyca
HE BCErJa COBMA/Ial0T C OPUTUHAIIOM, HO
COXPAHSIIOT CIIOCOOHOCTD K JTajbHEeHIIeMy
pacpOCTPAaHEHUIO U CAMOBOCIIPOU3BENCHUIO
NudopmanmonHas cucrema,
B3aMMOJICUCTBYIOIIAs C UH(POPMAIIMOHHOM
CUCTEMOM orepaTopa 13-3a NpPeeoB rPaHuI]
UH(}OPMAIIMOHHON CHUCTEMBI OIlepaTopa
HNHdopmanmoHHO-TeIeKOMMYHUKAIIMOHHAS CETh,
B3aMMOJICICTBYIONIAs C HHPOPMAIIHOHHOM
CHUCTEMOM ollepaTropa CeTh U3-3a MPEAEIOB I'PAHHUII
MH(POPMAITMOHHOMN CUCTEMBbI

[Iporpamma, npeaHa3HaYeHHAS 11
OCYLIECTBJIECHUS HECAHKIIMOHUPOBAHHOTO JOCTYyIa
U (MIM) BO3JICUCTBUS HA MEPCOHANIbHBIC TAHHbBIC
WM pecypchbl UHOOPMAITMOHHON CUCTEMBI
B03MOXHOCTB noJTy4eHHs] THPOPMALIUU U €€

U CIIOJIb30BaHUs



HoctynHocTh

SamuniaemMas
uHopMarus

Bamnmemﬂﬂe JIMHUH
CBA3H

HNnentudpuxarop

Npentudurkanus

Nudopmannonnasn
cucremMa

MEPCOHAJIbHBIX JAHHBIX

HNudopmanus

OI'paHUYCHHOI'O JOCTYyIIa

Nupopmannonnbie
TEXHOJIOTUH

NunuaeHr

Hcxonnas kiarouyeBas
uHopMmauus

CaoiicTBO 6€30macHOCTH UHGOPMALIMH, TIPU
KOTOPOM CyOBEKTHI IOCTYIa, HMEIOIINE TIPaBa
JOCTYTIa, MOTYT O€CTIPENITCTBEHHO UX
peann3oBarth.

Nudopmarus, SBISIOMAsICs MPeIMeTOM
COOCTBEHHOCTH

W TIOJJIeKaIIast 3aIIUTe B COOTBETCTBHUH C
TpeOOBaHUSIMU

MIPaBOBBIX JOKYMEHTOB HJIA TPEOOBAHUSIMH,
yCTaHaBIMBAEMbIMU COOCTBEHHUKOM
uH(pOopMaIuy.

JIunuu (KaHalbl) CBS3U, IPU MEpeaaye
uH}OopMaIuu o KOTOPBIM 00ECTIEUNBACTCS
TpeOyeMblil ypOBEHB €€ 3aIlUIIICHHOCTH
(koHGUAEHITNATBEHOCTb, IETTOCTHOCTD U (WJIN)
JOCTYITHOCTb)

[IpencraBnenue (CTpoka CUMBOJIOB), OJTHO3HAYHO
UJISHTUPHUIIPYIOIEe CYOBEKT U (MTH) 0OBEKT
J0cTyna B UHQOPMAIIMOHHOW CUCTEME
[TpucBoenue cyobekTam J10CTyma, 00beKTam
JOCTYIa UAEHTU(HUKATOPOB (YHUKAIBHBIX UMEH )
U (MJIM) CpaBHEHUE MPEIBABICHHOTO
uJeHTU(UKaTOpa C IEPEeUYHEM MTPUCBOCHHBIX
UJECHTU(UKATOPOB

COBOKYITHOCTh COJIEp)KAIIMXCS B 0a3ax JaHHBIX
MEPCOHAIIBHBIX JIAHHBIX U 00ECIICUNBAIOIINX UX
00paboTKy MH(POPMAITMOHHBIX TEXHOJIOTUNA U
TEXHUYECKUX CPEJICTB.

Nudopmanus, 10cTyn K KOTOpOi orpaHUYeH
dbenepanbHBIMU 3aKOHAME

[Ipotieccrl, MeTOIbI TOUCKA, COOpa, XpaHEHMUS,
00paboTKH, MPEIOCTABICHHUS], pACIIPOCTPAHEHUS
uHdopmauu u

CIOCOOBI OCYIIECTBIICHHS TAKUX MPOIECCOB U
METOJI0B

Henpensunennoe mim HexenarelbHOE COOBITHE
(rpynma coObITHiT) 0€30MaCHOCTH, KOTOPOE
MPUBEJIO (MOTYT IMIPUBECTH) K HAPYIICHUIO
GbyHKUMOHUPOBaHUS HH(OOPMAITMOHHON CUCTEMBI
WJIM BOBHUKHOBEHUIO YIpo3 O€30M1aCHOCTH
uHpopmaruu (HapyeHuo
KOH(UEHIIUAIBHOCTH, 11€JIOCTHOCTH,
JIOCTYITHOCTH)

COBOKYITHOCTb JTAaHHBIX, MPETHA3HAYEHHBIX JIJIS
BEIPAOOTKH T10 OTPECIICHHBIM MTpaBUIaM
KPUIITOKITFOYEH
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KaroueBass nnpopmanus

KiroueBoi 1OKyMeHT

KiaroueBoil HOCUTEJIb

Komnpomeranus

KomMmnoneHnr
MPOrpaMMHOI0
o0ecrmeyeHus

Kontpoaupyemas 30Ha

KonduaeHunaabHOCTh
NEePCOHAJIBLHBIX JAHHBIX

Kpunrorpapuueckuii
K04 (KPUNITOKJIIOY)

Mopaeib yrpos

CrnennanbHbIM 00pa30M OpraHU30BaHHAS
COBOKYITHOCTh

KpUNTOKIIOUYEH, TPEIHA3ZHAYCHHAS JJIsl
OCYIIIECTBJICHUS KPUNTOTPaPUIECKON 3aIUTHI
nH(OpMaIuu B TEYCHHUE OMPECICHHOTO CPOKa
PU3UYECKUN HOCUTEND ONPEAECICHHON
CTPYKTYPBHI,

coJiepKallil KIIYeBY0 HH(POpMaIUio
(MCXOJIHYIO KJTFOUEBYIO HH(OpMAIIHIO), a TIPU
HEO0OXOAMMOCTH - KOHTPOJIBHYIO, CIIYKEOHYIO U
TEXHOJIOTUYECKYI0 HH(POPMALIHIO

OU3NYECKU HOCUTEIb ONPEICIICHHON
CTPYKTYPBI,

npeHa3HAaYEHHBIN JJ1s1 pa3MeIleHUs] Ha HEM
KITF0ueBOM MHMOpMaIuu (MCXOIHON KITFOUEeBOU
uHpopmanun)

XulleHue, yrpara, pasriallcHue,
HECAHKIIMOHUPOBAHHOE

KOMHUPOBAHUE U APYTUe MPOUCIIECTBUSA,
CBSI3aHHBIE C KPUNITOKIIOYAMH U KIIFOUEBBIMU
HOCHUTEJISIMH, B PE3YJIBTATE KOTOPBIX
KPUNTOKIIOYM MOTYT CTaTh JOCTYIHBIMH
HECAaHKIIMOHUPOBAHHBIM JIULIAM U (WJIH)
npoueccam

CocraBHas yacTh (IPOrpaMMHBIA MOTYJIb)
MPOrPaMMHOT0 00€CTICUEHUSI, BBITTOTHSIOIIAS
OTIPEICIICHHYIO (DYHKITHIO.

[IpoctpancTBO (TEppUTOPHS, 3/1aHNE, YACTh
3/1aHMUS,
MOMEIIEHHE), B KOTOPOM HUCKITIOUEHO
HEKOHTPOJIMPYEeMOe MPeObIBAHUE TOCTOPOHHUX
JIUII, @ TAKKE TPAHCITOPTHBIX, TEXHUYECKUX U
WHBIX MaTepPUATBHBIX CPEJICTB
O0s13aTenbHOE 17151 BHITIOJIHEHUS JTUIOM,
TOJIYYHMBIIINM JOCTYT K IEPCOHATBLHBIM JIaHHBIM,
TpeOOBaHME HE TOMYCKATh UX
pacnpocTtpaneHus 6e3 coryacusi cyObekTa
MEPCOHANIBHBIX JIAHHBIX WU HAJTMYUS HHOTO
3aKOHHOTO
OCHOBaHUS
COBOKYIHOCTb JaHHBIX, 00ECIICUNBAOIIAsl BHIOOD
OJTHOT'O KOHKPETHOT'O KPHUITOTPaPUIECKOTO
nmpeoOpa30BaHus U3 YKCIIa BCEX BO3MOXKHBIX B
JAHHOM KpUnTOorpauyecKko cucreme
duznueckoe, MaTEMaTHIECKOE, OMMCATETHLHOES



Hapywmurenn
0e30macHOCTH
UH(pOpMALIUHU

HepexiiapupoBaHHbIe
BO3MOKHOCTH

HecaHKIMOHMPOBAHHBIH
AOCTYI

OoOpaboTka
NMePCOHAIBHBIX
JAHHBIX

Hepumerp
UH(POPMAITUOHHOM
CHCTEMBI

IlepcoHajibHBIC JAHHBIE

IHepconaabHbIi
kommnbroTep (IIK)

MPE/ICTABJICHUE CBOMCTB MIIM XapaKTEPUCTUK
yTpo3

6e3omacHOCTH HH(POPMAITUU

DU3UYECKOE JIUILIO0, CITYYanHO WU
peIHaMEpPEHHO COBEpIIAOIIee ACHCTBUS,
CJIEICTBUEM KOTOPBIX SBJISIETCS HAPYILICHHUE
0e3onacHOCTH MH(QOpMaALUU TP ee 00padoTKe
TEXHUYECKUMHU CPEACTBAMU B MH(HOPMAIIMOHHON
CUCTEME

OyHKIIMOHAIBHBIE BO3MOKHOCTH MPOTPAMMHOTO
oOecrieueHus, He OMMCAaHHBIEC UITH HE
COOTBETCTBYIOIIHE OMMMCAHHBIM B JJOKYMEHTAIIHH,
IIPU UCTOJIB30BAaHUH KOTOPBIX BO3MOXKHO
HapylieHne KOH()UICHIIMATbEHOCTH, TOCTYTHOCTH
WJIH TIEJIOCTHOCTH 00pabaTbiBaeMoil HHGOpMAaIIHH
JocTtyn kK nH(pOopMaIuu Uiu AEHCTBUS C
nH(opmaIuen, HapyIaronme mpaBuia
pasrpaHU4eHus J0CTyNa C UCTOJIb30BaHUEM
IITATHBIX CPEJICTB, IPEAOCTABIIIEMBIX
uH()OPMAITMOHHBIMUA CUCTEMAMHU

JIroGoe nericTBue (omepaliusi) Uik COBOKYITHOCTb
NercTBUM (omepaliuii), COBEPIIAEMbIX C
UCIIOJIb30BAaHUEM CPEJICTB aBTOMATU3ALIUU UITU
0€3 UCI0JIb30BAHUS TAKUX CPENICTB C
NEPCOHANILHBIMU JIAHHBIMHU, BKJIFO4asi cOop,
3aIMKCh, CHCTEMATH3AINI0, HAKOIICHNUE,
XpaHeHHe, yrouHeHue (0OHOBIIEHNE, N3MEHEHHE),
U3BIICYCHHE, UCTIOIB30BaHNUE, IEpeaady
(pacnpocTpaHeHue, peaoCTaBIeHHE, JOCTYII),
o0e3nnurBaHue, OJOKUPOBaHUE, YAAICHUE,
YHUYTOKEHUE TIEPCOHATTBHBIX JTAHHBIX
duznyeckas v (MJIM) JOTUYECKask rpaHuLa
UH()OPMAITMOHHON CHCTEMBI, B TIpeieiaX KOTOPOM
oOecrmeunBaeTcs 3anuTa nHGOPMAaIIUH B
COOTBETCTBUU C €IMHBIMHU IIPaBUIIAMH U
MPOIIETyPaMH, a TAK)KE€ KOHTPOJIb 32
peanM30BaHHBIMU MEpaMH 3alIUThl HH(pOpMaIUu
JIro6ast madopMalLusl, OTHOCSIIASICS K MPSIMO WU
KOCBEHHO OMPEICAEHHOMY, WIH OINPENEIIeMOMY
buznyeckomy JuIy (CyOBbeKTy MepPCOHATBHBIX
JTAHHBIX )

BrruucnurenbHas manmna, npeaHazHauyeHHas s
OKCILUTyaTaIy TOJb30BaTelieM Y UpeKICHUS B
paMKax MCIIOJTHEHHS JTOKHOCTHBIX
00s13aHHOCTE



IToab30BaTenb
UH(POPMAITMOHHOM
CHCTEMBI
IToan3oBaTeaun CK3HU

IIpaBuia
pasrpaHuyeHust
AOCTYyIA

Pecypc
UH(POPMALTMOHHOM
CHCTEMBI

Poub

CoObITHE 0€30macHOCTH
(uH(pOopMaLITHOHHOI)

O0bexT 1ocTyna

OT1ka3 B 00C/1y’>KNBAHNH

CpencrBo
KPUITOrpapu4ecKou
3alUThI HHPOPMALIUHU
(CK3n)

JIuno, yyactByroniee B GyHKIIMOHUPOBAHUH
MH()OPMAIMOHHOW CUCTEMBI WJIM UCTIONb3YIOLIEEe
pe3ynbTathl €€ QyHKIMOHUPOBAHUS

PaboTHuku YupexaeHus, HeroCpeACTBEHHO
nonyiieHHsle K padore ¢ CK3U

COBOKYITHOCTB IIPAaBUJI, PErJIAMEHTUPYIOITUX
npaBa JocTyna CyObeKTOB JOCTyIa K 00bEKTaM
J0CTyIIa

MMeHoBaHHBIN 3JIEMEHT CUCTEMHOTO,
IPUKIIATHOTO UITH alapaTHOro o0ecrneyeHus
byHKUMOHUPOBaHUS UH(OOPMAITMOHHON CUCTEMBI
[TpenonpeneneHHas COBOKYIHOCTb IIPABUII,
yCTaHABIUBAIOIIUX JOIMYCTUMOE B3aUMOJICHCTBUE
MEX1y M0JIb30BaTeIeM U HH(POPMALIMOHHON
CHUCTEMOM

N nentudunrpoBaHHOE BOZHUKHOBEHHE
COCTOSIHMSI HH(POPMALIHOHHON CUCTEMBI
(cerMeHTa, KOMIIOHEHTA

MH()OPMAIMOHHOW CUCTEMBI), CEpPBUCA UJTU CETH,
YKa3bIBaIOIIEE HA BO3MOKHOE HapYILIECHHUE
6e3ormacHocTi UHGOPMAIUU, UKW COOM CPEeCTB
3aIuThl MH(OpPMALIUH, UK PaHee HEU3BECTHYIO
CUTYaIINI0, KOTOpas MOXET ObITh 3HAYUMOM J1J1s
6e3omacHoCTH HH(pOPMAITUN

Enununa nadopMalimoHHOTO pecypca
UH(}OpMaMOHHON cucTeMbl ((aiiil, TEXHUYECKOE
CPEACTBO, y3€J CETH, TUHUSA (KaHal) CBS3H,
MOOMIIBHOE YCTPOMCTBO, MpOrpaMma, TOM,
KaTajor, 3alKch, MOJIE 3aMuceil U UHbIE 0OBEKTHI),
JIOCTYII K KOTOPOM periiaMeHTUPYETCs PaBUIIaMU
pa3rpaHUyYeHHUs I0CTYIA U 110 OTHOLIEHUIO K
KOTOPOH CyOBEKTHI JOCTYIA BHIMOIHSIOT
ornepanuu

[TpensTcTBHE CAaHKIIMOHUPOBAHHOMY JIOCTYITY K
pecypcaM HH(POPMAIIMOHHON CUCTEMBI UITN
3aJiepKKa onepauuii U QyHKIUN
UH()OPMAIMOHHON CUCTEMBbI

COBOKYITHOCTh anmnapaTHbIX U (KUJIN)
MPOTrPaMMHBIX KOMIIOHEHTOB, MTPEAHA3HAYEHHBIX
JUTS TIOJITMCAHUS AJIEKTPOHHBIX IOKYMEHTOB U
COOOIIEHUI JIEKTPOHHOM MOAIUCKIO,

G poBaHUs ITUX JOKYMEHTOB MpH TIepeaaye
110 OTKPBITHIM KaHajiam, 3al1Thl HH(OpMALIUU
NpU Niepeaye Mo KaHajlaM CBSI3H, 3alUThI
uH(}OpMaU OT HECAHKIIMOHUPOBAHHOTO
JOCTyna npu ee 00paboTKe U XpaHEHUHU



CpenctBa
BbIYHCJIUTEILHOM
TeXHUKH

CyO0bekT 1octyna

TexHu4eckue cpeacrsa

YupasieHue 10CTynomM

esocTHOCTH
HHpopManuu

COBOKYNHOCTb MPOTPaMMHBIX U TEXHUUECKUX
AJIIEMEHTOB CHCTEM O00Pa0OTKU JaHHBIX,
CITIOCOOHBIX (PYHKITHOHUPOBATH CAMOCTOSTEIHHO
VI B COCTaBE IPYTHX CUCTEM

[Tonb30BatTensb, Mpoliecc, BHIMOIHSIIOMNE
omneparuu (AeicTBUs) HaJ 0O0BEKTaMU JOCTYIIA U
JEHCTBHS KOTOPBIX PErIaMEHTHPYIOTCS
IpaBWJIaMU pa3rpaHUYEHUs JOCTYIa

CpencTBa BEIYUCIUTENBHON TEXHUKH,
UH(OPMAILIMOHHO BBIUUCIUTEIbHbIE KOMIUIEKCHI U
CETH, CPE/ICTBA U CUCTEMBI IEpeaauu, IpueMa u
00pabOTKH NEPCOHANBHBIX JAHHBIX (CPE/ICTBA U
CUCTEMBI 3BYKO3aIHCH, 3BYKOYCUJICHUS,
3BYKOBOCIIPOM3BEICHUS, TIEPETOBOPHBIC U
TEJIEBU3MOHHbBIE YCTPONUCTBA, CPEACTBA
W3TOTOBJICHUSI, THPAKUPOBAHUS JOKYMEHTOB H
Jpyrue TEXHUUECKHUE CpesIcTBa 00pabOTKH
peudeBol, rpaduuecKoi, BUAECO- U OyKBEHHO-

M (ppoBoil HHPOPMALIMK), TPOTrPAMMHbBIE
cpeacTBa (onepalnroHHbIE CUCTEMBI, CHCTEMBI
yIpaBieHus: 6a3aMu JaHHBIX U T.I), CPEICTBA
3aIUTHl THGOPMAITHH

OrpaHndeHne U KOHTPOJIb AOCTYTA CyOBEKTOB
JOCTYIa K 00BEKTaM JOCTYyIIa B
UH(OPMALIMOHHON CUCTEME B COOTBETCTBUU C
YCTaHOBJICHHBIMU MPABUIIAMU pa3TPaHUUCHUS
JocTyna

CBolicTBO 6€301aCHOCTH MH(POPMALIUH, TTPU
KOTOPOM OTCYTCTBYET JIH000€ ee u3MEHEHHE TU00
U3MEHEHUE CyOBbeKTaMu J10CTyIa, UMEIOIMMHU Ha
HETO MPaBo
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1 OBIIUE ITOJIOXXEHUA

Hactosimue IlpaBuna ompenenstoT TOpSAOK pabOThl MEpcoHaia Ha
ABTOMaTH3UpPOBaHHOM  paboyeM  MecTe  omeparopa  TroCyJIapCTBEHHOMN
uHdopmarmonHor  cuctembl «EnuHas  uHGOpMalnMOHHAs ~— cUCTeMa IS
MPEIOCTaBICHUS TOCYJApPCTBEHHBIX W MYHHIMIIAIBHBIX YCIyr B  cdepe
obOpazoBanusi» (MC) B wactu oOecriedyeHusi 3amuThl WHpOpManuu, B T.4.
oOecrieueHusa  Oe3onmacHOCTH  nepcoHaynbHbIX  JdaHHbIX  ([1[H), mopsipok
UCIIOJIb30BAHUS CPEJICTB 3alIUThl MH(GOPMAINH, Pa3pabOTKy U MPHUHSATHE MEP IO
IPEIOTBPAIICHUIO BOBMOKHBIX OIMMACHBIX MOCIEACTBUN TaKUX HAPYIICHHUH, TOPSI0K
KOHTPOJISI COOJIFOICHUs YCIOBUI HMCTOIB30BaHUS CPENICTB 3aIUTHl WH(OpMaIuHy,
IPEeIyCMOTPEHHbBIE PKCIUTYyaTallMOHHON M TEXHMYECKOW JOKYMEHTAallMel, mpaBuia
OOHOBJIEHUS OOIIECUCTEMHOTO U TIPHUKIAIHOTO TPOTPAMMHOTO OOCCICUCHHS,
npaBuja OpPraHU3allid aHTUBUPYCHOW 3alllUTHI M TMAPOJIbHOW 3aIllUTHI, MOPSAOK
J0MycKa paOOTHUKOB M MTOCTOPOHHUX JIUIL TMTOMEIICHHE, B KOTOPOM PACIIOI0KEHBI
texHuueckue cpeacrea MC.

JletictBrue Hacrosmux [IpaBui pacpocTpaHseTcss Ha BOIPOCHI, CBSI3aHHBIE C
oOpaboTkoii 3ammimaemort nHdopmaruu, B T.4. [1/1x, B UC, ocymecTBisemoit ¢
UCIIOJIb30BAHUEM CPEJCTB aBTOMATH3allMM B TOCYJAPCTBEHHOM Ka3eHHOM

00111e00pazoBaTeIbHOM YUPEKICHUU "CnenuanbHas (KOppeKIIMOHHAs)
oOmeobpaszoBarenbHas 1mkona - uHTepHaT Ne 36 ropoma Craspomonsa" (manee
Yupexnaenue).

Hacrosimue IlpaBuiia pa3pa®oTaHbl Ha OCHOBAHMM CIEAYIOUIMX OCHOBHBIX
HOPMATHUBHBIX MPABOBBIX AKTOB U JOKYMEHTOB B OOJACTH OOECHEUYEHUS 3aIUTHI
uH(popmaiuu, B T.4. o0ecrieyeHus: 0€30MacCHOCTH MEPCOHANbHBIX JAHHBIX:

- ®@enepanphblii 3ak0H oT 27.07.2006 1. No 152-®3 «O mnepcoHanbHBIX
JAHHBIX);

- ®enepanpubix 3akoH OoT 27.07.2006 1. No 149 «O6 wunbopmanmw,
UH(OPMAIMOHHBIX TEXHOJOTHUSAX U O 3alUTE UHDOPMAIITNY;

- nocradosinenue IIpasurensctBa Poccniickonn ®enepamyu or 01.11.2012
r. Ne 1119 «O6 yTBepxaeHnn TpeOOBaHU K 3aIIMTE MEPCOHATBHBIX TAHHBIX TIPU UX
00paboTke B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHANIBHBIX JaHHBIX);

- mpukaz ®CTIK Poccum or11.02.2013 1. Ne 17 «OO6 yTBepkaeHuu
TpeOoBanuii 0 3amuTe UHPOPMALIUK, HE COCTABIISIONIEN FOCYJapCTBEHHYIO TaliHY,
CoJZiepaKallleiicsl B TOCYIApCTBEHHBIX HH(POPMALIMOHHBIX CUCTEMAX).

2 OCHOBHBIE TPEBOBAHUA

2.1 Oo6ecneuenue 6ezonacHoct [1/In npu ux odbpadorke B UC nocturaercs
OPUMEHEHUEM OpraHU3alMOHHBIX M TEXHUYECKUX Mep, MPUYEM B HMHTEpPEcax
oOecrieueHrs O€30MAaCHOCTH B 00s3aTEIBHOM TMOPSAKE TMOAJIekKAT 3aluTe
TEXHUYECKHE U MPOrpaMMHBIE CPENCTBa, UCIOIb3yeMble npu oOpadotke I1JIH, u
HOCHUTENU UH(pOopMaIuu.

2.2 OcHoBHbIMHU Mepamu 3auiuThl nHGopmanuu (I11xH) apistoTcs:

- peanm3anys  pa3peHIUTEIbHOM CHCTEMBbI JIOMyCKa MOJIb30BaTEIICH
(oOcnyxuBaromiero mnepcoHana) k wuHdopMmannoHHeiM pecypcam (MP) UC wu
CBSA3aHHBIM C €€ UCII0JIb30BaHUEM paboTaM, JOKyMEHTAM;

- OrpaHWYEHHE JOCTYIa MOJb30BATENEH B MOMELICHUS, TA€ Pa3MELIEHBI
texHuueckue cpeactsa (TC) MC, no3possitomue ocyuecTBiIsTs 00padorky I1/1H, a
TaK)K€ XPAHATCS HOCUTENU UH(OpMaIIUK;

- pasrpaHduyeHHUE JOCTyIa MOJIb30BaTeNel U 00CITy KMBAIOIIETO TepCcoHaa
Kk VP, mporpaMMHBIM cpesicTBaM 00paOOTKH (Iepeiaun) U 3aluThl HHPOPMAITUH;

- peructpanus IeWCTBUN MOJIb30BaTeNIed U 0OCITY>KHUBAIOIIETO MEPCOHAIA,
KOHTpOJIb HecaHkuuoHupoBanHoro gocryna (HCJl) u geiicTBuii mosib3oBarenei,



00CITy>KMBAIOUIETO MEPCOHANIA U TIOCTOPOHHUX JIMII;

- y4eT U XpaHEHUE ChEMHBIX HOCUTeNeH MH(opMaluu U UxX oOpalleHue,
UCKITIOYAIOIIEe XUIIEHUE, IOAMEHY U YHUUYTOKECHHUE;

- pesepBupoBanue TC, nyOaupoBaHME€ MACCMBOB U  HOCUTENEH
uHpopmanuu;

- ucnoub3oBanue C3U, npomeammx B yCTaHOBICHHOM IOPSAIKE IPOLEAYPY
OLICHKU
COOTBETCTBUS TPeOOBaHUAM 0€30M1aCHOCTH UH(POPMALINH;

- HCIOJb30BaHUE 3aIIUIIEHHBIX KaHAJIOB CBSI3U;

- pasmemienue TC, no3BossitoUMX OCylIecTBIATH 00pabotky IIJIH B
npenesax OXpaHsIeMol TepPUTOPUH;

- pa3MellleHue AUCIIEeB M IPYIMX CPEACTB OTOOpakeHHs MH(pOpManuu,
UCKJTIOYAIOIIIEe €€ HECAHKIIMOHUPOBAHHBIN TPOCMOTD;

- opraHuzanus (U3NYECKOW 3amuThl TomemeHud u cobctBeHHo TC,
NO3BOJISIOLIMX OCYIIECTBIATh 00padoTky [1/1H;

- mpenotBpauieHue BHeapeHus B IC BpeTOHOCHBIX TporpaMM (Iiporpamm-
BHUPYCOB) U MIPOTrPaMMHBIX 3aKIaJ0K.

23 Bce nmnpumensemble cpeacTBa  3alUThl  MHGOPMALMM  JOJKHBI
yunThiBaTbes B KypHane yuera C3U. @opma XKypuana npusenena B [Ipunoxenun
1. Opranuzaums Benenus Kypnana yuyera C3U Boznaraercs Ha AgMUHHCTpATOpa
0€30MacHOCTH.

3 MOPSAIOK JONYCKA MOJIb30BATEJIENA K PABOTE HA APM

PaspemmurensHas cucremMa J0CTyma MPEACTaBIsSeT COOOH COBOKYIMHOCTH
npotenyp ohopmiieHus MpaB CyOBEKTOB Ha JOCTYI K MHPOPMAIIMOHHBIM pecypcam
(1P) (oobexram pocrymna) UC, a Takxke npaB U 00513aHHOCTEN OTBETCTBEHHBIX JIUII,
OCYIIECTBIISIONINX PEATTU3AIMIO ATUX MPOLIEIY].

[Moanexanue 3amure HHPOpMAMOHHBIE pecypchl BKIto4atoTcs B «IlepedeHn
nH()OPMAITMOHHBIX pecypcoB, momnexamux 3ammute Ha APM oneparopa EUC
[IT'uMY COp», yTBepxKAAEMBINA PYKOBOAUTENEM Y UPEIKICHHUS;

OOBeKTaMu JOCTYIA SABJISIFOTCS:

- uHbopmanuonusie pecypcsl UC.

CyObekTaMu JOCTYyIIa SABIISTFOTCS:

- YIOJHOMOYEHHbIE COTPYAHUKN 00pa30BaTENbHON OpraHU3alluu.

CyOBeKThl JOCTyIa HECYT NEPCOHATBHYIO OTBETCTBEHHOCTh 3a COOJIIOJICHHE
MU YCTAaHOBIIEHHOTO Ha 00BbEKTE HH(POPMATU3AIUHU TOPSIKA 00€CTICUeHUS 31U THI
MH(POPMAITMOHHBIX PECYPCOB.

OTBETCTBEHHBIM  JIMIIOM, OCYLIECTBIISIIOUIMM  pEajJu3alyi0  [POLEayp
opopmieHusi mpaB cCyOBEKTOB Ha JOCTyn K HH(opmanumoHHbIM pecypcam UC,
SBJISIETCA AJIMUHUCTPATOP
0€30MacHOCTH.

IlepBoHavasibHBIN JOMYCK NoJib3oBatenen k padore B MIC ocymiecTBiserca Ha
ocHoBanuu «llepeyHst JuI], TOCTYN KOTOPBIX K 3alIuIiaeMol MHPOpMaIlUU, B T.4.
NEePCOHANIbHBIM JIaHHbIM, 00pabaTteiBaecMbiM Ha APM oneparopa EUC [IT'uMY CO»
YTBEPKJIEHHOT'O TPUKA30M PYKOBOAMUTEIS Y UPEIKIACHUS.

st oOecrieueHusi MEPCOHANBHOW OTBETCTBEHHOCTH 3a CBOU JIEHUCTBHUS
KaxaoMmy mnons3oBarento MC, pgomymieHHOMy K paboTe ¢  3aluiaeMoi
uHdopmaluent, npucBanBaeTcs UM (y4eTHasl 3aMuCh MOIb30BATENS), TOJ KOTOPHIM
OH pEruCTpUpyeTcss M OcCyUlecTBisieT paboTy B cucreme. B ciydae
IPOU3BOJICTBEHHON HEOOXOAUMOCTH 101b30BaTeNt0 NC MOTYT OBITH COMOCTaBICHbI
HECKOJIbKO YHHUKaJIbHBIX HMMEH (Yy4eTHbIX 3amuceil). B ciiyyae ucnonab3oBaHus
HECKOJIbKUMH paboTHukamu 1pu pabore B WC opgHOro M TOro k€ UMEHU
nonb3oBarens ("'rpynmoBoro uMeHu'"), Bxoa/Beixon B MC ykazaHueM BpeMEHHU

pabotel Ha APM nomxken gukcupoBarbes B «OKypHane ydyera paboyero BpeMeHu Ha
APM omneparopa EVIC IIT" uMY CO» (Ilpunoxxenue 2).
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[Ipu perucTpanuy U Ha3HAYEHUU IIpaB J0oCTyna noyb3oBareneid B MC nomkHbl
BBITOJIHATHCS CIEAYIONnEe TPeOOBaHMUS:

YYETHBIE 3allUCH BCEX MOJIb30BATEIEH MNPUBS3BIBAIOTCS K KOHKPETHBIM
ABTOMATU3UPOBAHHBEIM pabounm wmectamM (APM), 3a HCKIIOYEHHEM YYETHBIX
3ammuceil TEXHUYECKOro MepcoHaa, oocmykupatoniero komrnoneHtsl UC;

- IPU PErucTpauuy MOJb30BATEIEH IPOBOAUTCA IPOBEPKA COOTBETCTBUSA
YPOBHS JOCTyIa
BO3JIOXKEHHBIM Ha MMOJIb30BaTENs 3a/1a4aM (BMEHEHHBIM O0SI3aHHOCTSIM);

- HA3HAYEHHBIE MTOJIB30BATENIO ITPABa TOCTYIIa JOKYMEHTUPYIOTCS;

- TIOJI30BATENb 3HAKOMUTCS IO POCIIACH C MPEIOCTABICHHBIMU €MY MPaBaMU
JOCTYyTa ¥ TOPSIAKOM €ro OCYLIECTBIICHHUS;

B MIC npenycmaTpuBaeTcst pa3pelieHrue 10CTyna K CEpBUCaM TOJIBKO
ayTeHTU(PUUMPOBAHHBIM MOJIb30BATEISAM;

- IpU BHECEHHHM HOBOIO TMOJb30BATENsl pa3padaTbiBaeTCsi W OOHOBISETCS
(bopManbHBIN CIIUCOK BCEX MOJIb30BaTeNe, 3aperuCTPUPOBAHHbIX 11 padoTsl B UC;

- IPU U3MEHEHHH JOJDKHOCTHBIX 00s3aHHOCTEW (YBOJIBHEHWH) IMOJIb30BATEIIS
IIPOBOJIUTCS HEMEJICHHOE UCIIpaBieHUE (aHHYJIUPOBAHKE) MPAB €ro JOCTYIIa;

- AnMuHucTpaTopoM  O€30MACHOCTM  NPOBOJUTCS  yJajl€HUE  BCeX
HEHCIOJB3yEMBIX YUYETHBIX 3amuced. [IpenycMOTpeHHBIE B CHUCTEME 3alacHbIE
UJEHTU(UKATOPBI HEIOCTYIHBI APYTUM MOJIb30BATEIISIM.

[Ipouenypa peructpanuu (Co3JaHUsl YYETHOM 3allKMCH) IMOJIb30BATENsl U
npeaocTaBiieHus (WM UW3MEHEeHHs)) eMy TmpaB joctyna k pecypcam UC
OCYLIECTBISIETCA C HCIOJIb30BAHUEM CEPTU(ULHUPOBAHHBIX CPEACTB 3allUThI
uH(}OpMaIUU 0T HECAaHKITMOHUPOBAHHOT'O JJOCTYTIA.

J{ns 3arpy3ku komnbrorepa B IC nmpeycMOTpeHsl 1Ba TUNIA YUETHBIX 3aIIUCEH:

- yueTHas 3aluch aJMHHHCTpaTOpa 0€30IMacCHOCTH IO3BOJSET MPOU3BOIUTH
HACTPOWKY CPEACTB 3alIUThl MH(pOpMAIUU U 100aBISATH/yAAIATH MOJIb30BATENCH B
CUCTEMY, NMPOU3BOAUTh YCTAHOBKY M HACTPOMKY IMPOrpaMMHOr0 oOecredeHus: Ha
APM UC;

- Y4ETHAas 3aIMCh MOJIb30BATENS HAIEJIEHA OrPAHUYEHHBIMU ITPABAMM.

[Tocne onpeaeneHus poyid NOJIb30BATENS U B COOTBETCTBUU C 0003HAYCHHBIMU
st Hero B Matpune apoctyna (Ilpunoxenue 3) npaBamu AJMUHUCTpaATOp
0€30MacHOCTH B COOTBETCTBUU C IOKyMEHTALIMEN Ha CPECTBA 3aIUThI TPOU3BOIUT
HE0OXOAUMbIE JIEUCTBUS MO CO3JaHHI0 (M3MEHEHUIO, YAAICHUIO) YUYETHOM 3amucu
IIOJIB30BATEIS, IPUCBOCHUIO EMY HA4aJIbHOTO 3HAYEHUS NIAPOJIsl U 3asIBJICHHBIX MPAB
noctyna k pecypcam HWC, BKIIOUEHUIO €ro0 B COOTBETCTBYIOIIME TPYIIIbI
M0JIb30BaTENEH U JPYrue HE0OXOIMMBbIE IEUCTBUS.

ITocne co3ganus yd4eTHOM 3amlMCH, MOJIB30BATENb JTOKEH aBTOPU30BATHCS B
CUCTEME.

AnmuHHCTpaTop 6€30MacHOCTH 00s3aH MPOBEPUTH HAIUYHUE 3aMKCEN O BXOJIE
MOJIB30BATENsl B CHUCTEMY B JKypHaJe PETrUCTpalldd COOBITHI CPEICTB 3alllUThI
UH(pOpMaIMU 0T HECAHKIIMOHUPOBAHHOI'O JOCTYIIA.

Hns Bcex nousb3zoBateneid MC ycTaHaBIMBAETCS PEXUM IPUHYIUTEIHHOIO
3ampoca CMEHbI apoJIsd He peke OHOro pa3a B 90 nHel, MaKCUMAIIBHOE KOJTUYECTBO
HEYCTENIHBIX TOIBITOK ayTeHTH(UKauu (BBOJa HEMPABUIBLHOTO MApOJIsi) [0
OJIOKMPOBKH - 5 TIOMBITOK, OJIOKUPOBKA MPOrPAMMHO-TEXHUYECKOTO CPEACTBA WM
YYETHOM 3alMCH TIOJIB30BATENII B  ClIydae JOCTH)KEHUS YCTAHOBJIEHHOTO
MaKCHUMAaJIbHOT'O KOJIMYECTBA HEYCHEIIHbIX MOMBITOK ayTeHTU(PUKALIUU - 15 MUHYT.

B cityuae mpou3sBoicTBEHHON HE0OXOAUMOCTH T0Ib30BaTen0 NC MoryT OBIThH
COIOCTABJICHbI HECKOJIBKO YHUKAJIbHBIX UMEH (YUETHBIX 3aIIUCEN ).

[Ipy M3MeHEHMH IOJKHOCTHBIX OOS3aHHOCTEM COTPYIAHHKA, CBA3AHHBIX C
IIEPEBOJIOM B APYroe MOJAPa3ICIICHUE, NEPEBOJAOM HA APYTYyI0 TOJLKHOCTH W T.IL.,
y4eTHasl 3alKCh MOJIb30BATENS MOJUICKUT U3MEHEHHIO (KOPPEKTUPOBKE), MPU I3TOM
CTapple MOJHOMOYHS aHHYJIUPYOTCA.

ITocne BHecenuss wu3MeHeHWW B MaTpuny goctyna AJIMUHUCTPATOP



0€30MacHOCTH TMPOU3ZBOAUT HACTPOWKY CPEACTB 3allUThl PabOuMx CTaHIUM
(aBTOMAaTH3UPOBAHHBIX PAOOYNX MECT).

Ha Bpems otnycka mosibp3oBarenedl AJIMUHUCTPATOPOM O€30MaCHOCTH
OCYILIECTBISIETCA OJIOKUPOBAHUE UX YUETHBIX 3aMKCEN.

KonTtponb BbIMONMHEHUS TpeOOBaHUN pa3pelIuTEIbHOM CUCTEMBI JOCTyMHa K
amumiaemort  uHpopmaruu  (I1JIlH)  Bo3maraercs Ha ~ AJMUHHCTpaTOpa
0€30IacHOCTH.

3.1 Jonyck K MH(POPMAIHMOHHBIM pecypcaM CTOPOHHHUX OpPraHU3alMU,
AEAITeJIbHOCTH KOTOPBIX HE CBA3aHA ¢ UCIOJTHEHHEeM (DYHKIMH Y4YpeKIeHUus

K opranuszanusaMm, IeATEIbHOCTh KOTOPBIX HE CBSI3aHA C HCIOJIHEHUEM
GyHKUMNA YupexaeHus, MOI'YT OTHOCUTBCS:

- IIPaBOOXPAHUTEJbHBIE OPTraHbl;

- cy/1eOHbIE OpraHbl;

- OpraHbl CTATUCTUKH;

- Opranbl HCIOJHUTEIBHOM U 3aKOHOAATENBHOW BIACTH CyOBEKTOB
Poccuiickon ®enepanuu;

- cpeacTBa MaccoBOU MHGOPMAIIMH H TIP.

Jlonmyck K MHQOPMAIMOHHBIM  pecypcaM CTOPOHHMX  OpTaHU3alUH,
NEeATEIbHOCTh KOTOPBIX HE CBSI3aHA C HUCIOJHEHHEM (QYHKUUMN YupexaeHus,
peraaMeHTupyercst 3akoHoaarenbcTBoM Poccuiickoinn denepanuu, AOroBopamMu U
corjameHussMu 00 nH(GOPMATMOHHOM OOMEHE U IPYTUMHU HOPMATUBHBIMHU aKTaMHU.

3.2 Jlonyck k uHpopMannoHHbIM pecypcam MC cTopoHHUX opranu3anmii,
BBINOJIHAIIMX Pa00oThl B YUpeKAeHNH HA I0TOBOPHOM OCHOBE

K opranuzanusM, BBIMOJTHSIOMIMM pabOThl HA JOTOBOPHOM OCHOBE, MOTYT
OTHOCHUThBCSI:

- OpraHu3aly, OCYIIECTBIAIONIME MOHTaX M HACTPOHKY TEXHHYECKUX
cpencts VIC, conpoBoxkieHre NPUKIAIHOTO IPOrPaMMHOTO 00ECIICUeHHUS;

- OpraHu3anyy, OKa3bIBAIOLIUE YCIYI'M B OOJACTH 3alluThl MHGOpMaLUU
(mpoBeeHNE CHENHUATBHBIX MPOBEPOK M HCCIECJOBAHMA, MOHTaX W HACTpPOWKa
CpPenCTB 3amuThl WH(OpMAIUU, KOHTPOJIb APGEKTHBHOCTH CHCTEMBbl 3allUThI
uH(popMaInu, aTTecTanusi 00beKTOB MH(DOPMATU3AIUU U T.I1.);

- OpraHM3aluu, OCYIIECTBIISIIOIIME IOCTAaBKY TOBAapoOB JUIsl OOecredeHHUs
MIOBCEIHEBHOM JN1€ATEIBHOCTH (MeOenH, KaHLTOBAapOB, OPITEXHUKH, PACXOIHBIX
MaTepHaJioB U T.I1.).

[Topsanok nomycka onpezaensercs B JOroOBOPE Ha BIIOJIHEHHE pa0boT (OKa3aHue
ycayr). Kpome Toro, nwmam, mTpHUBIEKa€MBIM Ha JIOTOBOPHOM OCHOBE ISt
obOecrieueHrs  (PYHKIIMOHUPOBAHUS  MH(POPMAIIMOHHONW  CHUCTEMBI  (PEMOHT,
rapaHTHiiHOE 00CIy>)KHBaHHUE, PErJIAMEHTHBIE M HWHbIE pa0OThl) B COOTBETCTBUU C
OpraHU3aAIMOHHO-PACTIOPSAUTEBHBIMU  IOKYMEHTAaMU ~ Omeparopa, Ha CpOK
JEHCTBHS 10TOBOPA, JOJKHBI OBITh TPUCBOCHBI YUETHBIC 3aITUCH.

Pemenunem o momycke sSBIS€TCS MOAMMCAHHBIA B YCTAHOBJICGHHOM TMOPSIKE
JIOTOBOP Ha BBIIOJIHEHUE paOdOT WM OKa3aHUE YCIYT.

B nmoroBop Ha oOkazaHuWe YCIHyr BKIIOYAETCS YCJIOBHE O HEpasralleHuu
CBEJICHUH, COJIEPIKaIIMX NTEPCOHAIIbHBIE IAHHBIE, a TAKXKE CIy>keOHO0M nHpopmaluuy,
CTaBIICH HM3BECTHOM B XOJI€ BBIMOJHEHUS pabOT, €CIAM s HMX BBIIOJHEHUS
PEeIyCMOTPEHO MCIOIb30BaHKEe TakuX cBeAeHuil. Co Bcex pabOTHUKOB CTOPOHHEM
OpraHM3aliy, Y4YacTBYIOIIMX B BBIIOJIHEHWH pabOT, B 3TOM ciy4yae Oepercs
MOJITMCKA O Hepa3IJIallIeHNH TaKUX CBEICHUIA.

3.3 KoHTpoJib pyHKIHOHMPOBAHMS Pa3pelIuTeTbHOI CHCTEMBbI JOMYCKa K
HH(OPMALMOHHBIM pecypcaM OpraHu3auuu

KouTpons (yHKIIMOHMpPOBAHHS pPa3peUINTENBHON CHUCTEMBI JIOMyCKa K
MH(GOPMAIIMOHHBIM pecypcaM OpraHU3yeTCs B COOTBETCTBUHU C:

- TUTAaHOM OCHOBHBIX MEPOTPHUATHH IO 3amuTe HHPOPMAIMH Ha TEKYIIUH



roz;

- (pyHKIIMOHAIBHBIMU 00SI3aHHOCTSIMU JIOJKHOCTHBIX JIUIL;

- NOpPUKa3aMU PyKOBOJUTENS Y UPEKICHUS.

KouTponas (yHKIMOHMpOBAHHUS pPAa3pELIUTENBHON CHUCTEMBl JIOMyCKa K
uHdopmarmonasiM pecypcam MC ocyiiecTBisieTcss OTBETCTBEHHBIMHU JIMIIAMM.
Opranu3zanus KOHTPOJIS Bo3Jaraercs Ha AJIMUHHUCTpaTopa 0€30MacHOCTH.

4 IIOPAAOK AOIYCKA COTPYIHHUKOB M HMHBIX JIMI{ B
IHOMEIIEHUSA C 9JIEMEHTAMU UHOOPMAIIMOHHOU CUCTEMBbI

4J1 TpedoBaHus K MOMEUIEHUSIM, B KOTOPBIX pacnojoxkeHbl djieMeHTsl UC

BecKOHTPOIBHBIN AOCTYI MIOCTOPOHHUX JIMI] B MOMEIIeHUs ¢ deMeHnTamu C
JOJKEH OBITh UCKITIOUEH.

JIs 3aIuThl TIOMENIEHNUH, B KOTOPBIX PACIONIOKEHBI TEXHUUYECKUE CPEeJICTBA
NC, nomxHbl MPUHUMATHCS MEPhI JIJII MUHUMH3ALUKN BO3JICUCTBUN OTHS, JbIMA,
BO/IbI, IIBLTH, B3PhIBA, XUMHUYECKUX BEILIECTB, a TAKXKE KPAXKHU.

4.2 I[OCTyl'[ B IIOMEIICHUS, KOTOPLIX PACIOJ0KEHbI 3JIEMECHTDI nucC

JlomxkeH OBITH OMNPEACNICH CHUCOK TOMEMICHUN, TpPeIHa3HAYCHHBIX IS
ob6pabotku [1/In cpencrBamu UC, u opranu3oBaH KOHTPOJIb JOCTYIIA CIYKAIIUX H
MTOCETUTEIICH B TOMEIICHHS, B KOTOPBIX YCTAaHOBJICHBI TEXHUYECKUE CPEJICTBA (anee
- TC) UC u ocymectBusiercs obpadbotrka I1/IH, a Takke XpaHATCS MalIUHHBIC
Hocutenu undopmanuu (I11H).

JlocTyTI COTPYTHUKOB CTPYKTYPHBIX TIOJIPa3/IEICHIN B TOMEIIECHHUSI, B KOTOPBIX
ocymiecTBisiercss  oopaborka  IIJlH, opraHu3oBbIBaeTCA Ha  OCHOBAHHUH
YTBEPKICHHOTO pyKoBoauTeneM «llepedHsi ymi, WMEIMMX MpaBO JOCTyNa B
MIOMEIICHHUS, B KOTOPBIX PACOIOKEeHBI TeXHUUecKkue cpencra UCy.

JlocTynn TOCTOpPOHHUX JIMII B ToMemeHus ¢ siaeMeHTamu MC, nomkeH
OCYIIECTBISIETCS TOJIBKO BBHUIY CIy>K€OHON HEOOXOAMMOCTH W B COMPOBOXKICHHUH
OTBETCTBEHHBIX JIUII.

Ha MoMeHT mpucyTCTBHS MOCTOPOHHUX JinIl B moMenieHuu VC, moKHBI OBITh
OPUHSATHEL MEPbl MO HENOMYIICHUIO O3HAKOMIICHHUSI TOoCTOpoHHMX nuil ¢ I[I/IH
(HampuMep: MOHUTOPBI TOBEPHYTHI B CTOPOHY OT IMMOCETUTEICH, TOKYMEHTHI yOpaHBbI
B CTOJI, JTUOO HAXOAATCS B HEMPO3PAYHOU TMAIKE WM HAKPHITHl YUCTHIMHU JIUCTAMHU
Oymarm).

[To oxonwyanuu pabGouero aHs nomenieHus ¢ 3ieMeHTamMu WMC  10MKHBI
chaaBaTbCa moja oxpany. [Ipum 3TOM Bce OKHAa M JIBEpM B CMEXKHBIC MOMEIICHUS
JOJDKHBI OBITh HAJEKHO 3aKPBITHI, MaTepuaibHbie HOcUTeMH [1/[H MOKHBI OBITH
yOpaHsbI B 3anupaemsble mkadsnl (cetidor), APM BbIkITIOUEHBI I 3a0JI0KUPOBAHBI.

B nepabouee BpeMs TOCTYN COTPYAHHKOB YUPEKICHUS, MPEICTABICHHBIX B
«Ilepeune nuIl, UMEIONUX MPABO JOCTYIA B IOMEIIEHUS, B KOTOPBIX PACIIOI0KEHBI
TexHudyeckue cpencrtsa MCy», U WHBIX MLl B NOMEIIEHUS C YCTaHOBIECHHBIMHU
TexHudeckuMu cpeactBamu MC ocymiecTBiasieTcst ¢ paspenieHuss AIMUHUCTpaTopa
0€30IacCHOCTH.

4.3 TpeOoBaHusi kK NOMeILIEHUsIM, B KOTOpPbIX ycTaHoBJeHbI CK3U, nin
XPaHATCA KJI04YeBble JOKYMEHTbI K HUM

ITomenienus1, B koTopeix ycraHosiieHbl CK3U, wim XpaHATCS TOKYMEHTBI K
HUM, JOJKHBI OBITh OCHALIEHbI BXOJAHBIMH IBEPEMHU C 3aMKaMHU.

B UC nomxHO obecrieunBaThCsl MOCTOSHHOE 3aKPBITHE JBEPE MOMELIECHUM ¢
anemeHTamMu CK3U Ha 3aMOK M MX OTKpBITHE TOJIBKO JJISI CAHKIMOHHUPOBAHHOTO
IpoX0Jia, @ TAK)KE ONeYaThIBAaHUE MOMELIEHUIN M0 OKOHYAaHWU paboyero JHS WM
000py1I0BaHHE MOMEIIEHUH COOTBETCTBYIOIIUMH TEXHHUYECKUMHU YCTpPOMCTBaMH,
CUTHAJIM3UPYIOIIUMHU O HECAHKIIMOHUPOBAHHOM BCKPBITUHU ITOMEILICHUM.

JUtst XpaHEeHUs! KIIFOUEBBIX JTOKYMEHTOB, 3KCIUTYyaTallHOHHON M TEXHUYECKOU
nokymeHntauuu Ha CK3M, wuHCTaMpyronmx HOCHUTENEH JIOJKHO — OBITh
IPEeIyCMOTPEHO HEOOXOIMMOE YHMCIO HAAEKHBIX METaUIMYECKUX XPaHWIULI,



000pYJIOBaHHBIX BHYTPEHHHUMH 3aMKaMH C JBYMs D3K3EMIUISIpaMHU KIIO4YeH Hu
KOJOBBIMH 3aMKaMH WJIH TPUCHOCOOJEHUSMHU JUIsl Ole4yaTblBaHUS 3aMOYHBIX
CKkBaXMH. Kiltoum OT XpaHWiIMIIAa JOJDKHBI HAXOOUTBCA Y OTBETCTBEHHOIO
110JI30BATENS KPHUIITOCPEJCTB (OTBETCTBEHHOTO 3a oOecrieueHue
(YHKIIMOHUPOBAHUSI U OE30MACHOCTH KPUIITOCPEACTB).

ITo okoHuaHuu paboyero AHs MOMENIEHUs, B KOTOPBIX pacnoioxenbl CK3U, u
XPAHSTCS KJIIOYEBBIE JTOKYMEHTBI K HUM, M YCTAHOBJIEHHbIE B HEM XPAaHWJIMILA
JOJIKHBI OBITh 3aKPbIThI, XPAHUIMIIA ONEYATaAHBI.

B OOBIYHBIX YCIOBHSX NOMEIICHHS, HAXOASIIHECS B HHUX OIEYaTaHHBIE
XPaHUJIMILA, MOTYT OBITh BCKPBITHI TOJBKO IOJIB30BATEISIMU KPUITOCPEICTB WIIU
OTBETCTBEHHBIM I0JIb30BaTENEM KpunrocpeacTB. [Ipu oOHapykeHUM NPU3HAKOB,
YKa3bIBalOIIMX Ha BO3MOYKHOE HECAHKLMOHWPOBAHHOE ITPOHMKHOBEHUE B ITH
NOMEIIECHHUS WM XPAaHWJIMIIA MOCTOPOHHUX JIMI[, O CIYYHUBIIEMCS JOKHO OBITh
HEMEIJIEHHO  COOOIIEHO  OTBETCTBEHHOMY  IOJIb30BATENI0  KPUIITOCPEICTB.
[TpuObIBIIMIT OTBETCTBEHHBINM II0Jb30BATENb KPUITOCPEACTB JOJIKEH OLEHUTH
BO3MOXHOCTh KOMIIPOMETAIlUN XPAHAIIUXCS KIIOYEBBIX U JIPYTUX JTOKYMEHTOB M
IPUHATH, TP HEOOXOAUMOCTH, MEPHI K JIOKAJIU3ALUU ITOCJIEICTBUN KOMIIPOMETAINH
NEPCOHANIBHBIX JJAHHBIX U K 3aMEHE CKOMIIPOMETHPOBAHHBIX KPUITOKIIIOUEH.

Pa3menienne 1 MOHTa)XX KPHUNTOCPEICTB, a TakXKe JAPYroro oOOpyIOBaHMUS,
(GYHKUMOHUPYIOMIETO € KPUOTOCPEACTBAMHU, B MOMEIICHUSX AOJKHBI CBECTH K
MUHHUMYMY BO3MOXHOCTh HEKOHTPOJIMPYEMOrO JOCTyHa MOCTOPOHHUX JIMI[ K
yKa3aHHBIM cpefcTBaM. TexHuueckoe oOCHyXKMBaHUE Takoro oOOpyJOBaHUS U
CMEHa KPUITOKIIOYEH OCYIIECTBISIOTCS B OTCYTCTBUE JIMI, HE JONYIIEHHBIX K
paboTe ¢ JTaHHBIMU KPUIITOCPEICTBAMHU.

5 AIMHUHUCTPATOP BE3OITACHOCTH

51 OOwmume moJioKeHust

AnMuHucTpaTOp 0€30MaCHOCTH HA3HAYaeTCsd MPHUKA30M  PYKOBOIUTENS
YupexneHus.

AnMuHuCTpaTop 0€30MacHOCTU B CBOEM  paboTe  PYKOBOJICTBYETCS
HacToammmu [IpaBunamu, TpeGOBaHUSMH 3aKOHOB M UHBIX HOPMATHUBHO-IIPABOBBIX
akToB Poccuiickoil Denepanuy 10 BOIPOCAM 3alUTHl MEPCOHAIBHBIX JaHHBIX,
pykoBoasiiuMu 1 HopMaTuBHbIMU JoKyMeHTaMu @CTIK Poccun, ®Cb Poccun n
BHYTPEHHUMH OpPraHU3alOHHOPACIIOPSAUTEIBHBIMU JOKYMEHTAMHU Y UPEXKICHMUS.

AnMuHHCcTpaTOp O€30MACHOCTH SIBJISIETCS. OTBETCTBEHHBIM JIOJXKHOCTHBIM
JTUIOM YUpeXJIeHUs, YIOJHOMOYEHHBIM Ha MpOBeAeHHE padoT Mo 00ecredeHUIo
ycTolunBoro (yHkmuoHupoBaHuss 3nemeHToB MC, TexHuUyeckod 3amuTe
UH(pOpMaMKU U OJIEPKAHUIO TOCTUTHYTOr0 YpoBHs 3amuThl UC 1 ee pecypcoB Ha
JTanax MPOMBIIIJIEHHON 3KCIUTyaTallud U MOACPHU3ALUY.

AnMuHHCTpaTOp OE€30MacCHOCTH OCYLIECTBISIET METOJUYECKOE PYKOBOACTBO
nonbs3oBarener MC, B Bompocax oOecrieueHHs O€30MaCHOCTH IEPCOHAIbHBIX
JAHHBIX.

TpeboBanust AxMUHUCTpaTOpa OE30MACHOCTH, CBSI3aHHBIE C BBINIOJIHEHUEM UM
CBOMX JIOJDKHOCTHBIX OOSI3aHHOCTEH, 0Os3aTE€NIbHbI JJI1 MCIOJHEHUS BCEMHU
nosibzoBaTensimu MC.

AnMuHHUCTpaTOp 0€30MaCHOCTH HECET MEPCOHAIBHYI0 OTBETCTBEHHOCTH 32
KayeCcTBO NPOBOJMMBIX MM PabOT MO KOHTPOJIO JAECUCTBUI MOJb30BATENEH MpPH
pabote B VIC, cocTosiHue 1 oiepKaHUe YCTaHOBIEHHOTO ypoBHs 3amuThl MC.

B pacnopsbxkenun AnMuHHCTpaTOpa O€30MACHOCTH JOJKEH OBITh JIMYHBIN
cer, xene3HbIit mkad wim ap.

Ha Bpems orcyTcTBUsSt AqMuHucTpaTopa 0€30MacHOCTH (OTIYCK, 001€3Hb, Mp.)
€ro O0O0s3aHHOCTM MCHOJIHAET JIMIO, HAa3HAYEHHOE B YCTAHOBJIEHHOM HOpPSJIKE,
KOTOpO€ MpPHOOpETaeT COOTBETCTBYIOLIME IpaBa M HECET OTBETCTBEHHOCTH 3a
HaJIeKallee UCIOJIHEHNE BO3JIOKEHHBIX HAa HETO 00S3aHHOCTEM.



5.2 3agaum aAMUHHCTPATOPA 0€30MACHOCTH

OCHOBHBIMH 33J1auaMi AJIMUHHCTpATOpa 0€30MaCHOCTH SBJISIIOTCS:

- obecriedeHrEe yCTOMYMBOTO (DYHKIIMOHUPOBAHUS M PabOTOCIIOCOOHOCTH
anemenToB MC, B T.4. APM noab3oBatenei;

- MO/ /IepKAHUE HEO0XOMUMOr0 YPOBHS 3aIUTHI ncC oT
HECaHKIIMOHUPOBaHHOTO Aoctyna (nanee - HCI) xk undopmanmu;

- yCTaHOBKa CpeACTB 3aIuThl nuHpopmanuu Ha snemenTax MC 1 KOHTpoIb
BBINIOJIHEHHUSI IPABHIT UX 3KCIUTyaTalluu;

- conpooxaenne C3U, ucnonszyemsix B UC;

- IEPUOJMYIECKOE OOHOBIIEHHE MCTIONIb3yeMbIX C3U (Ipu HEOOXOAMMOCTH);

- MIPOBEICHHUE KOMIUJIEKCA MEPOIIPUATHH 1O PEIOTBPALLICHUIO HHIIMIEHTOB
Ub;

- OTIepaTUBHOE pearnpoBaHue Ha HapymieHus tpedoBanmii mo Ub UC u
y4acTHE B UX MPEKPAIICHHUH.

B pamkax BBINOJHEHUS OCHOBHBIX 3aJad AJIMUHHUCTPATOp O€3011aCHOCTH
OCYIIECTBIISIET:

- oOecrieueHne yCTaHOBKHM, HACTPOMKM M CBOEBPEMEHHOTO OOHOBJIEHUS
anemeHnToB MC:

IpPOrpaMMHOrO 00ECIeUeHUs] aBTOMAaTU3MPOBAaHHBIX pabounx mect (APM)
MOJIb30BATENEN
(omepanMoOHHBIE CUCTEMBI, PUKIIATHOE U CHEIIMAIbHOE TPOTrpaMMHOE
obecrnieuenue (I110);

anmapaTHBIX CPEJICTB;

KOMMYTAIIMOHHOTO 000pY0BaHUSI.

- TeKYIIUHA  KOHTPOJIb  paboTocrmocobHOocTH U dPdeKkTuBHOCTH
(GYHKIIMOHUPOBAHUSL SKCIUTYaTUPYEMBIX MPOTPAMMHBIX M TEXHHUYECKUX CPEJICTB
C3U;

- NPUHATUE MEpP MO CBOEBPEMEHHOMY BOCCTAHOBIICHUIO U BBISIBICHUIO
OpUYMH B Clydyae OTKa3a pabOTOCIOCOOHOCTH TEXHUYECKHX CPEACTB M
nporpammHoro ooecriedenus anemeHTos 1C;

- TeKyIHUWA KOHTPOJIb TEXHOJOTUYECKOTO IMpoliecca aBTOMATU3UPOBAHHOM
00paboTku HHGOPMAIINH;

- TeKyIUWA KOHTPOJIb HEM3MEHHOCTU cocTostHus C3U ux mapameTpoB u
PEKUMOB
3aIlUTHL;

- TeKyIUWA KOHTPOJIb (PU3HUUYECKOW COXPAHHOCTU CPEACTB U 000PYIOBAHUS
NC;

- KOHTpPOJIb MCIOJHEHUs MOJIb30BaTes MU ycTaHOBIeHHbIX B IC mpaBun
OpraHu3allK MapOJIbHON 3allUTHI;

- aHalIu3 >KypHajoB yuera coObiTHili Oe3omacHoctu C3U, ¢ wmenbro
BBISIBIICHUSI BO3MOKHBIX HAPYIICHUN;

- ydYeT MalllMHHBIX HocuTenel nHdopmauu, ucrnoibzyeMoix B IC;

- KOHTPOJIb JEHCTBUN TIONb30BaTelIe Tpu paboTe ¢ MAaIIMHHBIMU
HOCUTEJISIMU HHGOPMAIIHH;

- BBOJI IIOJIHOMOYHUI MMOJIB30BaTENIEH B Pa3peIIUTENIbHYIO0 CUCTEMY AOCTyIa
(MaTpuIy AOCTyNa) U UX CBOEBPEMEHHYIO KOPPEKTUPOBKY;

- KOHTPOJIb 3a COOJIOJEHUEM IOJIb30BaTENsIMU ycTaHOBIEeHHbIX B MC
MpaBUJI 110 OpPTraHU3alUd AHTUBUPYCHOTO KOHTPOJIS;

- y4acTHe B MPOBEJEHUU CIy>KEOHBIX paccieoBaHUi (PAKTOB HapyIIEHUN
WM YTPO3bl HApYIIEHUH O€30macHOCTH UH(POPMAIINH;

- KOHTPOJb COOJIOZACHHS HOPMATHUBHBIX TpeOOBaHUM MO  3alluTe
uHdopmaiuu, odecriedeHnsi KOMILUIEKCHOTO MCIOJIb30BAaHUSI TEXHUYECKUX CPEJICTB,
METOJIOB M OPTaHM3AIMOHHBIX MEPONPUITHA MO Oe30MacHOCTH WHGOpMAIIU
nons3oBarensamu NC;

- METOIMYECKYI0 ToMotilb noibk3oBarensiMm MC mo Bonmpocam obecrieueHust
3aIIUATHl HTH(GOPMALIMKU U padoThI ¢ Ucnoib3yembiMu C3U.



5.3 OO0si3aHHOCTH aIMMHUCTPATOpa 0e30nmacHoCcTH uHGOpMaIIU
AnMuHHCTpaTOp 6€30MaCHOCTH 00SI3aH:

- 3HaTh WU BBINOJHATH TPeOOBaHUS JEUCTBYIOIIMX HOPMATUBHBIX U
PYKOBOJAIIUX JOKYMEHTOB, a TaKX€ BHYTPEHHUX HWHCTPYKIHM, PYKOBOJCTB IO
3amuTe MHGOPMALIMK U PACTIOPSKEHUN, pErIaMEHTUPYIOLIUX MOPSIIOK IEUCTBUH 1O
3aluTe nHpopmManuu;

- OCYNIECTBISATH  YCTAaHOBKY, HACTpPOMKY ¥  COMNPOBOXJCHUE
nporpammHoro obecneuenusi APM monp3oBareneil (CHCTEMHOTO, MPUKIIATHOTO |
CHEIMaJIbHOTO HgorpaMMHoro obecnieuenusi) u C3U, ucnons3yemoix B IC;

0

€CII€YNBaTh paboTOCTIOCOOHOCTH TEXHUUYECKUX CpEICTB
00paboTKu HHGOpMAITUH

BUC,;
- y4acTBOBATh B KOHTPOJIBHBIX U TECTOBBIX UCHIBITAHUAX U MPOBEPKAX
aneMeHToB 1C;
- Y4YacTBOBaTb B NPHEMKE HOBBIX MPOrPAMMHBIX CpPEJICTB 00pabOTKU
uHpopmanuu B UC;

- o0ecrneunBarh JOCTYI K 3allUIIaeMOl HH(GOPMALIMH MTOJIH30BATEISIM
NC cormacHo wuX mpaBaM JOCTylma TMpPU MOJYy4YeHUH O(OPMICHHOTO
COOTBETCTBYIOIIMM 00pa3oM pazpeiieHus (3asBK1);

- YTOYHSATh B YCTAHOBJICHHOM MOPsAKE OOS3aHHOCTH IOJIb30BaTeNIeH
N C npu 06paboTke 3antuiaeMoit nHGpopmaIuu;

- OCYLIECTBJISATh PE3EPBHOE KOMUPOBaHUs 00BEKTOB 3auThl B UC;

- aHanu3upoBaTh coctosinue 3amuthl UC;

- KOHTpOJIMPOBAaTh MPAaBWIBHOCTb (YHKLUHOHUPOBAHUS  CPEICTB
3aIUThl MH(QOPMALUK U HEM3MEHHOCTh UX HACTPOEK;

- KOHTPOJIMPOBATh (PU3UYECKYIO COXPAHHOCTh TEXHUYECKUX CPEICTB
00paboTKN HH(pOPMALINH;

- KOHTpOJIMpOBaTh HCIOIHEHUE Tmosb3oBaTensimu MC BBeneHHOro
pexunma 0e30MaCHOCTH, a TaKkKe NMPaBUIBLHOCTh padoThl ¢ anementamu UC u
CpEJCTBAaMU 3aIIUTH HH(POPMAIIIH;

- KOHTPOJIMPOBATh HCHOJHEHHE MOJIb30BATEISMH IMPABUI MapOJIbHOU
MOJIUTUKH;

- ©XKEHEJENIbHO  aHAJIM3UpOBaTh  JKypHaJbl  ydeTra  COOBITUH
0€30MacCHOCTH, PErMCTPUPYEMBIX CPEACTBAMU 3aLIUTHI, C LEJIbI0 KOHTPOJIS
JNEWCTBUH ITOJIB30BATENEN U BBISBIICHHUS BO3MOKHBIX HAPYILICHH;

- OCYWIECTBISTh MpU HEOOXOIAMMOCTH YCTaHOBKY OOHOBJIEHUU
IpPOrpaMMHOr0 OoOecnedeHusi, B T.4. MPOrPaMMHOIO OOECIEYEHUsl CPENICTB
3alIUThl MH(POpPMALMM, a TaKKe KOHTPOJb TaKOW YCTAaHOBKM B Clydae
BBITMOJIHEHUSI TAaHHOTO BHJ1a padOT COTPYAHUKAMH CTOPOHHUX OpraHHU3allHii;

- HEe JIONYCKaTh YCTaHOBKY, HCIOJb30BAHKUE, XPAHEHNUE U PA3MHOXKEHUE
B IC mporpaMMHBIX CPE/ICTB, HE CBSI3aHHBIX C BHIOJHEHUEM (DYHKIIMOHATIBHBIX
3a1ay;

- BECTH KOHTPOJIb 3a coOmtojieHreM ycraHoBiaeHHOro B C mopsiika
OpraHu3aiyy padoThl ¢ MAIIMHHBIMU HOCUTEISIMUA HH(pOpMALINY;

- He JoIycKaTh K paboTe Ha 3neMeHTax MC nmocTOpoHHUX JIUII;

- OCYLUECTBIISATH NEPUOIUYECKUE KOHTPOJIbHBIE MIPOBEPKHU
aBTOMAaTU3UPOBAHHBIX pabouux mect nonb3zoBareneit UC;

- OKa3blBaThb nomomlp noies3oBaremsiM MC B yacTu npuMeHEHHs
CPEICTB 3alMThl M KOHCYJIbTHPOBATH MO BONPOCAM BBEJAECHHOIO PEKUMA
3aIlNTHL;

- B Cly4ae HEOOXOIMMOCTH WH(POPMHPOBATH PYKOBOACTBO O
coctosHud 3ammThl MC W O HEWTaTHBIX CUTyalHUsIX W JOMYLIEHHBIX
NIOJIB30BATEISIMUM  HApYyLIECHUSAX YCTAHOBJIEHHBIX TpPEeOOBAaHUK IO 3allMTe
uHpopmanuu;

- Bciydae oTkaza paborocnocooHoctu C3U B UC npuHUMATH MEPHI 110

1



UX CBOEBPEMEHHOMY BOCCTAHOBJICHHIO M BBISIBICHUIO TIPUYMH, TIPUBEIIINX K
0TKa3y paboToCIOCOOHOCTH;

- NpeAnpuHUMATh HEOOXOAMMBIE MEPBI IIPU BBISBICHUM YSI3BUMOCTEM
B paMKaxX CBOMX JOJDKHOCTHBIX OOsi3aHHOCTEH. B KadecTBe HMCTOYHUKOB
uHopmaruu 00 YSI3BUMOCTSIX MOTYT HCIOJB30BAThCSl OIMYyOJIMKOBAaHHBIC
JAaHHbIE Pa3pabOTUMKOB CPEACTB 3allUThl HMH(OpMaALUHU, OOUIECUCTEMHOrO,
OPUKIATHOTO W CHEUHMAIBHOTO MPOrPaMMHOTO OOECleueHHus, TEXHUYECKHUX
CpPEeICTB, a Takke JApyrue 0a3bl JaHHBIX ysI3BUMOCTeW. B  ciyuae
HEBO3MOKHOCTH YCTPaHEHHs BBISBICHHBIX YSI3BUMOCTEH IyT€M YCTaHOBKHU
OOHOBJIEHHH MPOTPaMMHOI0 O0€CIEeYeHMs] CPEACTB 3allUuThl MH(OpMaluy,
00IIECUCTEMHOI0 MPOrPaMMHOI0 O00ECIIEYEeHHMSI, TPUKIAJTHOTO MPOrPaMMHOIO
o0OecreyeHns: UM MHUKPOIIPOrpaMMHOIO 00€CHeYeHHs] TEXHUUYECKUX CPEICTB
HEOOXOIUMO  TPEANPHUHATh JEHCTBUS  (HACTPOMKH  CPEICTB  3aIUTHI
uH(pOpMallMK, W3MEHEHHE peXHMa U TOpsKa HCIOJIb30BaHUS CHUCTEMBI),
HaIpaBJICHHbIE HA YCTPAHEHHWE BO3MOXHOCTU HCIIOJIb30BAHUS BBISBICHHBIX
YSA3BAMOCTEM;

- B Cllyyae BBbISBICHHUS HapyUIeHHH pexuma 0e30MacHOCTH

nHpOpMaIuK, a TakKe BOSHUKHOBCHHUS HEINITATHBIX M aBAPUMHBIX CUTYyaIlud
IIPUHAMATh HEOOXOIUMBIE MEPHI C MENIbI0 JTUKBUIAIIUN WX TTOCICACTBUL;

- obecrnieunBaTh CTPOTO€ BHIMOJHEHUE TpeOOBaHUN 1O O0OECIEUEHHUIO
Oe3omacHOoCTH WHGOPMAMK TIPH  OpPraHU3AMHA OOCTY>KUBAHHUS TEXHUYCCKUX
CPEICTB U OTIPABKE UX B PEMOHT. TeXHUYECKOE 00CITyKUBAaHUE U PEMOHT CPE/ICTB
BBIYHMCIIUTEIILHON TEXHUKH, TpeIHAa3HAYCHHBIX I 00paboTku wH(bOpMaIuwy,
IIPOBOJIATCS OPraHU3allASIMH, HMEIONMMUA COOTBETCTBYIOINE JMIeH3uu. [Ipu
NPOBEJICHNN TEXHUYECKOTO OOCIYy)KMBAaHHMSI ¥ PEMOHTa HE PEKOMEHIYEeTCS
nepeaaBaTh PEMOHTHBIM OPTraHU3AIMAM Y3IIbI U OJIOKH C DJIEMEHTAMH HAKOTIJICHUS U
XpaHeHust, ”HHOPMAITUH.

5.4 IlpaBa aaMuHHUCTpaTOpa 6€30MACHOCTH
AnmMuHHUCTpaTOp 6€30MacCHOCTH UMEET TIPABO:

- otkimoyath ot pecypcoB MC monws3oBarenei, ocymectuBmmx HCJI k
3amuiaeMbiM pecypcam M C unu HapymmBmumx npyrue tpedosanus no Ub;

- B YCTaHOBJICHHOM MOPSAKE U3MEHATh KOH(puUrypauuto snementoB UC;

- TpeboBaTh OT moib3oBarenel u aamuHUcTparopoB MC Ge3zycioBHOro
COOJIIOICHHS YCTAaHOBJIEHHOM TEXHOIOTUU 00pabOTKK MH(OPMALIUY U BBHITIOTHEHUS
TpeOOBAHMI JTOKAIBHBIX JOKYMEHTOB, PErJIaMEHTUPYIOIIUX BOMPOCHI 0OeCreyeHUs
3alUTHl HTHPOPMALIHH;

- JaBaTh IOJB30BATENSIM O0s3aTeIbHbIC JUIsI HCIOJHEHMs] YKa3aHUS U
pekoMeHnanuu 1o Bonpocam Mb;

- UHULMHMPOBATH NPOBEICHHUE CIYKEOHBIX paccieoBaHUN MO (dakTam
HapyIIeHU! yCTaHOBJIEHHBIX TpeOoBaHuii odecnieuenus b, HCJI, yrpartsl, mopun
3amuiaeMon nHpopmauu u Texundeckux cpencts UC;

- OCYIIECTBJIATh B3aUMOJIEUCTBHE C PYKOBOACTBOM YUpPEKIEHUS H
nepconanom MC no Bonpocam obecrieueHrs 6€30macHOCTH HHGOPMAIINH;

- 3amnpellarh yCTaHABIMBAaTh HAa aBTOMATHM3MPOBAHHBIX pPabOYMX MeECTax
HEIITaTHOE MMPOTrPaMMHOE U annapaTHOe 00eCeUYeHNUE;

- 3ampalvBarh U MOIY4YaTh OT HAYAJIbHUKOB U CIIELIUAIIMCTOB CTPYKTYPHBIX
nojapaszieeHuil YupexxjaeHuss MHGOpMAIMI0O U MaTepuaibl, HEOOXOAMMBIE IS
OpraHu3aIlK CBOCH PabOTHI;

- BHOCUTb Ha PaCCMOTPEHHUE PYKOBOJCTBA MPEIJIOKEHHUS MO YIYUILIECHUIO
cocTosiHUS 3auThl HHpopmaiuu B 1C;

- JIeHcTBOBATh B 00X0/ YCTAaHOBJIEHHBIX MPOLEAYP UACHTU(UKALIMUI U
ayTeHTU(PUKAIMU  TOJIBKO TUISt BOCCTAHOBJICHUS (GYHKIMOHUPOBAHUS
UH(GOPMAIIMOHHON CHUCTEMBI B ciy4dae cOoeB B pa0OTe WM BBIXOJE W3 CTPOS
OTJIENIbHBIX TEXHUYECKUX CPENICTB (YCTPOICTB);

- I[PUHUMATh YYacTHE€ B MPOBEACHUM MEPONPHUITHA IO KOHTPOIIO 3a



oOecnieuenneM 6e3onacHocty uHpopmanuu B MC.

5.5 J[leiicTBUsI agAMHHUCTpPaTopa 0e30MACHOCTH TNPU OOHAPYKEHHUU
nonbiTok HCJ
K nmonbirkam HCJI oTHOCSITCS:

- CEaHChl paboThI c UH(OPMAIIMOHHBIMU pecypcamu ncC
HE3apETUCTPUPOBAHHBIX MOJIb30BATEIIEH, MOJIb30BATEIIEH, HApPYILIUBIIUX
YCTAaHOBJICHHYIO TEPHUOJUYHOCTh JOCTyIa, JUOO CpPOK MACUCTBHUS IMOJTHOMOYHI
KOTOPBIX UCTEK, JINOO B COCTAB MOJIHOMOYUI KOTOPBIX HE BXOJST ONEpalliy T0CTYyNa
K OIpEJEICHHBIM JaHHBIM UM MaHUMYJIMPOBAHUS UMHU;

- JEHCTBUSI TPETHEro JIMIA, MbITAIOUIETOCSd MOJYYUTh JOCTyn (WM
MOJyYMBIIETO JOCTyN) K HH(pOpMaIMoHHbIM pecypcaM MC ¢ ucnonb3oBaHUEM
YYETHOM 3aluCH aJIMHUHUCTpaTOpa WM JApyroro mnojb3oBarens WC, B memsx
NOJIYYEHUS] KOMMEPUYECKOU MM IPYro JTMYHOU BBITOJbI, METOJIOM O00pa Napos
WIM JIPyroro Meroaa (CiaydalHOTO pasIJiallleHdus Maposiss U T.1.) 0e3 Begoma
BJIAJI€JIbIA YYETHOU 3aIIUCH.

[Ipu BesBiennn dakrta/monbitkn HCJ[  Aamunuctparop 0e€30MacHOCTH
00s13aH:

- TIpPeKpaTuTh JAOCTYyn K WH(GOPMAIMOHHBIM pecypcaM CO CTOPOHBI
BbIsiBIIEHHOTO ydyacTka HC/I;

- JOJIOKUTh B CiIyyae HEOOXOJUMOCTH PYKOBOJUTENIO YUPEKACHHUS O
daxkre HCJI, ero pesynprare (YCHENIHBIM, HEYCHEHIHBIM) W MPEANPUHSITHIX
JICUCTBUSIX;

- W3BECTUTh HAYaJbHUKA CTPYKTYPHOTO TMOApPA3JEICHUs, B KOTOPOM
paboTaeT Mmoapb30BaTeh, OT UMEHHU YUETHOH 3alMCH KOTOPOTO ObLIa OCYIIECTBICHA
nonbiTka HC/, o ¢paxkre HC/I;

- npoaHanu3upoars xapakrep HC;

- [0 PELICHUI0 PYKOBOJACTBA OCYLIECTBUTH JEUCTBUS 110 BBIICHEHHIO
npuuuH, npuseammx k HC/J;

- TpPEANPHHATH MEPBI 10 MPEJOTBPAIIECHUIO MOAOOHBIX HHLHUIECHTOB B
JAJIbHEUILIEM.

5.6 OTBeTCTBEHHOCTHh A/IMUHUCTPATOPA 0€30MACHOCTH

AnMUHHUCTpaTOphl 0€30MaCHOCTH, BUHOBHBIE B HECOOIIOACHMU HACTOSILIEH
NHCcTpyKMy, pacueHMBAIOTCA Kak HapyLIMTENM 3aKOHOJarenbcTBa Pocchiickon
®enepanyu B 00JaCTH 3alIUThl HHPOPMAIMU M HECYT I'Pa)KAaHCKYIO, YTOJIOBHYIO,
aAMUHUCTPATUBHYIO, JUCUUIUIMHAPHYIO M MHYI0  [PEAYyCMOTPEHHYIO
3akoHOAaTenbCcTBOM Poccuiickon denepauym OTBETCTBEHHOCTD.

6 OPI'TAHU3AIIUSA PABOTDI IIOJIB3OBATEJISI HA APM

6.1 OO0mmue MOJIOKEHUA

[Tonb3oBareneM HHPOPMALIMOHHON CHCTEMBI SIBIIETCS KaXKIblil COTPYIHUK
VYupexxaenus, y4yacTBYIOUIMN B paMKaxX CBOUX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B
polieccax aBTOMAaTHU3MPOBAaHHOW 00paOOTKM MH(pOpMAaLUU, B T.4Y. MEPCOHAIBHBIX
JAHHBIX, M HMEIOIUN JIOCTYyH K alMapaTHbIM CPEJCTBaM, MNPOrPaMMHOMY
o0ecreueHunIo, JaHHbIM U cpeacTBaM 3aiuThl nHbopmaruu VC.

[Tonp30BaTenp HECET EPCOHAIBHYIO OTBETCTBEHHOCTD 33 CBOU JIEHCTBUS.

[Tonb3oBarens B cBOEH paboTe pyKOBOACTBYeTCs HactosmuMmu [IpaBunamuy,
HopMmatuBHbIMU JnOKymMeHTaMu PCTOK Poccun, ®Cb Poccun, BHyTpeHHMMH
pEerIaMEHTUPYIOIIUMU JOKYMEHTAMH Y UPEKIACHUS U IPYTUMU JOKYMEHTAMM.

Meroanueckoe pyKOBOJCTBO pabOTOM MOJIb30BaTeNis B YACTH BBITOJIHEHUS
MOJI0KEHUM 3aKOHO1aTenbcTBa Poccuiickon denepanyu 1 BHyTPEHHUX JOKYMEHTOB
VYupexxaenus B 00J1acTy 3alIU Tl HHPOPMAIMK OCYIIECTBIISIETCS A IMUHUCTPATOPOM
6e3onacHoctu MC.



6.2 JIOJZKHOCTHBIE 00SI3AHHOCTH

[Tonb3oBarens UC, yvacTByrommii B pamkax CBOMX (PYHKIHOHAIBHBIX
00s13aHHOCTEH B TMpolieccax aBTOMATHU3MPOBAHHOW 0OpaOOTKM HHPOPMALMH |
UMEIOIIMNA JIOCTYN K alapaTHBIM CPEJICTBaM, MPOTPAMMHOMY OOECIEUEHUIO U
nanabsiM MC, HeceT nepcoHanbHy0 OTBETCTBEHHOCTD 32 CBOM JICHCTBUS U 00sI3aH:

- peliarh MOCTaBJIEHHbIE 3a/layd B COOTBETCTBUHM C IOJHOMOYHSIMHU
nocryna k pecypcam HMC, npucBoeHHbIMH AJIMHHHCTPATOPOM 0€30IaCHOCTH
JaHHOMY Tonb3oBaTento. I[lpm 3TOM It XpaHeHus (ailyioB, coaepKalux
KOH (U IeHIIUATTbHbBIE CBEJICHUS, paspemaercs UCIIOJIb30BaTh TOJBKO
COOTBETCTBYIOIIUM 00pa30M YUTCHHbIC MAIIMHHBIE HOCUTEIN UHPOPMALINH;

- 3HAaThb W BBINOJHATH TPEOOBAaHUSA JEHUCTBYIOIIMX HOPMATUBHBIX H
PYKOBOJSIIMX TOKYMEHTOB, a TaKK€ BHYTPEHHUX MHCTPYKUUWA M PaCHOPSKEHUM,
pEriaMeHTUPYIOIIUX MOPSIOK ASUCTBUH 1O 3alUTe UHPOPMAIUK;

- DKpaH MOHHMTOpa B NMOMEIIEHHM pacroyiaraTb BO BpeMsi pabOThl Tak,
YTOOBI HMCKJIIOYaJach BO3MOXKHOCTh HECAHKIIMOHHUPOBAHHOTO O3HAKOMJICHHUS C
oToOpaxaeMoi Ha HeM HH(popMaIei mocTopoHHUMHE JniaMu. LLITopsl Ha OKOHHBIX
poeMax AOJIKHBI ObITh 3aBEIIaHbl (KAITIO3U 3aKPBITHI);

- 3HATh U CTPOTO BBINOJHSATH MpaBuiIa pabOThl CO CPEACTBAMU 3ALIUTHI
uH(popMauu, yCTaHOBICHHBIMUA HA BBEPEHHOM €MY aBTOMAaTU3MPOBAaHHOM paboyem
MECTE;

- coOmronare TpeboBaHuss MHCTPYKIMM 1O OpraHus3aluu NapoJbHOM
3aILUTBHI;

- B Clyyae OTKa3a CUCTEMbl B MACHTHU(UKAIMHU T0Jb30BaTelNs, JTUOO HE
MOJTBEPXKJICHUS JINYHOTO MAapoJsi HEMEIJICHHO oO0paTuTbcs K AJIMUHUCTPATOPY
0€30IMacCHOCTH.

- CTpOro coOnroAaTh YCTAHOBJIEHHbIE TpeOOBaHUS IO OpraHU3alNH
AHTUBHUPYCHOW 3allUTHl. B ciyyae oOHapyKeHHsI BUPYCOB HEMEUIEHHO COOOUIUTH
00 3TOM AZIMUHUCTPATOPY O€30MaCHOCTH;

- 3HATh M COOJIIOIATh YCTAHOBJIEHHbIE TPEOOBAHUS IO YUETY, XpPaHEHUIO
MaIIMHHBIX HOCUTENEeW HHPOpMaLnK;

- HEMEJJICHHO CTaBUTh B U3BECTHOCTh AJIMUHUCTpATOpa 0€301aCHOCTH U
B Cllyyae MOJO3PEHHUs], a TaAKXKe MpU OOHApYy EHUU (PAKTOB COBEPIIEHHUS MOMBITOK
HECAaHKIIMOHUPOBAHHOTO JocTyna K pecypcam WC: HeECaHKUMOHUPOBAHHBIX
(MpOM3BEACHHBIX C HAPYIIEHWEM YCTAaHOBJIEHHOTO TOpSAJIKAa) H3MEHEHUH B
KOHGUTYpalMu TpPOrpaMMHBIX WM anmnapatHbix cpeactB WC, OTKIOHEHUU B
HOpPMaJIbHOM paboTe CHUCTEMHBIX U MPHUKIAAHBIX MPOTPAMMHBIX CPECTB,
3aTpyaHsommx skcrnyartaunio MC, BeIXxoga HW3 CTpOs WIM HEYCTOWYHUBOIO
dbynkuuonupoBanusi y3moB MC wnu nepudepuiiHbIX yCTPOMCTB (IUCKOBOIOB,
OpuUHTEpa W T.I ), a Takxke 1epedoeB B CUCTEME JJIEKTPOCHAOXKEHUS,
HENPEAYCMOTPEHHBIX OTBOJOB Ka0eneil U MOJKIFOUYEHHBIX YCTPOUCTB;

- Ui TOJy4eHHUs KOHCYJbTallMi 1o BompocaM pabdotel [I9BM wu
HAaCTpOMKEe MPOrpaMMHOI0 OOEeCleueHHs HeOOXOIUMO 00pamarbcsi K U pabOThI
CpencTB 3auIUThl MH(pOpMaIuu oOpamarbes K AIMUHUACTpaTOpy 0€30MaCHOCTH;

- TOpUHUMATh MeEpbl MO pEarupoBaHMIO, B Cllydyae BO3HUKHOBEHMS
HELITaTHBIX W aBapUUHBIX CUTYAlMi, C LEIbI0 JIMKBUIAIUU WX IOCIEICTBUN, B
npeesiax BO3JI0KEHHbBIX Ha HETO (PYHKITUH;

- NPOXOIWUTH  IEPUOAUYECKYIO  IPOBEPKY 3HAHUM  MOJIOKEHUU
HOPMATUBHOM JOKYMEHTAIlMM TI0 BOMpOCaM 3aliuThl HHGOpPMAIMK B XOE
NEPUOJIMYECKOIO KOHTPOJSI COONIIONCHUS pexrma 0e30NacHOCTH MH(popManuu B
ncC.

[TonwzoBarensim 3AIIPEIIIAETCA:

- HUCIIOJIb30BaTh  KOMIIOHEHTBl ~ IPOrPAMMHOIO W alapaTHOro
obecneuenus UC B

HECITyKCOHBIX LEIIAX;

- OoTKJII0YaTh (OJOKMPOBATh) CPEACTBA 3aLUThHI HHPOPMALIUU;



- CaMOBOJIbBHO BHOCHUTb KakKHe-IM0O HU3MEHEHHS B KOH(PUTYpalUIo
amnmapaTHo- nmporpaMMHbIX cpenicTB MC mini yctaHaBIMBaTh JOMOTHUTENBHO JIF00bIE
IpOrpaMMHBIE U anmapaTHbIe CPEICTBA;

- OCYLIECTBISATH 00pabOTKy 3amuuaeMo nHPopMalud B TPUCYTCTBUH
MOCTOPOHHUX (HE AOMYIICHHBIX K JAHHOW WH(POPMAIIAHN ) JIHII;

- coobmare (UM mepeaaBarh) MOCTOPOHHUM JIMIIAM JIMYHbBIC KIIOYHM U
aTpubyThI 1ocTyMa K pecypcam UC;

- 3amuChiBaTh W XPAaHWUTH 3alIUIIAEMyr0 HMH(OpMaluio (Coaepikairyro
CBEJICHHUS OrPAHMYECHHOTO pACIPOCTPAHEHUS]) Ha HEYUYTCHHBIX HOCHUTEISX
uH(popmanuu;

- OCTaBJIATh BKJIIOUEHHOM 0e3 mpucMoTpa padouyro cradiuo ([I9BM),
He akTuBH3UpoBaB cpencTBa 3ammuThl oT HCJ[ (BpemMeHHyI0 OJIOKUPOBKY dKpaHa H
knaBuarypsl). Ilpm »sTOoM, Ha ycTpoilcTBe OTOOpakeHHs] (MOHUTOpPE) TMOCHe
OJIOKUPOBKH C€aHcCa HE JOJKHA 0TOOpaxaThcsi HHGOPMAIIHs CeaHca MOJIb30BaTels
(B TOM 4MCIiE WCTONB30BAHUE «XPAHUTENS SKpaHa», TalleHUE dKpaHa WM WHBIC
CIIOCOOBI);

- OCTaBJATH 0€3 JIMYHOTO MPUCMOTpPa Ha pabodeM MecTe WM T1e Obl TO
HU OBUTO MAaIlMHHBIE HOCHUTENIM M pPAacleyaTKd, COJAepKallue 3allruliaeMylo
uHdopmaruio (CBeeHUs OTPAaHUUYEHHOTO PACTIPOCTPAHCHUS );

- YMBIIIJIEHHO WCIOJB30BaTh HEJIOKYMEHTHPOBAaHHBIE CBOWCTBA U
OmMHUOKK B TPOrpaMMHOM OOECIEYEHUU WM B HACTPOWKAX CPENICTB 3alUThI,
KOTOpbIE MOTYT TIPUBECTH K BO3HUKHOBEHHUIO KpW3uCHOM curyanuu. OO0
O0OHapy>XEHUH TaKOro poja OIMUOOK CTaBUTh B HM3BECTHOCTb AJIMHHHUCTpATOpa
0e301aCHOCTH;

- OCYIIECTBIATH Kakue-nmnoo aerictBus B IC 10 mpoX0oxAeHUS MPOIIeyp
UJIeHTU(UKAIIMN U ayTEHTU(PUKAIIIH;

- TOAKIIOYATh K pabouell CTAaHIMM W BBIYUCIUTEIBLHOW CETH JINYHBIC
BHEIIIHUE HOCUTENIN U MOOUIIbHBIE YCTPOICTBA;

- OTKJIIOYaTh (OJIOKMPOBATh) CPEACTBA 3AIMUTHI HH(POPMAITUH;

- TpUBIEKAaTh IOCTOPOHHUX JIMIl Uil TPOU3BOJCTBA PEMOHTA WU

HacTtporiku APM;
- pasriamarh 3aluiaeMyo HHHOPMAIUIO TPETHUM JIHIIAM;
- CaMOCTOATEIILHO YCTaHaBJIMBATh, TUPAKUPOBATH, WU

MOIU(PUIIUPOBATh MPOrpaMMHOE OOECIeYeHUE U ammapaTHoe oOecleueHue,
U3MCHATh YCTAHOBJICHHBIM aNrOpUTM (QYHKIMOHUPOBAHUS TEXHHUUYECKUX U
POTPAaMMHBIX CPEJICTB.

6.3 IIpaBa 1 0OTBETCTBEHHOCTH MOJIb30BaTeEJIeH

[Tons3zoBarens MC wuMeer mnpaBo B OTBEIEHHOE €My BpeMs peEllaTh
MOCTaBJICHHBIC 33J]a4d B COOTBETCTBUHU C €ro MoJHOMOYHMSAMH K pecypcam MC u
BBEPEHHBIM €MY TEXHHUUYECKUM U IPOIPAMMHBIM CPEICTBAM.

[Tons3zoBarens WC, ywacTBylomMH B paMKax CBOMX (PYHKIHMOHAIBHBIX
00s13aHHOCTEN B mMpoIeccax aBTOMATU3MPOBAHHON 00paOOTKM HMHGPOpPMAIUU H
UMEIOIINI JOCTYIl K amlfapaTHBIM CPEACTBaM, MPOTpaMMHOMY OOECIEYCHHIO |
nanabsiM MC, HeceT nmepcoHanbHyI0 OTBETCTBEHHOCTD 32 CBOM JICHCTBUSI.

[Tons3zoBarens MC  HeceT  OTBETCTBEHHOCTh MO  JCHCTBYIOIIEMY
3aKOHOJIaTEIbCTBY 3a pasrjalleHHe CBEICHUHA KOH(UIECHUHUAIBHOTO XapakTepa,
CTaBIIMX U3BECTHBIMU €MY 1O POAY paOOTHI.

7 OPT AHU3ALIUSA MTAPOJIbHOM 3AIIIUTHI

7.1 TpeOoBaHusi K OpraHM3aIUU NAPOJIbHON 3aINTHI

Jlnyabple  TMApONM  JIOJDKHBI ~ TCHEPUPOBATHCA WM PACIPEACIIATHCS
[EHTPAIU30BaHHO  AJMUHUCTpaTopoM  Oe3omacHOCTH OO  BBIOMPATHCS
nonbs3oBaresimMu IC camocTosITenbHO.



B ciiyyae ¢popmupoBaHus IMYHBIX Maposiel MoJib30BaTeNel IEeHTPaIu30BaHHO,
OTBETCTBEHHOCTh 3a TMPABWIBHOCTh WX (DOPMHUPOBAHHMS U  pacmpeercHUs
BO3JNaraeTcs Ha AaMuHHUCTparopa 6ezonacuoctu MC.

[Tonnas nnanoBasi cmeHa napodieid B UC npoBOIUTCS HE pexe OJIHOrO pasa B
90 nHewn.

BrernanoBasi cMeHa JIMYHOTO MapoJs MOJIb30BATENS MM YAAICHUE YYETHOU
3allMCHU B CITy4ae MPEeKpalleHus ero NoJIHOMOoUYni (YBOJIbHEHUE, IEPEXO]] HA IPYTYIO
nosxHOCTh B UC 1 T.11.) JOJIKHA MPOU3BOIUTHCS AIMUHUCTPATOPOM 0€30M1aCHOCTH
HEMEJJIEHHO ITOCJIE OKOHYaHUs MTOCIIEIHEr0 ceanca padboThl noas3oBarens B VC.

B HC ycranaBiuBaeTcs OrpaHMYECHHE HA KOJIMYECTBO HEYCIICIIHBIX MOIMBITOK
ayTeHTH(UKALMK (BBOJAA JIOTMHA U MApOJisi) MOJb30BATENs, PaBHOE S5, MOCJIE YEro
y4eTHasl 3aIuCh OJIOKUPYETCS Ha EpUo] BpeMeHH OT 3 10 15 MUHyT.

Pa30siokupoBaHre y4eTHOM 3amMCH OCYUIECTBISIETCS AJIMUHUCTPATOPOM
0€30IacCHOCTH.

[Tocne 15 wmuHyT Oe3meiicTBUs (HEaKTUBHOCTH) moJib3oBarens B UC
IPOUCXOAUT aBTOMAaTU4Yeckoe OiokupoBaHue ceanca goctynma B APM u UC
COOTBETCTBEHHO.

B cnaydae BO3HHUKHOBEHHMSI HEWITATHBIX CHUTyalud, (Qopc-MakOpHBIX
00CTOSATEIBCTB U T.I. TEXHOJOTMYECKOW HEOOXOJIMMOCTH HMCIIOIB30BAHMS WUMEH U
NapoJIE HEKOTOPBIX MOJIb30BAaTEIEd B HMX OTCYTCTBUE, TAKWE II0JIb30BATEIN
00s13aHBI cpa3y K€ MOCJIe CMEHBI CBOMX Mapojieil WX HOBBIC 3HAUCHUS (BMECTE C
MMEHAMHU COOTBETCTBYIOIIMX YYETHBIX 3alKceil) B 3aleuyaTaHHOM KOHBEPTE
nepenaBaTh Ha XpaHeHUME AJMUHUCTpaTopy 0€30macHOCTH  MH(OpPMALIMH.
3anedaTaHHble KOHBEPTHI C MApOJISIMU MOJIb30BaTeNIel TIOJKHBI XPaHUThCS B ceride
y AamuHHUCTpaTtopa 0e30MacHOCTH.

B ciuywae yreuku wuHbOpMaNMK O 3apeTHCTPUPOBAHHOM IOJIH30BATENE
HEOOXOJAMMO HEMEJICHHO YJalIUTh JaHHble 00 ATOM IIOJIb30BaTelie M
3apeTUCTPUPOBATH 3aHOBO €TI0 C HOBBIM HICHTU(PUKATOPOM.

BhennaHoBass cmeHa JIMYHOrO TMApoJisl WM YAAIEHUE YYETHOM 3alllCH
N0JIB30BATENS, B CIydae MPEKpalIeHUsl €ro MOoJHOMOUYNH (YBOJIBHEHHE, IEPEXOT Ha
Ipyryro paboTy, B Jpyroe mojpasfejeHHue OpraHu3alud U T.I.), JTOJDKHBI
HEMEJJIEHHO MPOU3BOJUTHCA AJIMUHHUCTPATOPOM O€30MaCHOCTH MOCIE OKOHYAHMS
MOCJIETHETO ceanca paboThl TaHHOTO Tosib3oBaTess B VC.

[lonnass BHeEmIaHOBas CMEHA MAapoJIEd BCEX MOJb30BATENIEW JIOJKHA
NPOU3BOJIUTHCS B CJydae NpPEKpalleHUs] MOTHOMOUYUM (YBOJIBHEHUE W APYTrUe
00CTOSITENLCTBA) AIMUHUCTpATOpa 0€30MaCHOCTH.

B cinywyae xoMmpomeTanuu JIMYHOTO MapoJisi MOJNb30BaTENs JOJKHBI OBITh
HEMEJIEHHO MPEANPUHATHI MEpbl B COOTBETCTBUM C U.2.10 wium 1.2.11 Hacrosmen
HNHCTpyKIIMK B 3aBUCUMOCTH OT IMOJTHOMOYMH BJajeiblla CKOMIPOMETUPOBAHHOTO
napoJisl.

XpaHeHUE TOJIb30BATEIEM 3apErUCTPUPOBAHHBIX UACHTU(UKATOPOB H
3HaUYEHUI CBOMX Maposieil Ha OyMa)kHOM HOCHTENE JOIyCKaeTCsl TOJBKO B ceide y
AnMuHHCTpaTopa 6€301macHOCTH UHPOPMAITUH.

[ToBceqHEBHBIN KOHTPOJIb 32 IEUCTBUAMU UCIIOTHUTENEH U 00CITYKUBAIOIIETO
MepPCOHANIa CUCTEMBI TIPU paboTe C MaposiMHU, COOJIFOICHHEM TOPSAIKA UX CMEHBI,
XpaHEHUS U MCIOJIb30BaHMs BO3Jaraerca Ha AJIMUHUACTPATOpa O€30MaCHOCTH.

Brmagenwsiiel  maposieid  TOJDKHBI  OBITh  O3HAKOMIICHBI TIOJI POCIHCH C
NEePEUUCICHHBIMU BhIIIE TPEOOBAHUSIMU U MPETYNPEKICHBI 00 OTBETCTBEHHOCTH 3a
UCIIOJIb30BAaHUE MApOJIei, HE COOTBETCTBYIOIINX JTaHHBIM TPEOOBAHMSM, a TAKKE 3a
pasrialieHue napojbHON HH(pOpMaIuu.

7.2 TpebdoBanus K (OPMHUPOBAHNIO APOJIEH
[Tonb3oBarenn u Anmunuctparop OesomacHoctu MC npu dopmupoBanuu
napoJiek 10JKHbBI PYKOBOJICTBOBATHCS CIICTYIOIIUMU TPEOOBAHUSAMM:
JlnrHa maposist 10JbKHA OBITh HE MEHEee 6 CUMBOJIOB.



B napoiie 10omkHBI 00513aT€NIBHO MPUCYTCTBOBATH CHMBOJIBI U3 CJICIYIOIINX:
- OyKBBI B BEpXHEM PETUCTPE;
- OyKBBI B HUIKHEM PETUCTPE;
- 1udps;
- CHenualdbHbIE CHUMBOJBI, HE TMpUHAJJEKaUe anhaBUTHO-IIU(HPOBOMY
HaOopy (Hampumep: !, @, #, $, &, *, % u T.11.).

[Taponb He AOMKEH BKJIOYaTh B ce0s JIETKO BBIYUCISIEMbIE COYETAHMS
cuMBOJI0B (Hampumep, «112», «911» u 1.1 ), a TakxKe OOIMIETIPUHATHIE COKPAIICHUS
(manpumep, «IBM», «JIBCy», «USER» u T.11.).

[Tapons He nOMKEH cojiepaTh WUMs YYETHOM 3allKMCH TOJb30BaTEs WM
HauMeHoBaHue ero APM, a Taxke Kakyro-1100 ero 4acTh.

[lapons HE [JOJDKEH OCHOBBIBATHCSI HAa HMMEHAX MW JlaTax POXACHUSA
MOJI30BATENS] WM €r0 POJCTBEHHUKOB, KIMYEK JOMAIIHUX >KMUBOTHBIX, HOMEPOB
aBTromMoOusiel, TeneoHOB M T.Hd., KOTOPhIE MOXHO yrajaTh, OCHOBBIBAsCH Ha
uH(pOopMaIuu 0 MoJIb30BaTENE.

3ampemaeTcss HUCIOJIb30BaTh B KAueCTBE IMApoJisi OOUH U TOT K€
MOBTOPSIOIIMICS CUMBOJ JMOO MOBTOPSIIONIYIOCS KOMOWMHAIIMIO W3 HECKOJbKUX
cumMBoJioB (Hanpumep, «1111111», <k WWWWW» u 1.1m).

3anpemaeTcss MCHOJIb30BaTh B KadyecTBE Mapojsi KOMOHMHAIMIO CUMBOJIOB,
HaOupaeMbIX B 3aKOHOMEPHOM TMOpsiAKEe Ha KiaBuarype (Hampumep, «1234567»,
«qwerty» 1 T.I ).

[Ipu cmeHe nmaposist HOBOE 3HAYEHHUE JOJIKHO OTJIMYATHCS OT MPEABIIYIIETO HE
MEHee 4eM B 4 MO3ULHUsIX.

7.311paBunJia BBOJAA napoJiei

BBoa nmaponst 40JIKEH OCYIIECTBIATHCA C YUYETOM PErUCTPa, B KOTOPOM NapoJib
OBLT 3a/J1aH.

Bo Bpemsi BBOoma mapoisieli HEOOXOJUMO HCKIIOYHTH BO3MOXKHOCTH €O
NOJCMATPUBAHUSI TIOCTOPOHHUMM JIMUAMH WJIM TEXHUYECKUMHU CpeICTBaMU
(BUIEOKAMEpPHI U TIp ).

B ciyyae GJIOKMpPOBKM y4YeTHOM 3alMCH TOJIb30BaTelNsd MOCHE MPEBBIILICHUS
MONBITOK BBOJIA JAHHBIX ayTeHTU(duKauu (Joruna u napossi) B UC, [lonp3oBaTento
HE00XOUMO YBEIOMUTh
AnMuHHCcTpaTopa 6€30MacCHOCTH I MPOBEACHUS NMPOLEAYPhl pa30JIOKUPOBKU €ro
YYETHOU 3aIIUCH.

8 OPTAHM3AIIMSA AHTUBUPYCHOM 3AIIIUTHI
8.1 Opranusanusi aHTUBUPYCHOT0 KOHTpOJst B UC

Opranu3zaius antuBupycHoi 3amuThl B UC, a Takke KOHTPOJIb HajJ paboToOM
MOJIH30BATEJICH MO MPUMEHEHUIO Ha aBTOMATHU3MPOBAaHHBIX paboumx mectax MC
CPEACTB  AHTUBUPYCHOM  3alUThl  OCYLIECTBIAECTCS  AJMHUHHUCTPATOPOM
0€e301aCHOCTH.

[Tepnoanyeckuii KOHTPOJIb 38 COCTOSHUEM aHTUBUPYCHOM 3aILUTHI, a TAKKE 32
COOJIFOZICHUEM  YCTAHOBJIGHHOTO  TOpsAJKa aHTUBUPYCHOTO  KOHTPOJIS |
BBITIOJIHEHUEM TpeboBaHMt HACTOSILUX ITpaBun OCYILIECTBIISIETCS
AJIMUHUCTPATOPOM 0€30MacHOCTH.

K wucnonp3oBanntro B HMC pomyckaroTcs TOJIBKO — JIMIEH3WOHHBIE H
ceprupuuupoBanibile PCTOK Poccun aHTUBHpYCHBIE CPENCTBA, 3aKYIUICHHBIE Y
pa3paboTYUKOB (IIOCTABIIMKOB) YKa3aHHBIX CPECTB.

YcTraHOBKa M HAacTpPOWKA CPEACTB AHTHUBHUPYCHOTO KOHTPOJS, a TaKkKe
oOHOBJIeHHE aHTUBHUpPYCHbIX 0a3 B MC, ocymiectBisercs AJIMUHUCTPATOPOM
0€e301acCHOCTH B COOTBETCTBUM C PYKOBOJCTBAMH IO NMPUMEHEHHUIO KOHKPETHBIX
AHTUBUPYCHBIX CPEICTB.

KOHTpOJIb 1I€IOCTHOCTH M aHTUBUPYCHBIM KOHTPOJIb BCEX TUCKOB U (ailiioB
anneMeHToB VIC, noKeH MpoBOAUTHCS PETYIIIPHO (HO He pexe | pas3a B Heneno) B
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ABTOMATHYECKOM PEKHUME B COOTBETCTBUHU C YCTAHOBIICHHBIM PACITHCAHHEM.

O06s3aTenbHOMY aHTHUBHUPYCHOMY KOHTPOJIIO TOJJICKHUT JIF00asi nHpOpMaIus
(TexctoBble (aitnbl TH0O0BIX (opmaToB, (alabl JTaHHBIX, UCHOJHSEMbIE (Hailiibl),
uH(popMaus HAa ChEMHBIX HOCHUTENSX (MArHUTHBIX OUCKaX, JeHTtax, CD-ROM u
T.1.). Pa3apxuBHpoBaHuWe W KOHTpOJIb BXOsIIEeH HHOpMAIUU HEOOXOIAUMO
POBOJNTH HEMOCPEACTBEHHO IOCIE €€ MpHeMa Ha BBIJCICEHHOM aBTOHOMHOM
KOMITbIOTEpE. BO3MOKHO MpUMEHEHHE APYTOro Crocoda aHTUBUPYCHOTO KOHTPOJIS
Bxonmsamed  wmHPOpManuu,  0OECIEUMBAIOIICTO  AHAJIOTHYHBIA  YPOBCHB
sbdexktuBHOCTH KOHTpOsA. KoHTponb wucxoxsmed uHPOpMAIUH HEOOXOAMMO
IPOBOJIUTH HETIOCPEACTBEHHO TEpe]l apXUBUPOBAHUEM M OTIIPABKOW (3aIUChIO Ha
ChEMHBIN HOCUTED).

@aiinpl, MOMENaeMble B JJIEKTPOHHBIN apXHWB JIOJDKHBI B 00s3aTEIbHOM
MOPSIIKE TPOXOJUTh AHTUBHPYCHBIM KOHTpPOJb. llepuoawdeckue TPOBEPKH
AJIEKTPOHHBIX APXUBOB JOJIKHBI POBOJIUTHCS HE PEXKE OJTHOTO Pa3a B MECHIL.

VYcranaBnuBaemoe (M3MEHSIEMOE) MPOrPaMMHOE OOECIeuYeHUEe JOJIKHO OBITh
IpeIBapUTEbHO MPOBEPEHO Ha OTCYTCTBHE BHPYCcOB. HemocpeacTBeHHO mocie
YCTaHOBKU (M3MEHEHUs) MPOrpaMMHOr0o oOecreueHus: KOMIbloTepa (JIOKaJbHOMN
BEIYUCIUTEILHON  CETH), AJIMHHHUCTPATOPOM OE30MacCHOCTH JIOJDKHA  OBITH
BBITIOJIHEHA aHTUBHUPYCHAsS ITPOBEPKA.

[Ipy BO3HWKHOBEHHWU TMIOJO3PECHHMS Ha HAJIUYAEC KOMIBIOTEPHOTO BHpYycCa
(HeTunu4Has paboTa MporpamM, MOSBICHHE TpadhUUECKUX U 3BYKOBBIX 3(PPEKTOB,
UCKaXCHUN JaHHBIX, Tponaganue ¢aiioB, 4YacToe TNOSBICHHE COOOMICHUH O
CHUCTEMHBIX OIIMOKax M T.II.) MOJb30BaTeIb OOsI3aH TMOCTABUTh B HM3BECTHOCTh
Anmvunuctparopa 6e3onacHoctu C, KoTophlil 00si3aH B TaKOM CiIy4yae MPOBECTH
BHEOYCPETHON aHTUBUPYCHBIN KOHTPOJIb.

B cinywae oOHapykeHus Tpu TPOBEACHUH AHTHUBUPYCHON IPOBEPKH
3apayKEHHBIX KOMITBIOTEPHBIMH BUpYycaMu (ailioB AIMHHHCTPATOpP 0€30MMacCHOCTH
NC ob6s3aH:

- npuocTtaHoBuTh padoty UC;

- HEMENJIEHHO TIOCTaBUTh B H3BECTHOCTh O (Qakre oOHaApYKCHUS
3apa)KEHHBIX BUPYCOM (DaiiyioB Biajeblla 3apakeHHbIX (PailyioB, a Takke CMEKHbBIE
No/Ipa3/ieNICHusI, UCTIONIB3YIOIINE 3TU (Pailyibl B paboTe;

- COBMECTHO C BIAJCNbIEM 3apaKEHHBIX BHPYCOM (DailJioB TPOBECTH
aHaJIN3 HeOOXOAMMOCTH JATBHEHIIIETO UX UCTIOTh30BaHNUS;

- NPOBECTH JICUCHUE WUJIU YHUUTOKCHHE 3aPAKCHHBIX (aiiiIoB.

AnMuHHCTpaTOp ©0€30MacHOCTH MPOBOJIUT JIEUEHUE 3apaKCHHBIX (aiiioB
yTeM BBHIOOpAa COOTBETCTBYIOMIETO MyHKTAa MEHIO aHTHUBUPYCHOW MPOTPAMMBI H
MIOCJI€ 3TOTO BHOBH ITPOBOJUT aHTUBUPYCHBINA KOHTPOJIb.

B cnywae oOHapyXeHHS HOBOTO BHpYyCa, HE NOJAIOMIETOCS JICYCHUIO
MPUMEHSEMBIMU aHTUBUPYCHBIMU CPEIICTBAMH, AJIMUHHUCTPATOp OE30MaCHOCTH
00s13aH 3anpetuth padoty B C, 1 B BOBMOKHO KOPOTKHE CPOKH OOHOBHUTH IMAKET
AHTUBHUPYCHBIX TTPOTPAMM.

9 OPI'AHM3AIUA PESEPBHOI'O KOITUPOBAHMUSA

[Tom pe3epBHBIM KOMUpOBaHHWEM WHGOPMAIMU TIOHUMAETCS CO3/IaHue
M30BITOYHBIX KOTHH 3a1uIIiaeMoi HH(GOPMAITNH B JIEKTPOHHOM BUJIE I OBICTPOTO
BOCCTAHOBJICHHsI PabOTOCMOCOOHOCTH HMH(POPMAIIMOHHOW CHUCTEMBI B Ciydae
BO3HMKHOBEHUSI aBAapUITHOM CUTyalMH, MOBJIEKIIEH 3a COOOH MOBPEXICHHE WM
yTpaTy JaHHBIX.

PezepBHOE KOMHMpOBaHWE W XPaHEHWE MAAHHBIX TOJKHO OCYIIECTBIATHCSA Ha
IIEPUOINYECKON OCHOBE:

- JUIS TEXHOJOTHYEeCKON MH(GOpMAIIMK - HE PEKE OJHOTO paza B MECHII;

- DTaJIOHHBIE KOMHMM MPOrPaMMHOro oOecreueHus: (OmepaluoOHHbIE
CHUCTEMBI, IITaTHOE W CIENUaJIbHOE MPOTrpaMMHOE OOecredeHne, MpPOorpaMMHEIE
CPEICTBA 3alIUTHI), C KOTOPHIX OCYIIECTBISETCS UX ycTaHOBKA Ha 3neMeHThl UC -



HE PEKe pa3a B MECHI, U KaXKIbIH pa3 MpU BHECEHUU U3MEHEHUH B TAJIOHHBIE KOTTMHU
(BBIXOJ HOBBIX BEpPCUIA).

Pe3epBHOMY KOMMPOBAHUIO MOJJICKUT MHPOpPMAIUS CIAETYIOUIUX OCHOBHBIX
KaTEerOpUil:

- mepcoHanbHas WHQPOpPMANUs TIOJL30BaTeNIe (JIMYHBIE KATallOTH) W
rpynmnoBas uH(opmaius (001ue Karaaory noapasaesieHui );

- uHpopMauus, oOpabareiBacmas mnosb3oBaTensiMu B MC, a Takxke
uHpopMarus, HeoOXoauMas Il BOCCTaHOBIICHHS pabdotocrnocooHoctn UC, B T.4.
o0I1IeT0  TOJIb30BaHUS M CIPaBOYHO-UH(GOPMAIMOHHBIE CHUCTEMBbl  OOIIETO
UCIIOJIb30BaHUS;

- pabouue KONMUU YCTAHOBOYHBIX KOMIIOHEHT MPOrPAaMMHOI0 00€CIIeUeHUs
00111eT0 Ha3HAYCHUS U CIICIIMATM3UPOBAHHOTO TporpaMMHoro odecneuenus NC;

- perucrtpanvoHHas UWHGOPMAIUS CHUCTEMbl 3allUThl EPCOHAIBHBIX
nmanabeix MC;

- npyras uH(poOpMaIys, M0 MHEHHUIO TMOJIh30BaTeNeH M aJMHUHUCTPATOPOB
ABJISIFOIIASICS KpUTUYHOM 117151 paboTocnocoonoctu UC.

PezepBHOe komupoBaHue MHGOPMALUA HACTPAUBACTCS U MPOU3BOAUTCS MO
KOHTpOJIeM AJIMHUHHUCTpaTopa 0€30MacHOCTH OJHOKpaTHO nociie noaroroBku NC k
paboTe U XpaHUTCA:

- OJIHA KONUA - HA JJOKaJbHOM ECTKOM JIHCKE;

- BTOpas KOIUA - Ha OTYYKJJAEMOM YUYTEHHOM HOCHTEJIE.

Pe3epBHoe kommpoBanue 3amuiiaeMor mHpopmanuu (I1/n) mpousBoguTcs
exXeHeeIbHo A MuHRCTpaTopoM Oe3omnacHoctu VC.

[Tocne okoHYaHWsI TmTpollecca PE3EPBHOTO KOMUPOBAHUS TMOJYYCHHYIO
pPE3EpBHYIO KOMHUIO (apXWB) CJIEAYET CKONMUPOBATh HA OTYYKAAEMbIM YUYTECHHBIN
HOCHUTENb.

[Ipu BTOpOM M MOCHEAYIOIIMX PE3EPBHBIX KOMUPOBAHUSAX TEKYIIETO Mecsla
BO3MOXHO CO3/IaHH€ WHKPEMEHTHBIX apXUBOB (€ClM JaHHAs BO3MOXHOCTb
npeayCMOTpPEeHa B CPEACTBAX PE3EPBHOTO KOMUPOBAHMUS).

B cnydae HexBaTkM CBOOOJHOTO JMCKOBOTO MPOCTPAHCTBA JIJISI COXPAHCHHS
daiina apxuBa clieyeT yIaluTh HanboJee CTapblil apXUB.

Ha otuyxmaemom HOCUTENE JOJIKHBI XPAaHUTHCS apXUBBI HE MEHEE YeM 3a JIBa
MecsIa: TEKYIIUNA U TPEIbI YN,

B ciiyuae He0oOX0IMMOCTH BOCCTAHOBJICHUS JJAHHBIX U3 PE3EPBHOM KOTUH, J1JIS
BOCCTAaHOBJICHHS CJIElyeT HCIOJIb30BaTh HambOojee mNo3AHUN apxuB. B ciyuae
HEBO3MOKHOCTH HCIIOJIb30BaHUsl HauOojee MO3JHEr0 apxuBa IO KaKUM-JTHOO
MPUYMHAM, apXUB, UCTIOJIB3YEMBbIH IS BOCCTAHOBJICHUS, BHIOUPACTCSI COBMECTHBIM
pelieHrueM AJMUHUCTpAaTOpa OE30MACHOCTH U MOJIb30BaTENS.

JlaHHBIE O MPOBEACHUU MPOUEAYPHl PE3EPBHOTO KOMUPOBAHHUS, JIOJKHBI
OTpaXkaThCs B CHELUaIbHO co3fgaHHOM JKypHane ydera MpOBEIACHUS MPOLEAyp
pe3epBHoro konuposanusi B UC (Ilpunoxenue 4).

MaimmuHHble HOCUTENH WH(OpMAIMK, Ha KOTOPHIE MPOU3BEACHO PE3EPBHOE
KOMUPOBaHUE, JOJKHBI OBITh YuTeHbI B JKypHase yueTra MalllMHHBIX HOCUTENEH ISt
apxuBHoro komupoBanusi B HWC (Ilpunoxenue 5), KOTOpbIA HAXOIUTCS Yy
AnMuHuCTpaTopa 6e3onacHocTd. B ciydae HEOTASIMMOCTH HOCUTENEH apXUBHOU
MHPOpMAIIMM OT CHUCTEMbl PE3EPBHOTO KOMHUPOBAHUS JIOMYCKAETCS HX HE
MapKUpPOBaTh U YUUTHIBATh BCIO CUCTEMY KaK OJIHO IIEJI0€.

Ou3nveckuid JOCTYNl K AapPXUBHBIM KOMHUSIM MPEAOCTABISETCS TOJBKO
Anmvunuctpatopy 6e3omacaoctu UC.

[lepenaya MalIMHHBIX HOCUTEJIEH C apXUBHBIMU KOMTUSMH KOMY ObI TO HU OBLIO
0€3 JOKYMEHTAJIbHOTO 0(OPMIICHUS HE JOITYCKAeTCs.

Hocutenn nomkHBI XpaHUTBCS B HECrOpaeMoM IIKay WM TMOMEUICHUH,
000pyIOBaHHOM CHUCTEMOM MOKAPOTYIICHHUS.

Hocurenu nomxHbl XpaHUTBCA HE MEHEE OJHOr0 MecCsIa, JAJIs BO3MOKHOCTH
BOCCTAHOBJICHUS JJAHHBIX.



YHUUTOXKEHUE OTAENSAEMBbIX MAIIMHHBIX HOCUTEJNEH apXUBHBIX KOIIUMU
MPOU3BOJIUTCS] YCTAHOBJIEHHBIM MOPSAKOM B CIydae MPUXOAa UX B HETOAHOCTh WU
3aMEHBbI TUIIa HOCUTEJS ¢ 0053aTebHOM 3aMMChIO B )KypHAJIE UX yueTa.

Ha nporsxkenun nepuoga BpeEMEHH, KOT1a CUCTEMA PE3EPBHOTO KOMUPOBAHUSA
HaxOJUTCSl B aBapUITHOM COCTOSIHMM, OCYIIECTBIISIETCS €KEIHEBHOE KOIIMPOBAHUE
uH(pOpMaIK, TOJIeKAIIEH PE3EePBUPOBAHUIO.

B cmydyae HeoOXoaMMOCTH BOCCTAHOBJICHHE JAHHBIX W3 PE3EPBHBIX KOIIHMA
npousBoauTcs AaMuHucTparopom 6e3zonacHoctu MC.

BoccranoBneHrne NaHHBIX W3 PE3EPBHBIX KOMHM MPOMCXOAUT B CIIydae HX
VCUYE3HOBEHHUSI WM HAPYLIECHUs BCJIEACTBUE HECAHKIIMOHMPOBAHHOTO AOCTyNa B
CUCTEMY, BO3JICHCTBUS BUPYCOB, IPOrPAMMHBIX OIIMOOK, OIIMOOK paOOTHUKOB U
anmnapaTHbIX cOOeB.

BoccranoBnenue cucTeMHOTO MporpaMMHOT0 00€CIIEUeHHST M TPOrPaMMHOTO
obecrieueHuns 001ero Ha3HAYCHUS TPOU3BOUTCS C UX HOCUTEJIEH B COOTBETCTBUU C
WHCTPYKLUUSMU TPOU3BOIUTEIS.

BoccranoBnenue — crenManiu3upOBAHHOTO  MPOrPaMMHOIO  OOecredYeHus
MPOU3BOAUTCS C JUCTPUOYTUBHBIX HOCUTENEH WM MX PE3EPBHBIX KOIMUNA B
COOTBETCTBUM C HWHCTPYKUHUSIMU IO YCTAHOBKE WJIM BOCCTAHOBJICHUIO JTAHHOIO
IPOrpaMMHOTO O0eCTIeYEHHUSI.

I[Ipy dyacTMYHOM HaApyIIEHWH WM MCYE3HOBEHUM 3alUCEN  JAHHBIX
BOCCTaHOBJICHUE MTPOU3BOJUTCS C MOCIEAHEN HEHAPYLICHHON €KEIHEBHOM KOIUHU.
[TonHOCTHIO MHQpOPMAITUS BOCCTAHABIMBACTCS C MOCICIHEH eXEHEeIeTbHON KOMUH,
KOTOpAast 3aTEM JOIMOJIHACTCS €KEIHEBHBIMU YACTUYHBIMU PE3EPBHBIMU KOITUSMMU.

OTBETCTBEHHOCTh 3a KOHTPOJIb HAJ CBOEBPEMEHHBIM OCYIIECTBIECHUEM
PE3EpPBHOTO KOMHUPOBAHUS U COOJIOJICHMEM HacTtosed MHCTpyKiuu, a Takxke 3a
BBITIOJIHEHUEM TPEOOBaHHI MO XPAHEHUIO apXUBHBIX KOMHUI M MPEJOTBPAIECHUIO
HECAHKIIMOHUPOBAHHOI'O JIOCTyNa K HHUM BO3Jaraerca Ha AJMUHHUCTparopa
6e3onacHoctu UC.

10 IOPAJOK OBPAIIEHHA, XPAHEHUSI W YHHUUYTOXEHUA
MAIIMHHBIX HOCUTEJIEN

[Ipu oOpaimeHnd ¢ MalIMHHBIMM HOCHUTENISIMH TE€PCOHAIBHBIX JIaHHBIX
(HXXM/I, CD, DVD, ¢asmi-HakonuTeny T.]1.) BBITOTHSIIOTCS CIEAYIOIINE OCHOBHBIC
npaBuia;

- HaxXoJAIIMecs Ha XpaHEHWU U B oOpalieHuu MamuHHble HocuTenu [1/1H
MOJUJIEKAT YUETY;

- pa3leNbHOMY YY€Ty B JKypHajaxX ydeTa MOJAJIeKaT ChEMHbIE HOCUTENH (B
TOM 4YHCIIe TOPTAaTUBHBIC) IMEpe3anuChiBAEMble MAallMHHbICE HOcUTENU ((IIdIiI-
HAKOIUTEIHU, CheMHBIE KECTKUE TUCKHU);

- monb3oBarenu s padboTel B UC MOTYT UCHOIB30BaTh TOJBKO YUTCHHbBIC
MalinHHbIE HOcuTenu [1/1H;

- MammHHble Hocutenu IIJIH, cpok »SKcIUlyaTaldd KOTOPBIX MCTEK,
YHUUYTOXAIOTCSI B YCTAHOBJIEHHOM TOPSIJIKE;

- Bce cbemHble Hocutenu IIJIH xpansitcs B 0Oe30macHOM MeCTe B
COOTBETCTBHUU C TPEOOBAHUSIMHU MO UX IKCIUTyaTaIUH.

OTBETCTBEHHBIM 3a XpaHEHHE, YUYET U BblJayy CheMHbIX Hocutenell I1/{x
SIBJISIETCS AJIMUHUCTPATOP 0€30MaCHOCTH.

10.1 Tlopsimok yyeTra MAIIMHHBIX HOCUTE/IEH MEPCOHAIBbHBIX JAHHBIX

Bce naxopsmmecs Ha XpaHeHUU W B 0OpailieHuy MamuHHble Hocutenu [1/1H
YUUTBIBAIOTCS B «2KypHasne yyera MallMHHBIX HOCUTENIEH NEPCOHATBHBIX JAHHBIX)
(popma XKypuana npuseaeHa B IIpunoxenun 6).

Kaxplii MamuHHbI Hocutenb IIJIH TOJDKEH MMETh 3THKETKY, Ha KOTOPOH
YKa3bIBa€TCsl €ro pPETHCTPAllMOHHBIA HOMEpP. B KayecTBe pErncTpanvMOHHBIX
HOMEPOB JIOIYCKAETCsl MCIOJIb30BaTh WIACHTU(DUKAIIMOHHBIC (CEpUIHBIE) HOMEpa



MalIMHHBIX HOCHUTEJNEH, TMPUCBOECHHbIE MPOU3BOAUTENIEM JTUX MAIIMHHBIX
HOCHTEJIEN, HOMEpa HHBEHTAPHOI'O YUYETA, B T.4. HHBEHTapHbIE HOMEPAa TEXHUYECKUX
CPEIICTB, UMEIOIINX BCTPOCHHBIE HOCUTENHN UH(POPMALIUU, U UHBIE HOMEPA.

VYuer u BpAauy MammHHBIX HOcuTeneu [1/1H ocymecTBisier AnMUHUCTPATOP
oe3onacHocTH. DakT BBHIJAYM U TOJYYEHHS MAIIMHHOTO HOCUTENS KOHKPETHBIM
COTPYAHUKOM (PUKCUPYETCSI B COOTBETCTBYIOIIEM >KYpHajl€ ydeTa MAaIlMHHBIX
HOCHUTEJEH MEePCOHATBHBIX TAHHBIX.

VY4eT BCTPOECHHBIX B MOPTATUBHBIE HJIM CTAllMOHAPHBIE TEXHUYECKUE CPEICTBA
MalIMHHBIX HOCUTEJIEH MOYKET BECTHUCHh B JKypPHAJIAX MaTE€pHAIbHO-TEXHUYECKOTO
y4eTa B COCTaBE COOTBETCTBYIOIIMX TEXHUYECKUX CcpeAcTB. IIpu mcnonb3oBaHuu B
COCTaBE OJIHOI'O TEXHUYECKOTO CpecTBa MH(POPMALIMOHHON CUCTEMbI HECKOJIBKUX
BCTPOCHHBIX MAIIMHHBIX HOCUTENEH, KOHCTPYKTUBHO OOBEIWHEHHBIX B €IUHBIM
pecypc A XpaHeHus UHGOpMAaIIUK, JOMYCKAEeTCsl IPUCBOEHUE PErUCTPALlMOHHOTO
HOMEPA TEXHUYECKOMY CPEJCTBY B LIETIOM.

PerucrpannonHsie Wik MHBIE HOMEpPA MOJIEKAT 3aHECEHUIO B )KYPHAJIBI yUeTa
MalMHHBIX HocuTened [IJIH ¢ ykasaHHmeM MOJNB30BATENS WM  TPYIIIBI
MOJIb30BATENEN, KOTOPBIM Pa3pelleH JOCTYN K MAIIMHHBIM HOocuTesM [1/]H.

[Tocne okoHuanusi paboT mnonws3oBarenb WMC cnaer ChbEeMHBIA HOCHUTEINb
AnmuHHUCTpaTOopy O€30MIaCHOCTH, O 4YeM JIeJaeTcs COOTBETCTBYIOLIAS 3alKCh B
XKypnasie ydyera MAaIIMHHBIX HOCUTENEN MNEepCOHAIbHBIX AaHHBIX. llpu Hamuumm
augHoTro ceiida y monb3oBarens MC gomyckaeTcss XpaHEHWE ChEMHBIX YUTEHHBIX
MalIMHHBIX HOCUTENEH B JUYHBIX celdax, B MPOTHUBHOM Clyyae, BCE MAaIlMHHBIC
Hocutenu [1/IH nomkHbI XpaHuThes B celipe y AnMuHUCTpaTOpa 0€30MacHOCTH.

B ciiyuae nepegaun MamiMHHBIX HOCUTENIEW MEXK]y MOJI30BATEIISIMU JTOKHO
o0ecreunBaThCsl YHUUTOXXKEHHE (CTUpAHKE) HH(POPMALIMK HA MAIIMHHBIX HOCUTEIISAX
IIpU UX Mepe/iadye MEKy MOJIb30BaTEIsIMH, B CTOPOHHUE OPraHU3aluy JIJ1s1 PEMOHTA
WIM YTUJIU3AlMY, 8 TAaK)Ke KOHTPOJb YHUUTOKEHUS (CTHUpaHus) MH(popMaIuu.

B UC nomxHBl NPUMEHATHCS OJHU W3 CIEIYIOIIUX MEP MO YHUUYTOKEHUIO
(cTupanuio) UHGOPMAIIUK HA MAITMHHBIX HOCUTEJISIX, UCKITIOYAIOIME BO3MOKHOCTh
BOCCTaHOBJIEHHS 3alUIIAEMO HHPOPMALIUH:

- ynaneHue (aisioB MTATHBIMU CPEACTBAMU OTMEPAIIMOHHON CUCTEMBI U (WJTH)
dbopMaTUpOBAaHWE MAIIMHHOTO HOCHUTENS WH(GOPMALMM IITaTHBIMU CpPEICTBAMU
ONEPALlMOHHON CHCTEMBI;

- TIepe3anuch YHHUUTOXaeMbIX (CTHpaeMbIX) ¢alaoB ciydailHONH OWTOBOM
NOCJIEIOBAaTEIBHOCTBIO, yNAJEHuE 3amucu o (Qailnax, OOHyJeHHe KypHaia
¢daiiioBoil cHCTEeMbl WM TIOJIHAS TEPE3anuch BCETO aJPECHOr0 IMPOCTPAHCTBA
MaIIMHHOTO HOCUTENS MH(POpMALUU CITy4ailHONW OUTOBOH MOCJIEN0BATEILHOCTBIO C
MOCJIETYIONTUM (hOPMATUPOBAHUEM.

[lo pe3ynbraram YHUYTOXXE€HHS MHGOPMALMHU WJIM MAIIMHHOTO HOCUTENS
komuccuend cocrasisiercs Akt (IIpunoxxenue 7), KOTOpPBIA B MOCIEAYIOIIEM
XpaHuTcs B ceiie y Anmunucrparopa 6ezonacuoctu MC.

[Topsimok yHUUTOXKEHUS MAIIMHHBIX HOCUTEJEH MePCOHATBHBIX TaHHBIX

Mammnssle HocuTenu [1/[H, npuiienmme B HETOAHOCTh WM OTCIIYKUBILINE
YCTaHOBJICHHBIN CPOK, MOJIEKAT YHUUYTOKEHUIO.

YHUYTOXKEHHE MAaIIMHHBIX HoOcuTeled HMHGOPMAIMK  OCYIIECTBIACTCS
KOMUCCHEW 10 YHHUUYTOXXKCHHMIO, HA3HAYEHHOM  MPUKA30M  PYKOBOIUTENS
VYupexnenuda. PopmMa npHKaza O HA3HAYEHHMM KOMMCCHM I10 YHHUYTOKEHHIO
MalIMHHBIX HOCUTENEH npeAcTaBieHa B [Ipunoxennn 8.

YHUUTOXKEHUE MATHUTHBIX, ONTUYECKUX, MATHUTOONTUYECKHUX U 3JIEKTPOHHBIX
HOcHUTeNe HMHQOpPMAlMU TMPOU3BOJUTCA MyTeM HUX (PU3UUECKOrO pa3pylICHUS.
[lepen yHuuTOXKE€HHEM HOCHUTEINS MH(OpPMAIUs C HETO CTUpAeTCs (YHUUTOXKAETCs),
€CJIM 3TO TO3BOJISIIOT (PU3UYECKUE IPUHIIUITBI PAOOTHI HOCUTEJIS.

[lepen yrtunmzanueit oOopymoBaHus, ydacTByromiero B o0Opabotke IIJ[H,
AnMuHUCTpaTOpoM  0€30MaCHOCTH  OCYILECTBISIETCS  NpOBEpKa BCEX  €ro
KOMITOHEHTOB, BKJIIOYasi HOCUTENIM UHPOpMalUU (KECTKHE JMCKU) HA OTCYTCTBHE



uH(}OpMaIUu U JIMLEH3UPOBAaHHOTO NporpaMMHoro odecnedenus (110).

1o pe3ysbTaraM YHUUYTOKEHNSI KOMUCCUEN COCTABIAECTCS «AKT YHUUTOKEHUS
MalIMHHBIX HOCHUTENEH IEPCOHANBHBIX JaHHBIX», KOTOPBIA B IOCIEAYIOIIEM
Xxpanutcsi B ceiipe y Anamunucrtpatopa OezomacHoct WC, yHUYTOXKEHHBIE
MallIMHHbIE HOCUTENIN HH(opMaLnu (yTUIN3UPOBAHHOE 000PY10BaHHUE) CHUMAIOTCS
C MaTEpPUAJIIBHOIO y4eTa.

11 MOPAJAOK JEUCTBUM_ B CJUYYAE BO3HUKHOBEHUSA
HEIITATHBIX CUTYALIUHA

O6mmmu  TpeOOBaHMUSIMM KO BCEM JIMIIAM, JIONYIIEHHbIM K paboTe B
UH(}OPMAIIMOHHON CHUCTEME B CiIyyae BO3HMKHOBEHHS HEIITATHOM CUTyallud WM
JPYroro MHIMACHTA SIBISIOTCA:

- U0, OOHApYy>XMBIIEE HEIITATHYIO CUTYallMI0 WIM APYrod HWHIUACHT,
HEMEIJICHHO CTaBUT B U3BECTHOCTh AMUHUCTpaTopa 6e3onacHoctu UC;

- Anmunuctparop 6e3onacHoctd MC 00s3aH MpOBECTH aHAIU3 CUTYalUU U
B CJydae HEBO3MOXHOCTH HCIPABUTH IOJOKEHUE IOCTABUTh B H3BECTHOCTD
pykoBoautens Yupexaenus. s nokanuzanuu (0JI0KUPOBaHUS ) TPOSIBJICHUN yTpo3
uHdopmarmonHoii 6e3zonacHoctTH AamuHHCTpatop Oe3zomacHoctu WMC  moxet
npuBJIeKaTh nonb3oBarenen 1C;

- 1o (QaxkTy BO3HMKHOBEHMS WHLHJEHTAa M BBIACHEHUIO MPHUYUH €ro
IPOSIBJIICHHUS] TIO PELIEHUI0 PYKOBOJACTBA MOXKET OBbITh Ha3HAUY€HA KOMHCCHS IO
pearupoBaHUI0 Ha MHIUACHTHI WH(pOpMarmoHHou Oe3omacHoctu (mamee - UB) u
IIPOBENICHO CITY>KEOHOE paccieIoBaHuE.

11.1 [HeiicrBusi moan3oBartesieii UC npu BO3HUKHOBEHMH HEIITATHBIX
CUTyalH i

11.1.1 C6oit mporpaMMHOTO 0OECTICUCHHUS.

AnMuHHCTpaTOp 0€30MaCHOCTH BBIACHSET MNPUYMHY COOSl IPOrpaMMHOTO
obecnieuenusa. Eciam nmpuBecTtu cucremy B pabOTOCIOCOOHOE COCTOSIHHE CBOUMH
cuiamMu (B TOM YHCIE TOCHe KOHCYJbTallMid ¢ pa3paboTYMKaMy MPOrpPaMMHOTO
oOecrieueHuns) He y1aja0Ch, KOIIMH aKTa U COIPOBOIUTEIBHBIX MAaTEPHAIIOB (@ TaKXkKe
daiiioB, ecid 3TO HEOOXOIUMO) HAMPABISIOTCS Pa3zpabOTYMKy TPOrPaMMHOTO
oOecrieueHus MJid YCTpaHEHUs MNPUYMH, TMpUBEAIUMX K cbOow. B ciyyae
HEOOXOJMMOCTH O MPOU3OLIEANIEM WHIUJECHTE AJIMUHUCTPATOp OE30MaCHOCTH
COO0IIaeT PYKOBOAUTENIO Y UPEKACHUS JIJISl IPUHATHS PEIICHUS 110 CYIIECTBY.

11.1.2 OTxirouenue anexkrponuTanns Texuuaeckux cpeacts NC.

Anmvunuctpatop 6e3onacHoctd UC mpoBOIUT aHAIM3 HAa HAJIMYUE MOTEPh U
(unn) paspylieHUs] JAaHHBIX U MPOTrPaMMHOTO OOECHEYEHHUs], a TaKkKe MPOBEPSIET
paboTociocoOHOCTh 00OpyaoBaHUsA. B ciaydae HEOOXOAMMOCTH IPOU3BOIUTCS
BOCCTaHOBJICHHE ITPOrPAaMMHOT0 00€CTIeUeHUs U JAHHBIX U3 MOCIEAHEH pe3epBHOM
KOIMUU C COCTaBleHUEM akTta. [Ipn HeoOXOAMMOCTH O MPOU3OIICAIIIEM UHITUICHTE
Anmvunuctpatop Oe3onacHocty MC cooOmiaer pyKOBOAMUTENIO YUpPEKACHUS IS
MPUHSTHUS PEIICHUS IO CYIIECTRY.

11.1.3 Beixog u3 crtpos Texaudeckux cpeactB MC (paGoumx craHImi,
CEpPBEPOB, HCTOYHUKOB OecrepeOOMHOro MUTaHUs, MPOrpaMMHO-aNNapaTHbIX
CPEICTB MEKCETEBOTO 3KPaHUPOBAaHUA U T.1.). AJIMHUHUCTPATOp OE30MACHOCTH
BBITIOJTHSIET MEPOIPHUATHS TI0 PEMOHTY HEHCIPABHOIO TEXHUYECKOIO CpEe/ICTBa
nHpopMannoHHONW cuctembl. [Ipm HEOOXOAWMOCTH MPOU3BOIATCA PadOTHI IO
BOCCTAaHOBJICHHIO TMPOrPaMMHOI0 0O€CleueHus U3 OTAIOHHBIX KONUH C
COCTaBJICHUEM aKTa.

11.1.4 OOHapykeHHE BPEAOHOCHOW WpOrpaMmbl B MPOTPAMMHON cpefie
cpencts apromatusanuu MC.

[Ipu oOnapyxenun BpemoHocHOM mnporpammbl (BII) mpousBomutcs ee
JOKaNu3alus ¢ LUeblo MPeJoTBpallleHUs ee JaibHeiero pacnpoctpanenus. [Ipu



ATOM 3apakeHHYI0 pabovy0 CTAaHIMIO PEKOMEHIYETCsl (PU3MUECKU OTCOEUHUTD OT
JoKanbHOU BeruncuTensHoi cetn UC, u AqmMunuctpaTop 6€30macHOCTA TPOBOIUT
aHaJIN3 COCTOSIHUS paboyel CTaHIUU.

[Tocne mukBumanmu BII mpoBoauTcs BHeEodepenHas IPOBEpPKA Ha BCeX
anemenTax HMC ¢ mnpumeHeHHeM OOHOBIICHHBIX aHTUBHUPYCHBIX 0a3. [lpu
HEO0OXOJAMMOCTH MPOU3BOAUTCS BOCCTAHOBIIEHHWE MPOTrPaMMHOI0 oOecrieyeHus u3
STAJIOHHBIX KOIMM C COCTABJICHUEM aKTa.

ITo ¢akry nosiBinenus BII B OKaJIbHOM BBIYMCIUTEIBHOM CETU MOXXET OBITh
MPOBEJICHO CIIy>keOHOe paccienoBaHue. PenieHre 0 HEOOXOAUMOCTH MPOBEACHUS
CIIy€OHOTr0 paccie0BaHusl IPUHUMAETCS] PYKOBOJIUTENEM Y UPEKICHHUS.

11.1.5 VYTeuka undpopmanuu.

[Ipu oOnHapyxkeHUM yTeukd UWHGOOpPMAIIMKM CTABUTCS B  H3BECTHOCTh
Anmunuctpatop 6e3onacHoctu MC. Tlo pakTy MoxeT ObITh IPOBEIEHA MPOLEAypa
cmy)ebHoro paccienoBanus. Ecim yredka uHpOpManMyM TOPOM30NUIA  TIO
TEXHUYECKUM IMPUYMHAM, MPOBOAUTCA aHaIu3 3aumuuieHHocTy mpoueccoB MC u,
€CIM HEeO0OXOAMMO, NPUHHMAIOTCS MEPHl 0 YCTPAHEHUIO KAHAJIOB YTEUKU H
NPEAOTBPALIEHUIO X BO3SHUKHOBEHUS.

11.1.6 B3nom onepanMoOHHONW cHCTEMBI cpenctB aproMarusammu HC
(HECAaHKLIIMOHUPOBAHHOE MOJyYEHHE JOCTYIIA K pECypcaM ONEPallOHHON CUCTEMBI).

[Ipu oOHapyxeHuH B37IOMa paboyell CTAHIMM CTABUTCS B H3BECTHOCTh
Anmunuctpartop 6e3omnacHoctu UC.

[To BO3MOKHOCTH ITPOU3BOAUTCS BpEMEHHOE OTKJIIOUEHHUE paboyeil CTaHIIuU OT
JOoKaJIbHOU BeruncimrTenbHou cetn MC nis mpoBepku Ha Hanmune BIIL

AIMUHUCTpATOPOM 0€30MacHOCTU MPOBEPSIETCS IEJIOCTHOCTh MCHOIHSIEMBIX
(GaliloB B COOTBETCTBUM C XAMI-PYHKIUSMHU STAJOHHOIO MPOrPaMMHOTO
oOecnieyeHus, MPOBOJUTCS aHAJIU3 COCTOSHUS (DAMJIOB - CKPUIITOB U KypHAJIOB
cepBepa, MPOU3BOAUTCS CMEHA BCEX MTAPOJIEHN, KOTOPBhIE MMENIM OTHOILIEHHE K JaHHOMN
paboueii cTaHIuH.

B ciyuyae HeoOXOAMMOCTH TPOU3BOJIUTCS BOCCTAHOBJIICHHE MPOrPAMMHOTO
oOecreueHus U3 3TaJIOHHBIX KOMUI C COCTABIICHUEM aKTa.

Ilo pesympraram  aHamu3a  CUTyallMH  IIPOBEPSETCA  BEPOATHOCTH
IPOHUKHOBEHUSI HECAHKIIMOHUPOBAHHBIX IporpaMm B MC, mocne 4ero npoBoaarcs
aHaJIOTMYHBIE pabOThl 1O TPOBEPKE U BOCCTAHOBJICHHUIO IPOrPAMMHOIO
oOecrieueHus U JaHHBIX Ha Apyrux uHpopmanuonusix y3nax UC.

11.1.6 IlonbiTka HecankurouupoBaHHoro Aoctymna (JICI).

[Tpu nonsitke HCJ[ Anmunuctparopom 6e3onacuoctu MC npoBoauTes ananus
CUTyalluM Ha OCHOBE HH(OpManuu >XypHanoB peructpauuu nonbiTok HCJ[ u
npenpiaymux nonsitok HCJI. [1o pesynbpraTam ananu3za, B ciaydae HEOOXOIUMOCTH
(ectb peanbHas yrpo3a HCJI), npunumarotcst Mepsl 1o npenorspamennto HC/I.

[IpoBonuTCcs BHEIUTAaHOBAs CMEHA mapojeit. B ciydae mosBiieHus: 0OHOBJICHHIMA
IPOrpaMMHOT0 O0ECIICUEHHUSI, YCTPAHSIONINX YSI3BUMOCTH CUCTEMbI 0€3011acCHOCTH,
Anmunuctparopom 6ezonacHoctd MIC ycranaBIMBaroTCsl Takue OOHOBICHUSI.

[To dakry obHapyx)enus nonbiTku HCJI MoxkeT ObITh MPOBEIEHO CIY>KEOHOE
paccienoBanue. PemieHne 0  HEOOXOOUMOCTH  MPOBEACHHUS  CIY>KEOHOTO
pacciae0BaHNs IPUHUMAETCS] PYKOBOJIUTENIEM Y UPEKIACHHUS.

B cnydae ycraHoBieHHMsT B XOHA€ CHOy:KeOHOro pacciieqoBaHusi (akra
ocymiectBiaeHuss nonblTkh HCJ[ co cTopoHsl BHemHUX 1o oTHomeHutro k HC
cyOBEKTOB, JHIIAMH, YIIOJIHOMOYEHHBIMUA Ha MPOBEJIECHUE TAaKOTO paccie0BaHMUS,
MPUHUMAIOTCST MEpbI MO (PUKCAIMM U JOKYMEHTUPOBAaHMIO (haKTa WHLUJECHTA U
TOTOBSITCA Marepualbl sl Mepeladyd B KOMIIETEHTHBIE OPraHbl JO3HAHUS IS
OPOBEICHUS] MPEIBAPUTEIBHOTO  paccileOBaHUsl, YCTAHOBIEHUS CyObeKTa-
HApyILIUTENs, ONPEACICHUS HAIMYMS COCTaBa NMPECTYIUICHUS U IPUHATUS PELICHUS
0 BO30Y>KJIEHUM YTOJIOBHOTI'O JIEJa.

11.1.7 KommpomeTarus kitoueBoil nHpopmaruu (mapoieit 1ocTyma).

[Ipu kommpoMeranuu  KioueBoM  uHGopmaruu  (mapoyis  JOCTyIa)



AJIMUHHCTPAaTOpPOM O€30MMaCHOCTH MPOBOJUTCS BHEIJIAHOBash CMEHa Mapojisi B
COOTBETCTBUM C TpeOOBaHWUSAMH K OpraHU3AlMM  TAPOJBHON  3aIlWTHI,
YCTaHOBJICHHBIMU HacTosAMMU [IpaBunamMu, aHanu3upyeTcsl CUTyallusl Ha HAIMYUe
NOCJIEACTBUA ~KOMIIDOMETAllMM M MPUHUMAKOTCS HEOOXOAMMBIE MEphl IO
MUHUMHU3AIUN BO3MOXKHOTO (MJIM HAHECEHHOTO0) yiepoa.

11.1.8 ®uznueckoe NOBpexACHUE WIH XUILEHUE 000PYAOBaHUS TEXHUYECKUX

cpeacts UC.

CotpyaHukoM, OOHapyKUBIIMM (U3UYECKOE MOBpexaAeHue rnemeHToB MC,
CTaBUTCS B M3BECTHOCTH AmMuHuUCTpatop 6e3omacaoctu UC.

AIMUHUCTPAaTOPOM O€30MACHOCTU MPOBOAUTCS AaHANW3 C IEJIbI0 OLEHKH
BO3MOXHOCTH YTEUKH WJIM NOBpexAeHus uHpopMauuu. Onpenensiercss NpuuvHa
noBpexaeHust sneMeHToB MC u  BO3MOXHBIE yrpo3sl  HMHGOPMAIMOHHOMN
0€301acCHOCTH.

O akre mnoBpexuaeruss srmemeHToB MC B ciydyae HE0OXOIUMOCTH
AnMuHHCTpaTOp 6€30MaCHOCTH JTOKJIAAbIBAET PYKOBOAUTEINIO Y UPEXKICHUS.

B cnayyae BO3HMKHOBEHMS IIOAO3PEHMS Ha LIEJICHANPABICHHBI BBIBOJ
000pyI0BaHUs U3 CTPOS MPOBOAUTCS CIIyKeOHOE pacciieloBaHue.

Anmunuctpatopom 6e3omacHoctd MC npoBoauTes npoBepka mporpaMMHOIO
oOecrnievyeHrs Ha IeJIOCTHOCTh U Ha Hanuuue BII, a Takke mpoBepka eTOCTHOCTH
JAHHBIX U aHAJIM3 AJIEKTPOHHBIX KYpPHAJIOB.

[Ipu nHeoOxomumocTu AnmuHHCTpaTopoM Oe3omacHoctn MC mpoBomsaTcs
MEPOIPHUATUS 10 BOCCTAHOBJIICHUIO MPOrPAMMHOr0O OOECHEYeHUs] U3 STaJOHHBIX
KOIIMM C COCTaBJICHUEM aKTa.

11.1.9 HeBbinonnenune ycranoBiaeHHbIX npaBui Wb (mpasun pabotsr B UC),
ucnons3zoBanue MC ¢ HapymieHrem TpeOOBaHMI, YCTaHOBIEHHBIX B HOPMATHUBHO-
TEXHUYECKOW U (MJIK) KOHCTPYKTOPCKOUN JOKYMEHTALIUH.

CoTpyaHuKOM, 0OHAPY>KUBIIMM HEBBITIOJIHEHUE YCTaHOBJICHHBIX npasuil Ub,
ucnons3oBanue MC ¢ Hapymennem TpeOOBaHMA, YCTaHOBICHHBIX B HOPMATHUBHO-
TEXHUYECKON U (MJIM) KOHCTPYKTOPCKON JOKYMEHTAIMU, CTABUTCS B MU3BECTHOCTh
A nmunuctparop 6ezonacaoctu MC.

AJMUHHUCTPATOPOM O€30MAaCHOCTH IPOBOAUTCA AaHAIU3 C LENbI0 OLCHKU
BO3MOYKHOCTH YTEUKH WUJTU MOBpEXACHUS nH(Dopmaruu. OnpeaensaroTcss BO3SMOKHbIE
yIrpo3bl HHOPMALIMOHHON O€30MaCHOCTH B PE3yJIbTaTe MHIIUICHTA.

O6 oOHapyxxeHHoM (akte Anmuuucrparop Oe3zonacHoctu MC B cmydae
HEO0OXOAMMOCTH JTOKJIAIBbIBAET PYKOBOJIUTEIIO Y UPEIKICHUS.

[lo pemenuto pykoBoAHUTENA YUpexkJeHUs 10 (¢GaKkTaM BbISIBICHHBIX
HapyILIEHU MOXKET ObITh MPOBEJIEHO CIIYKEOHOE paccie/loBaHue.

11.1.10 OmmbKxu COTpYyTHHKOB.

B cinydyae BO3HMKHOBEHHS cOOs, CBSI3aHHOTO C OIIMOKaMU COTPYIHUKOB,
Anmunuctparopom 6e3onacHoctd MMC mpoBoauTCs aHaiu3 C LENbI0 OLECHKU
BO3MOXHOCTH YTEUKH WM OBpExXIeHUs HHGopmanuu. OnpenesnstoTcsi BO3MOXKHBIE
yrpo3sl  MHGOpPMAaMOHHOW Oe€30macHOCTH B pe3yjbTaTe HWHIUICHTA U
HE0OXOMMOCTh BOCCTAHOBJICHUS IPOTPAMMHOTO 00eCIIeYeHUSI.

[Ipu nHeobOxomumocTu AnmuHHCcTpaTopoM Oe3zonacHocth WMC mnpoBoasrcs
MEPOTIPUATHS TI0 BOCCTAHOBJICHHUIO MPOTPAMMHOIO OOECIEUEHUsS W JaHHBIX W3
ATAJIOHHBIX KOMHI C COCTABJICHUEM aKTa.

B ciydae HaHeceHUs 3HAYUTENBbHOTO yiepOa BCaeACTBIE OITHO0K paOOTHUKOB
M0 PELICHUIO PYKOBOAMUTENS YUPEXKICHUS MOXKET OBITh MPOBEIACHO CIy:KeOHOE
paccieloBaHuE.

11.1.11 Otka3 B 06CITyKHBaHUU.

CoTpyIHUKOM, OOHApy>KMBIIMM OTKa3 B OOCIy)XMBaHWUHU, CTAaBUTCS B
M3BECTHOCTh AMuHHCTpaTop Oe3onacHoctu MC.

AJIMUHHUCTPATOPOM 0€30MaCHOCTH MPOBOJUTCS aHATU3 C LIEJIbIO OMPEICICHUS
MPUYMH, BBI3BABIIKUX OTKa3 B 00CITY>KUBaHUHU.

AIMUHHCTpAaTOpOM O€30MaCHOCTH TPOBOAUTCS TMPOBEPKAa MPOrPaMMHOTO



oOecrieueHns Ha LEJIOCTHOCTh M Ha Haimuuue BII, a Takke mpoBepka 11€JI0CTHOCTH
JAHHBIX U aHAJIU3 JIEKTPOHHBIX KYPHAJIOB.

[Ipu HeoOXoAMMOCTH, MPOBOASTCS MEPONPHUATHUS TIO BOCCTAHOBICHUIO
IPOrpaMMHOr0 OOECIIEYEHUS C COCTABIIEHUEM AKTa.

O mpuyrHaxX WHIMJICHTA U MPUHATHIX Mepax AJMUHUCTpPATOpP OE30MacHOCTH
NC undopmupyeT pyKoBOIUTENS Y UPEXKICHHUS.

11.1.12 HecaHKUMOHHpPOBAHHBIE M3MEHEHUS COCTaBa MPOrPAMMHBIX H

annapaTHbIx cpencts (koHpuryparmmn) UC.

B caydae oOHapyXeHHSI HECAHKIMOHUPOBAHHOIO W3MEHEHUS COCTaBa
IpPOrpaMMHBIX M amnmapaTHbeIX cpeAcTB (koHdurypaimu) UC AaMuHucTpaTopom
0€30MaCHOCTH TPOBOJUTCS aHAIU3 C LEJIbI0 OLIEHKM BO3MOXXHOCTU YTE€UKH WM
noBpexeHust nHbopmanmu. Onpenensitorcst BO3MoxkHbIe yrpo3sl b B pesynbrarte
WHIIUJICHTA.

AIMUHHUCTpATOpPOM  O€30MaCHOCTH  TMPOBOMASTCS ~ MEPONPUSTHS IO
BOCCTAaHOBJICHUIO MPOTrpaMMHOr0 oOecreueHus, a Takxke (IMpu HeoOXOJIUMOCTH)
MPOBEPKA Ha HAIMYME KOMITbIOTepHBIX BII.

11.1.13 TexHoreHHbI€ U MPUPOJIHBIE MPOSBICHUS HEIITATHBIX CUTYaLIUH.

[Ipu cTuxwitHoM OeACTBUM, TMOXKape WIA HABOJHEHUHU, TPO3AIIEM
YHUYTOXKEHUIO WM TOBPEXKICHUIO UWH(OpManuu (JaHHBIX), COTPYIHUKY,
oOHapyxuBIIEMY (PAKT BOZHUKHOBEHUSI HEIITATHOW CUTyal[uu HEOOXOAUMO:

- HEMEIJIEHHO OMOBECTUTh JIPYTMX COTPYAHUKOB W MPHUHATH BCE MEPHI A
CaMOCTOSITEJIbHON ONEPATUBHOM 3aIIUTHI TIOMEIICHUS;

- HEMEJIEHHO MO3BOHUTh B COOTBETCTBYIOIIME CIY>KObI OMOIIM (ITOXKapHas
oXpaHa, ciryx0a criaceHust u T.11.);

- HEMEJIEHHO coo0umTh AaMUHUCTpaTopy 6ezonacHoctu MC.

[Tocne omnepaTuBHOM JIMKBUJALMM TPUYWH, BBI3BABIIMX MOXKAp WIH
HABOJIHEHUE, MOXXET OBITh Ha3HAUY€Ha BHYTPEHHSISI KOMHCCHUS IO YCTPaHECHUIO
MOCTICICTBUIA UHIMJICHTA.

Komuccuss ompenenser ymepd (coctaB u  00beM  YHUUYTOXKEHHBIX
obopynoBanus u uHGOpPMALUM) U TPUYMHBL, [0 KOTOPHIM MPOU3OIILIO
MPOUCIIECTBUE, a TAKKE BBISIBIIIET BUHOBHBIX.

12 HNOPAJOK M3MEHEHHUSA COCTABA U KOHOUI'YPAIIMU
TEXHUYECKHUX n ITPOI'PAMMHBIX CPEJACTB B
NHOOPMAIIMOHHOU CUCTEME

Bce n3menenus: B KOHQUTypaluy TEXHUYECKUX U NporpaMMHbIX cpeacts UC
JOJDKHBI TIPOU3BOJUTHCA TOJIBKO TMIOCJE€ HX COTrJIaCOBaHUSl C OpraHu3aiue,
BeIAaBIIeE Atrectat coorBeTcTBUd Ha MC.

Jlis BHECEHUS W3MEHEHMH B COCTaB U KOHQUIYPALUIO TEXHUYECKUX U
nporpammubix cpeactB C cocraBnsiercst 3asiBka (Ilpumnokenue 9) Ha uMs
PYKOBOJMTEI OpraHu3aluy, BbaaBiiel Atrecrat coorserctBus Ha MC, koTopas
UM paccMaTpHUBaETCl.

B 3asBKe MOT'YT yKa3bIBaThCs CIEAYIOLIME BUIbl HEOOXOAUMBIX U3MEHEHUH B
COCTaBE TEXHUYECKUX U IporpammHsbIX cpeacts MC:

- nobaBneHue ycTpoiictsa (y3mna, 6;10ka) B coctaB UC;

- 3aMeHa ycTpoiicTpa (y3na, 61oka) B cocrase UC;

- U3BATHE ycTpoicTBa (y37a, 6yi0ka) u3 cocrana MC;

- oOHoOBNeHHUE (3aMeHa) MPOrPaMMHBIX CPEJICTB;

- ynanenue u3z UC nporpaMMHBIX CPEICTB.

[IpaBo BHECEHUSI U3MEHEHU B KOHPUTYPALMIO TEXHUUECKUX U IIPOrPaMMHBIX
cpencte UC mpenoctamisieTcss AAMHUHUCTPATOpPY O€30MaCHOCTH Ha OCHOBAHHUH
pacnopsbKEHUsI pYKOBOAMUTENS Y UpEKICHUS.

Bce noGamisiemble TEXHUYECKHME U IPOrPaMMHBIE CPEJICTBA JOJKHBI OBITH
peIBapUTENIbHO YCTAHOBJIEHHBIM MOPSAJIKOM MPOBEPEHBI HA pabOTOCIIOCOOHOCTH, a



TaK)K€ Ha OTCYTCTBHE OIMACHBIX (PYHKITUH.

[Tocne ycranoBku (o6HOBEeHMs ) [10, AnMuHECTpaTOp 0€30MIACHOCTH JIOHKECH
IIPOU3BECTU HACTPOWKY CPEACTB YIPABIEHHUS JOCTYIIOM K KOMIIOHEHTaM JIaHHOU
3a1aun (IPOrpaMMHOIO CPEACTBA) B COOTBETCTBUU C €€ (€ro) IKCILTyaTallMOHHON
JOKYMEHTalue 1 npoBeputh padorocriocooHocts 110 1 npaBuiabHOCTE HACTPOIKU
CPEACTB 3aLUTHI.

[Tocne 3aBeprieHHst pabOT MO BHECEHUIO M3MEHEHUN B COCTaB almapaTHbIX
CPENICTB, CUCTEMHBIN OJIOK JOJIKEH 3aKPbIBATHCS aIMUHUCTPATOPOM O€30MTaCHOCTH
M OIeYaThIBaThCs (TIIOMOUPOBATHCS UITH 3AIIUIIATHCS CIIEUATIbHON HAKIICHKOM).

BHecenne M3MEHEHHMH B COCTaBE TEXHMYECKUMX M IIPOTPaMMHBIX CPEICTB
IPOUCXOIUT C 003aTENbHBIM TOKYMEHTUPOBAHUEM, PAa3pa0OTKOM IIIAHOB 1EUCTBUI
B @BapUITHBIX CUTYaLUsX JIJIs1 BOCCTAHOBJIEHUS pabOTOCTIOCOOHOCTH CUCTEMBI, €CIH
BHECEHHOE B HEE€ N3MEHEHUE BBIBEIIO €€ U3 CTPOSI.

B cnyuae, ecnu miiaHupyeMble U3MEHEHHSI MOTYT OBITh BHECEHBI Ha OOBEKTE
uHpopMaTuzauuu 0€3 [IOMOJHUTEIBbHON MpPOBEPKH 3S(P(HEKTUBHOCTU CHCTEMBI
3aIUATHI IEPCOHATBHBIX JaHHBIX, HEOOXOIUMO:

1. CocTaBUTh paclopsKEHUE/TIPUKA3 PYKOBOJAUTEINS Y UPEKIACHHSI O BHECEHUU
n3meHenni B coctase MC.

2. CocTaBUTh COOTBETCTBYIOIIMN akT wu3MeHeHud B coctae HC B
MIPOU3BOJILHOM (popMe.

3. BHectn oTMeTKY B IyHKTE «JIMCT perucTpanuu N3MEHEHUI» TEXHUYECKOTO
nacriopra MUC ¢ ykaszanmeM mnopsakoBoro Ne W 1aTbl BBEACHUS W3MEHEHUH,
HAaMMEHOBAaHUS JOKYMEHTa, (QUKCHUpYIOHIEro u3MeHeHus; N° 3aMEHEHHBIX
(MCIIpaBJIEHHBIX) JIMCTOB TEXHUYECKOTO IAacnopTa, 3a(UKCHUpOBaTh BHECEHHBIE
W3MEHEHHS MOINKUCBHIO BHECHIEro ux Jmna. [Ipy BHeECEeHMM UW3MEHEHH B
TEXHUYECKUI MACIOPT MPEXKHSASI COOTBETCTBYIOLIAs 3amuch (pa3ner, CTpOKa WU
HO3UILMS [1acopTa) racuTesd, a psiioM co mramnoM «llorameno» ctaBuTcs mramn
(wm
pykomnucHas 3anuch) «Cm. usmenenne N ».  Homep npu  3TOoM  10IKEeH
COOTBETCTBOBATh
HOMEpY 3anucH B Jlucre perucrpanuu n3MeHeHu TexHuyeckoro macmnopra. Bee
U3MEHEHHS BIHUCHIBAIOTCS B «JIMCT peructpanum u3MeHeHu» TexXHUYecKoro
IIacIiopTa B XPOHOJIOTMYECKOM IMOPAJIKE MX BBISBIEHHUS IOJ COOTBETCTBYIOIIMM
HOoMepoM. CcChlUIKa Ha HOMEp 3alliCH, UMEIOIAsACsd B TEXHUYECKOM IaclopTe IPU
3TOM COXPAaHSETCH.

B cnydae, ecnu miaHupyeMble HM3MEHEHHUS TpeOyIOT JOIMOJIHUTEIbHON
npoBepKU 3P(PEKTUBHOCTH CUCTEMBI 3aLUTHI IEPCOHAIBHBIX JaHHBIX, HEOOXOIUMO
NEUCTBOBAaTh B COOTBETCTBUHM C YKa3aHUSMH, IIOJYYEHHBIMU OT OpraHU3aluH,
BBIJABIIEH ATTECTAT COOTBETCTBHS.

13 3AIIUTA MHOOPMAIIMU O COBBITUAX BE3OIIACHOCTH B
NHPOPMAIIMOHHOU CUCTEME

CobriTust 6€30macHocTH, noiexkamiue perucrpauu B IC, onpenenstores ¢
y4eTOM CIOCOOOB peaym3ariuu yrpo3 Oe3omacHocTd wHpopManun. K coObITHsIM
6e3omacHocTH, nojiexamumM perucrpanuu B C, oTHOCSTCS 100bIE POSBICHUS
COCTOSTHUSI MH(POPMAIIMOHHON CHCTEMBbl M €€ CHCTeMBl 3alluThl HH(POpMAIlNH,
YKa3bIBAIOLIME Ha BO3MOKHOCTh HAPYIIEHUS KOH(QUACHINAILHOCTH, EIOCTHOCTU
WIA JOCTYIHOCTH WHGOpPMAIMU, NOCTYNMHOCTH KommoHeHToB WC, HapymieHus
IPOLEAYP, YCTAHOBICHHBIX OPTaHU3AI[MOHHO PACHOPSAUTENbHBIMUA JOKYMEHTaMH
no 3amuTe WHGOPMAlMM, a TaKKe HAPYIIEHHUs IITAaTHOrO (YHKIMOHUPOBAHMS
CPEZICTB 3alIUThI MH(OpMAIUH.

B UC omnpenenensl creayromue CoOBITHS O€30MAaCHOCTH, TOJICKAIINE
pPEruCTpaLUu:

1. CoObITus, CBSI3aHHBIE C pETUCTpaLiel BXoAa (BbIX0/1a) CyObEKTOB 1OCTyIa
B CHCTEMY WM 3arpy3kd oOmepanuoHHON cuctembl. CocTaB U COJEpIKaHHE



nH(pOpMaIIMU BKJIIOYAIOT JaTy W BpeMs BXojia (BbIX0Ja) B CHUCTEMY (U3 CHUCTEMBbI)
WJIM 3arpy3Kd ONEPALMOHHOM CUCTEMBI, PE3YyJIbTAT MOMBITKY BX0/Aa (yCHenIHas Uin
HEYCIEIIHAasl), pe3yJbTaT MOMBITKU 3arpy3KH ONEPallMOHHON cUCTEeMbl (yCHelIHas
WJIN HEYCIIeIIHAs ), UICHTU(PUKATOP, PEABIBICHHBIA TPU MOIBITKE JOCTYIIA.

2. CoOblTHs, CBSI3aHHBIE C PETUCTpAalMEd TOAKIIOYEHHS MAIIMHHBIX
HOocUTeNned HMHpOpMaluuMyM W BbIBOAA HMH(GOpPMAIMM HAa HOCUTENW WH(MOpMAaIUu.
CoctraB M colepKaHHE PETUCTPALMOHHBIX 3allMCEl BKJIKOYAET: AaTy W BpPEMs
NOAKIIOYEHUS! MAIIMHHBIX HOCUTENe MHpOopMaluuu W BbIBOAA MHMOpMaluu Ha
HOCUTENH MHGOpPMAIUH, JOrHYecKoe UMs (HOMEp) MOJKII0YaeMOr0 MAIIWHHOTO
HOocUTeNsl uH(MOpMau, WIASHTU(UKATOP CYOBEKTa JOCTYIa, MOJKIIOUUBIIETO
MalIMHHBIM HOCUTENb WM OCYIIECTBIISIIOIIETO BBIBOJ MH(OpPMAIMU HA HOCUTENb
uHpopMaIuy.

3. CoObITHs, CBI3aHHBIE C pErUCTpallMell 3amycKa (3aBeplIeHHs) TPOrpaMM U
poIIeCcCoB (3aaHui, 3a/1a4), CBI3aHHBIX C 00padOTKOM 3amuIaeMoi nHbopMaIiu.
CoctaB M cojepkaHMe PETrUCTPALMOHHBIX 3aluceld BKIIOYAET: JaTy U BpeMs
3amycka, uMs (MIeHTU(UKATOP) MpOrpaMMBI (IIpoliecca, 3aJaHus ), UACHTHPUKATOP
cyObekTa jmoctyma (yCcTpoWcTBa), 3allpOCHUBIIETO MporpaMMy (IIpoliecc, 3a/iaHue),
pe3ynbTaT 3anycka (yCrnelHbli, HeYCIEeUIHbIH ).

4. CoObITHS, CBSI3aHHBIE C PETHCTPAIMEil MOMBITOK JOCTYIMa MPOrpaMMHBIX
cpeAcTB (IporpaMm, MpoIIECCOB, 3aj1a4, 3alaHui) K 3anuiiaeMbiM (aitnam. Coctan
U COJIEpXKAHUE PETHCTPALMOHHBIX 3allMCEed BKIIOYAET: ATy M BPEMS IMONBITKU
JoCTyla K 3amuiiaemMoMmy (aidmy ¢ ykazaHMeM ee pesyJibrara (ycreurHas,
HEeyCHelHast), uaeHTU(UKaTOp cyObeKTa aocTyna (yCTpoucTBa), crieHu(pUKaLNIO
3amuiaeMoro (aina (JIoruaeckoe uMsi, THUII).

5. CoObITUs, CBSI3aHHBIE C PETUCTPALMEN MOMBITOK JOCTYIA MPOTrPaMMHBIX
CPEICTB K 3aIIMIIAaeMbIM O0BEKTaM JOCTyIa (TEXHUYECKUM CPEJICTBAaM, y3J1aM CETH,
JUHUSAM  (KaHallaM) CBSI3M, BHEUIHUM YCTPOMCTBaM, IMporpaMMaM, ToMawm,
karaioram). CocTaB u conepkanre HHGOPMAIUHU TOJDKHBI BKIIIOUATh: AaTy U BpeMs
MOMBITKM JIOCTyNa K 3alllMIaeMOMy OOBEKTYy C YKa3aHHEeM ee€ pe3yibTara
(ycnemHasi, HeycheliHas), uAeHTH(UuKaTop cyObekra nocryna (ycTpoilcTBa),
cnienuUKaImio 3amInaeMoro 00beKTa J0cTyna (Jloruueckoe uMs (Homep).

6. CoObITHs, CBSI3aHHBIE C PErMCTpalUel 3alIaHUPOBAHHOTO OOHOBIICHUS
aHTUBUPYCHBIX 0a3. CocTaB U coliepkaHue HHPOPMAIIH JOJKHBI BKIIOYATh JaTy U
BpeMsi OOHOBJICHUA.

7. CoObITHUSI, CBSI3aHHBIE C pETUCTpallMe 3arIaHupoBaHHOTO oOHOBIIeHHsT OC
Windows. Benyrcsa B xypnane camoit OC. CoctaB u cojpepxxanue uHbopmaimu
JOJIKHBI, BKIIOYATh AaTy U BpeMsi OOHOBIIEHUSI, COCTaB OOHOBJICHUSI.

CobbiTHus 6e3omacHocTd, nojiexaniue perucrpaunu B UC, u cpoku xpaHeHus
COOTBETCTBYIOIIMX  3allMCEed  PETUCTPAIIMOHHBIX  KYpHAJoOB, 00ECIEYUBAIOT
BO3MOKHOCTH OOHAPYKEHHS, UICHTH(PUKAMN U aHAJIN3a MHIIUECHTOB, BOSHUKIIINX
B C.

[lepedyens coObITHI OE€30MACHOCTH, PETUCTPALIUS KOTOPBIX OCYLIECTBIISETCS B
TEKyIIMA MOMEHT BPEMEHHM, OIpeaesnsieTcss AJIMHUHUCTPATOpOM Oe30MacHOCTH,
UCXO/I U3 BO3MOXKHOCTEN peasin3aluu yrpo3 0€30macHOCTd HH(popManuu.

Cpokx xpaHeHuss uH(OpMaLMU O  3aPETUCTPUPOBAHHBIX  COOBITHSIX
0€30MacHOCTH JOJKEH COCTABJISITh HE MEHEe TPEeX MECSIEB, €ClId HHOE He
YCTaHOBJICHO TPeOOBaHUSIMH 3aKOHO1aTeNibcTBa Poccuiickoit denepanuu.

3amuTta MHQOpPMAIMU O COOBITUSX O€30MACHOCTH (3alMCIX PETUCTpaLuu
(aymuTa)) oOecrnednBaeTcsi MNPUMEHEHHMEM MEp 3allUThl HMHPOPMALUUH  OT
HEIPaBOMEPHOI'0 JIOCTYIA, YHUUTOXKECHUS WM MOJIU(DULIMPOBAHHUSI, ONPENEICHHBIX
B COOTBETCTBUU C METOJUYECKUMHU JOKYMEHTaMH, U B TOM YHCJIE BKIIIOUAET 3aIIUTY
CPEICTB BEJICHUs PErHcTpauuu (ayAuTa) U HACTPOEK MEXAHM3MOB PErUCTpaLUH
COOBITHH.

Hoctynm Kk 3anucsaM ayauta W (QYyHKUMSIM YIOPaBICHUS MEXaHU3MaAMHU
peructpanuu (ayaurta) CpeacTB 3amuThl  uHopmamuu (mamee - C3U)



peoCTaBIsAETCS TOIbKO AaMuHucTpaTopy 6e3omacHocT MC.

B UC nns obecnieyenus: 3amuThl UHPOPMAIUA O COOBITHSX O€30MacCHOCTH,
nepen ycraHoBkoid C3M ocymiecTBiIseTCsl CHHXPOHHM3ALUSI CUCTEMHOIO BPEMEHU U
JaThl. AJMHHHCTPATOp OE30MaCHOCTH OCYIIECTBISACT KOHTPOJIb HEHM3MEHHOCTH
YCTAHOBJICHHOTO CHCTEMHOTO BPEMEHU U MPOBOAUT MEPUOIUYECKYIO MPOBEPKY
XKYPHAJIOB PErUCTpallid COOBITHM, JJIi KOHTPOJISI MPABWIHBHOCTH OTOOpaKeHUSs
BPEMEHHBIX METOK.

Coop, 3zamuch W xpaHeHue HHPOPMAIUU O COOBITHSAX OE30MACHOCTH
OCYILIECTBJISIETCA C IOMOIIBIO BCTPOEHHBIX CPEACTB ONEPAMOHHON CHCTEMBI
Windows u ycranoBnennbix C3U.

B nensx npenorBpaiiienusi cO0OEB MpU perucTpanuu COOBITUNM OE30MacCHOCTH
C3U u onepanronHoi cucteMsl B MC:

1. AnmunuctpaTopy 6e3onacHoct MC HEO0X0AUMO €KEHENCIBHO MPOBEPATH
KypHanel peructparmuu  coObitmii C3W  u  omepallMoHHOW CHCTEMBI Ha
HAIOJHEHHOCTD U, B CiIy4ae HEOOXOJUMOCTH, MPOU3BOJIUTH UX ApXUBALIUIO.

2. VBeIWYHTh TNPU HEOOXOAMMOCTH OOBEM BBIACISIEMON TMOJ >KypHAIbI
coObITut 6e3onacHoctu C3U 1 onepalimoHHON CUCTEMBI TaMSITH.

3. BximtounTh aBTOMAaTHYECKYIO MEpPe3aluch HOBBIX COOBITUH 0O€30MacCHOCTU
MOBEPX yCTAPEBIUX JJIsI TPEIOTBPAIICHIUS BOSHUKHOBEHHS OITUOOK MEPEIOTHEHHS
KYPHAJIOB.

4. HacTpoliku npaB y4eTHbIX 3anuceid nonb3zoBareneit UC qomKHbBI HCKITI0YATh
BO3MOXHOCTh BHECEHHMs TIOJIb30BATENIIMH U3MEHEHHH B >KypHaJIbl COOBITHI
oe3onacHocTH, HacTpoiiku C3U u onepalnOHHON CUCTEMBI.

5.1lpu mnosiBnennu B HC ommbok omnepamuonHoi cuctembl win C3U
M0JIb30BATENI0 HEOOXOJMMO YBEJAOMUTH AJIMUHHCTpaTOpa OE€30MacHOCTH U 1O
BO3MOXXHOCTH MPUOCTAHOBUTH PAOOTY /10 YCTPAaHEHUS OIIHUOKH.

14 MEPOIIPUATUA 11O KOHTPOJIIO OBECIIEYEHUA
BE3OITACHOCTHU_ NTEPCOHAJIBHBIX JAHHBIX U PABOTOM
HHOJIb30OBATEJIEM B UHOPOPMAIIMOHHOU CUCTEME

KoHTposbHbIe MeponpusaTus 3a O0ECleUeHHEM YpPOBHS 3alllUIIEHHOCTU U
COOJIIO/IEHUs YCIIOBHM HCIIOJIB30BaHUS CPEACTB 3allUThl MHPOPMAIIUU, a TaKKe
coOmoieHneM TpeOoBaHMI 3akoHonmarenbcTBa Poccuiickoit @Pexpepanuu 1O
00paboTke 3amminaemMon nuapopmanuu, B T.4. [1J1H, B IC mpoBOASITCS B CIASAYIOITUX
EeTsX:

- MpPOBEpKa BBIMOJHEHUS TPEOOBAHUI OpraHU3alMOHHO-PACTIOPAIUTEIHLHOM
JOKyMeHTaIuu 1o 3ammure napopmanuu B IC u AefCTBYIOIIETO 3aKOHOAATENHCTBA
Poccuiickoit ®eneparyu B 001acTH 00pabOTKU U 3aIUTHI IEPCOHATBHBIX JAHHBIX;

- OIICHKAa YPOBHS OCBEJIOMJICHHOCTH M 3HAHUW PaOOTHHKOB, JOMYIIEHHBIX K
pa6ote B UC, B o0nacTu 00pabOTKH U 3alIUTHl IEPCOHATBHBIX JAHHBIX;

- OIICHKa 00OCHOBAaHHOCTH 3¢)(1)€KTI/IBHOCTPI IMPUMCHACMBIX MCP U CPCACTB
3alIUTHI.

14.1 TemaTHka BHYyTPEHHEr0 KOHTPOJIS

[TpoBepku coorBeTcTBUs 00padoTku [1JIH B IC ycTaHOBICHHBIM
TPeOOBAHUAM PA3AEISIOTCS Ha CIETYIONINE BUIBL:

- PEryJIsIpHBIE;

- TUIAHOBBIE;

- BHEIUIAHOBBIE.

Perynsipable KOHTPOJIbHBIE MEPONPUATUS MPOBOJATCS AJIMHUHUCTPATOPOM
oesonacHoctu MC mepuoguyecku B COOTBETCTBUU C YTBEpXKIEHHbIM Ilnanom
NPOBEJCHUSI KOHTPOJbHBIX Meponpustuil (nanee - Ilnan, Ilpunoxenue 10) u
NpeAHAa3HAYEHbI I OCYIIECTBICHUS
KOHTPOJISI BBINOJIHEHUSI TpeOoBaHuil B o0nacTu 3auuThl [1/H.

[ImaHOBBIE ~ KOHTPOJIbHBIE ~ MEPONPUSATUS  HPOBOIASTCS  KOMHUCCHEH



NEePUOJIMYECKH B COOTBETCTBUU C YTBEpXACHHbIM [laHOM M HampaBlieHbl Ha
IIOCTOSIHHOE COBEPILIEHCTBOBAHUE CUCTEMBI 3aIUTHI NEPCOHAIBHBIX JaHHbIX VC.

BHennaHoBbIE KOHTPOJIBHBIE MEPONPHUATUS IPOBOJATCA Ha OCHOBAHUU
pelIeHrs KOMHUCCUHU MO MH(POPMAIMOHHON 0e30MacHOCTH (CO37aeTcs Ha MEePHOJ
IIPOBEICHUSI MEPONIPUATHUI). Perienne o mpoBeIeHNH BHETUIAHOBBIX KOHTPOJIBHBIX
MEPOIPUATUNA U CO3JAHUI0 KOMHCCHH 1O UH(OPMAILIMOHHON O€30MaCHOCTH MOXKET
OBITh MPUHSATO B CIAEAYIOLUIMX CIyYasX:

- N0  pe3yiabTaTaM  pacCl€AOBaHUA  HHUUACHTa  MH(POPMALMOHHOMN
0€e30IMacCHOCTH;

- MO pe3yJbTaTaM BHEIIHUX KOHTPOJBHBIX MEpPONPHUSATHI, MTPOBOJUMBIX
PErYIUPYIOIIUMH OPTaHAMH;

- M0 PELICHUIO PYKOBOJAUTENS Y UpPEKICHHUS.

14.2 Il1aHupoBaHME KOHTPOJIbHBIX MEPONIPUSATHI

JUist mpoBeneHHs IUIAHOBBIX BHYTPEHHMX KOHTPOJBHBIX MEPONPHUSITHIA
AnmuHHuCTpaTop 0€30MacHOCTH pa3padarbiBacT I1l1aH BHYTPEHHUX KOHTPOJBHBIX
MEPONPUATHAN HA TEKYIIUHN TOL.

[Inan mnpoBeneHUS BHYTPEHHUX KOHTPOJBHBIX MEPONPUATHI BKIHOYACT
CIENyIOIME CBEIEHUS M0 KaXIOMy U3 MEpONPUSTHI: COCTaB yYaCTHHKOB,
IPUBJIEKAEMBIX JUIsl MPOBEACHUS KOHTPOJIBHBIX MEPOIPHUATUH, CPOKM M OSTaIlbl
POBENCHUS] KOHTPOJIBHBIX MEPOIPUSATUH.

OOmwmii CpOK KOHTPOJIBHBIX MEPONPHUATUN HE JOJDKEH NPEBBILATH IATh
pabounx nHel. [Ipy He06X0AMMOCTH CPOK IPOBEAEHHS KOHTPOJIBHBIX MEPOIPUSITUN
MOXXET OBbITh MNpPOJIEH, HO He Oonee YyeM Ha JAeciaTh padouux JHEH,
COOTBETCTBYIOIIME W3MEHEHHUs OToOpaxkatoTcsi B I[IpoTokosie, BBINOIHSIEMOM IIO
pe3yabTaTaM IPOBEIEHHBIX KOHTPOJIbHBIX MEPOIIPUSATHH.

14.3 OdopmiieHne pe3yibTATOB KOHTPOJbHBIX MEPONPUATHIA

[Io wroram mpoBeACHHS TIJIAHOBBIX H BHEIUIAHOBBIX KOHTPOJBHBIX
MEpPONPHUSITHIA OTBETCTBEHHOE JIMIIO WM KOMHCCHS pa3padaTteiBaeT [IpoTokom
(ITpunosxxenue 11), B KOTOPOM yKa3bIBaeTCS:

- ONHUCaHHE MPOBEACHHBIX MEPONPHITHIA MO KAXKIOMY U3 ITAIOB;

- TepEeYeHb U OMHCAaHUE BBISIBICHHBIX HAPYIICHUN;

- PEKOMEH/AINU M0 YCTPAaHEHUIO BBISBICHHBIX HAPYIICHHUIA,

- 3aKJIIOYEHHE [0 WTOraM IMPOBEIEHUS BHYTPEHHEro KOHTPOJIBHOTO
MEPOTPUSITHSL.

[TpoTokos nepenaeTcst Ha pacCCMOTPEHUE PYKOBOAUTENIO Y UPEXKICHUS.

O6mas wuHPOpMaIMM O TPOBEACHHOM KOHTPOJBHOM  MEpONPHUATUU
¢ukcupyercs B «KypHane ydera BHYTPEHHHX MEPOINPHUSATHH 1O KOHTPOIIO 3a
obecnieuenueM O6e3omnacHocTu [1J1H npu ux o6padotke B UC» (Ilpunoxenue 12).

14.4 Hopjmmc NPOBEAeHUA IIVIAHOBBLIX M BHENJIAHOBBIX KOHTPOJbHBIX
MeponpusATHH

[InaHoOBBIE W BHEIUIAHOBBIE KOHTPOJIBHBIE MEPOMPHUATHS TPOBOIATCS TPHU
00s13aTeIbHOM yUYaCTHH JIMIIA, OTBETCTBEHHOIO 3a opranu3anuio oopadorku [1/1x B
YupexaeHun CcoBMeCTHO ¢ AamuHucTpatopoMm Oe3omacHocty HC (mamee -
KOMUCCHS).

[TpoBepku cooTBeTcTBUsA 00padoTKu [1/[H ycTanoBienHbsiM TpeboBanusim B IC
POBOJATCA Ha OcHOBaHUU [1ana npoBeAeHUsT KOHTPOIBHBIX MEPOTIPUITHM.

[IpoBeacHME BHETUIAHOBOM MPOBEPKH OPTAHU3YETCS B TCUCHHE TISATH pabOUnx
JTHEH C MOMEHTA MOCTYTUICHHUSI COOTBETCTBYIOIIETO 3asBIICHUSI.

[Ipu mpoBeneHNHM MPOBEPKH COOTBETCTBHs 00paboTku [1J[H ycTaHOBICHHBIM
TpEOOBAHUSIM  JIOJDKHBI ~ OBITh  MOJHOCTHIO, OOBEKTUBHO U  BCECTOPOHHE
YCTaHOBJICHBDL:

- TIOPSIIOK U YCIIOBUS IPUMEHEHHS OPTaHU3AIMOHHBIX M TEXHUYCCKUX MEp TI0
obecnieuenuto 6ezonacHocTH [1/1n nmpu ux o6padorke B IC, ncmomHeHne KOTOPBIX
o0ecreunBaeT yCTaHOBJIICHHBINA ypOBEHb 3amuiieHHocT [1/1H;



- TIOPSAOK M yCJIOBHS IPUMEHEHUS CPEICTB 3alUThl HH(GOPMAITUH;

- 3¢ }exTUBHOCTh MPUHUMAEMBIX Mep 0 obecmeuennto O6e3onacHoctr [1][H
npu ux oopadorke B UC;

- COCTOSIHME y4ueTa MAllMHHbIX HocuTenen 11/1H;

- coOJIFoICHUE MPABHIT IOCTYTA K MEPCOHAILHBIM JIAHHBIM;

- Hamune (OTCYyTCTBHE) (PAaKTOB HECAHKIIMOHHMPOBAHHOTO JIOCTyIa K
MEePCOHATBHBIM JaHHBIM U MIPUHATHE HEOOXOJAUMBIX MEp.

14.5 Ilpu npoBegeHNM BHYTPEHHEel MPOBEPKH KOMUCCHUSI MMeeT MPaBo:

- 3alpainiuBarh y COTPYIHUKOB Y UpexKIeHUsI, JOMYIIIEHHBIX K 00padoTke [1/]H
B UC, cBenenus, HeoOX0IMMBbIE ISl pealh3aliy MOJIHOMOYHH;

- TpeboBaTh OT YNOJHOMOYEHHBIX Ha 00paboTky IIJIH AOMKHOCTHBIX JIHII
YTOYHEHU S, OJOKUPOBAHUS WM YHUUTOXKCHHS HEAOCTOBEPHBIX, MU MOTYUYECHHBIX
HE3aKOHHBIM ImyTeM [1/1H;

- NPUHUMATh MEpHI MO MPUOCTAHOBICHUIO WM TpPEKpalieHni0 o0paboTKH
[1/TH, ocymiecTBIsieMO# ¢ HapyllIeHuEM TpeOOBaHUH 3aKOHO1aTeNbCcTBA Poccuiickoit
Oenepauuu;

- BHOCHUTbH PYKOBOAMTENIO Y UPEKICHUS MPEITIOKEHUS O COBEPLIEHCTBOBAHUH
IPaBOBOr0, TEXHUYECKOTO M OPraHU3alMOHHOIO PEryJupoBaHHs OOeCledeHUs
oezonacHoctu II/IH mpemnoxkeHuss O TNPUBJICUEHUH K JAUCIHMILUIMHAPHOM
OTBETCTBEHHOCTH JIMI, BUHOBHBIX B HAPYLIECHWH 3aKOHOAATENbCTBA Poccuiickon
®depnepanyu B oTHOLIeHUU 00padbotku [1/1H.

B otHOmenun uHpoOpManuu OrpaHUYCHHOTO JOCTYMA, CTaBIIEH HW3BECTHOMN
KOMHCCHUH B XOJ€E NMPOBEACHUSI MEPOIIPUATHM 110 BHYTPEHHEMY KOHTPOJIIO, JOJKHA
oOecrieunBaThCs €€ KOH(UIECHIIMATBHOCTb.

[IpoBepka foykHA OBITH 3aBEpIIEHA HE IMO3JHEE, YEM 4epe3 MATh padouux
JTHEW CO JTHS MPUHATUS pelieHus o €€ nmpoBeaeHud. O pe3ynbTaTax IpOBEACHHON
POBEPKU M MEpax, HEOOXOAMMBIX JJIsi YCTPAHCHHS BBISBICHHBIX HapPYIICHUIN
cocrapisieTcsi [IpoTOKOJ, KOTOPBIA JOJIKEH OBbITh TMPEACTABIEH PYKOBOAMUTEIIO
VYupexxaeHus Juisi 03HaKOMJICHUS.

Bce npoBoauMblie MEpONIPUATHS IO KOHTPOJIIO 32 00ecrieyeHueM 0e3011acHOCTH
NEPCOHANBHBIX JAaHHBIX JOJDKHBI ObITH 3adukcupoBanbl B «XKypHane ydera
BHYTPEHHUX MEPOIPUATUI IO KOHTPOJIIO 3a o0ecrieueHueM Oe3onacHoctu [1/1H mpu
ux o6padorke B MC». OtBercTBeHHOCTH 3a BeieHue KypHana Bozjaraercsi Ha
Anmvunuctparopa 6ezonacaoctu MC.

15 OBECIIEYEHME OYHKIIMOHUPOBAHUA n
BE3OITACHOCTH KPUIITOCPEACTB B HH®OPMAIHNOHHOU
CUCTEME

OTBeTcTBeHHBI 3a obecreueHne GYHKIIMOHUPOBAHUS U 0OE30MaCHOCTH
KPHUIITOCPEJICTB HAa3HAYACTCSH IPHKA30M PYKOBOAMTENS YUPESKICHUS W3 YHUCIA
MOJI30BATECH KPUNTOCPENCTB, WIM €ro OOs3aHHOCTH BO3JIAaraloTcs Ha
CTPYKTYpPHOE TIOJIpa3iclieHUe WK TOJDKHOCTHOE JIUIIO (PaOOTHHUKA), OTBETCTBEHHBIX
3a 3amuTy uHpopManuu (odecrneueHre 6€30MacCHOCTU MEPCOHABHBIX TAHHBIX).

CK3U nomkHBI UCHONIB30BAThC ISl 3alIUTH MHPOPMAIIUKU OTPaHUYEHHOTO
noctyna (BKItOUYas TIEPCOHANBHBIC JaHHBIE), HE COJEp)Kamleld CBEICHUH,
COCTABJISIFOIINX TOCYIAPCTBEHHYIO TalHY.

15.1 Iopsiaok moJry4yeHHs J0MyCKa moJb3oBareleil k padore ¢ CK3U

st padotsl nons3oBareneit ¢ CK3U B MC Heobxoaumo peann3oBaTh psij
MEPOIPUSITHN:

ITosnp30Barenu, KOTOPHIM HEOOXOIMMO MOIYUYUTh AocTyn K padore ¢ CK3U,
JOJKHBI OBITh IPOMHCTPYKTUPOBAHBI M 00y4eHbI paBuiiaM padotsl ¢ CK3U;

VY4ér sun, JOMyIIEHHBIX K paboTe ¢ KPUNTOCPEACTBAMU, IIPeIHa3HAYCHHBIMU
st obecneyenuss 3amuthl MHGopmanuu B MC, ocymectBusate B Ilepeune



nosib3oBareneit CK31;
KonTpone Hax peanmusanved [OaHHBIX MEPOINPHUATAN BO3JAracrcs Ha
OtBercTBeHHOro 3a oOecreueHue (QYHKIMOHUPOBAHUS W OE30MaCHOCTH

KPUIITOCPE/ICTB.
15.2 Oos13anHocTH OTBETCTBEHHOT O

[Ipy pemieHuM BceX BONPOCOB, CBSI3aHHBIX C OOEcCreYeHHEM Oe30I1aCHOCTH
XpaHeHHs, 00padOTKM W Tepelayu Mo KaHaiaMm cBsizu ¢ ucrnonb3zoBanuem CK3U
uHpopMaIuu OTPaHUYCHHOTO JOCTy1a, OTBETCTBEHHBIH JOJKEH
pykoBojacTBoBaThcs MHcTpykimei no oopamenuto ¢ CK3U B UC.

Ha OtBercTBEeHHOrO BO3J1araeTcst IpoBEACHUE CIASTYIONUX MEPOTTPUSTUIA:

- Beaenue XKypnan nosxzemiuisipaoro yuera CK3U, skcrnyaraiinonHou u
TEXHUYECKOM JTOKYMEHTAIlUU K HUM, KJIF04eBbIX JokymMeHTOB ([Ipunoxenue 13);

- mpunsatue CK3MU, skcrnyaTallmOHHON M TEXHUYECKOW JJOKYMEHTAIIMHU K HUM,
KJIFOUYEBBIX JJOKYMEHTOB OT MOJb30BATEIS PU €TI0 YBOJIBHEHUU UM OTCTPAHEHUH OT
VCIIOJTHEHHUS 00513aHHOCTEH, CBSI3aHHBIX ¢ Mcoib3oBanneM CK3U;

- OCYUIECTBJIEHME NEPHUOJUYECKON mpoBepkH kypHana yudera CK3U,
nepeuns nonbs3oBareneit CK3U u mHbIX JOKYMEHTOB.

OTBETCTBEHHBIN 00s3aH:

- He pasrjamarb MHPOPMALMIO OrPAHMYEHHOIO JOCTyIa, K KOTOpOM OH
JOMYIIIEH, B TOM YHUCJI€ CBEACHUS O KPUIITOKIIOYAX;

- COXpaHATh HOCUTENTH KIIOYEBOW HMHGPOpPMAIMM W APYyTHE JOKYMEHTHI O
KJIFOYaX, BbIJIABAEMBIX C KIIOUEBBIMH HOCUTEIISIMU;

- cobmomath TpeboBaHUs K oOecreueHuio ¢ ucnonb3oBanueM CK3U
0e30macHOCTH MHPOPMAIIUK OTPAHUYEHHOTO JI0CTYTIA;

- KOHTPOJUPOBATh IEJIOCTHOCTh TieyaTed (IMIOMO) Ha TEXHUYECKUX
cpencTBax ¢ ycranoBieHHbIMU CK3U;

- HEMEJICHHO YBEJOMJISITh PYKOBOJUTENS Y UpEKICHUS O (PaKTax yTpaThl WK
Henocraun CK3U, kiItoueBBIX [TOKYMEHTOB K HHM, KIIOYEH OT MOMEIICHUH,
XPaHWIUII, TUYHBIX TIeYaTel U 0 Ipyrux (pakTax KOMIPOMETAIMHN KPUTITOKITIOUEH,
KOTOPBIE MOTYT MIPUBECTH K pas3rialieHui0 HHGOpMaIlui OTPaHUYEHHOTO JIOCTYTIA,
a TaK)Ke O MPUYMHAX U YCIOBHIX BO3MOXKHOHM yTEUKH TaKOW HHPOPMAITUH;

- HE3aMEUIMTENBHO MPUHUMATh MEPBl IO JIOKAIW3AUWUA IOCIEACTBUN
KOMITPOMETAIIUY 3AIIUIIACMbIX CBEICHUN KOHPUIACHIIUAIBHOTO XapaKTepa;

- HE JONYyCKaTh BBOJl OJHOTO HOMEpa JIMIIEH3UM Ha MPaBO HCIIOJIb30BaHUSA
CK3U 6Gonee uem Ha oJ1HO pabouee MecCTO.

15.3 IIpaBa OTBETCTBEHHOTI 0

B pamMkax ucnosiHeHHs BO3JIOKEHHBIX Ha HETO 00s13aHHOCTEH, OTBETCTBEHHBIN
UMEET MPABO:

- TpeboBaTh OoT mosb3oBarenet CK3U cobmroaenns mojioKeHu HACTOSIIINX
npaBu 1o obpaienuto ¢ CK3U;

- o0paimarbcsi K pyKOBOJUTEIO YUpPEKIEHUS ¢ TPEOOBaHHEM IPEeKpalleHUs
paboTsl monb3oBarens ¢ CK3U npu HeBBIMOTHEHUH UM YCTaHOBJICHHBIX TPeOOBaHUH
1o 0OpallleHHIo C
CK3H;

- MHULUUPOBATH MPOBEJAEHUE CIYXKEOHBIX paccieloBaHuid 10 (dakTam
HapylIeHus B YUpeXIEHUH TMopsaka oOecredyeHus Oe30MacHOCTH XpaHEHUS,
00paboTKM U mepesayu no KaHajiaM cBsizu ¢ ucnonb3zoBanueM CK3U undpopmanmu
OrPaHUYEHHOIO JIOCTYTIA.

15.4 Ilopsaok nepexauu o0s13aHHOCTEH IPU cMeHe OTBETCTBEHHOI' 0

[Ipu cmene OTBETCTBEHHOI'O [OJKHBI OBITh BHECEHBI COOTBETCTBYIOIIHE
u3MmeHenus B [Ipukas 06 oopamenuu ¢ CK3U. BHoBb Ha3HaueHHBIN OTBETCTBEHHBIM
JOJIKEH OBITh O3HAKOMIIEH IOJ] POCHUCH € HacTosel MHCTpyKIMel 1 NpucTynuTh
K UCIIOJIHEHUIO BO3JI0KEHHBIX Ha HEr0 00s3aHHOCTEH.



15.5 O0mmii nopsaok padorsl ¢ CK3U

Pasmemenne u wmoutax CK3U, a Takxe ppyroro oOopynoBaHus,
¢ynkuonupymomero ¢ CK3U, A0mKkHBI CBECTM K MHHHUMYMY BO3MOXHOCTD
HEKOHTPOJIMPYEMOT'O JOCTyla IOCTOPOHHMX JIMI[ K YKa3aHHbIM CpEICTBaM.
TexHuueckoe 00CIIyKMBAaHUE TAKOro OOOPYJOBaHUS M CMEHA KPUITOKIHOYEH
OCYIIECTBIISIIOTCSA B OTCYTCTBHE JIUL], HE TOMYLIEHHBIX K padoTe ¢ nanHpiMu CK3U.
Ha Bpems orcyrcrBus nonb3oBareneit CK3U ykazanHoe oOopyaoBaHue, IMpU
HAJIMYUU TEXHUYECKOH BO3MOXHOCTH, JOJIKHO OBITh BBIKIIOYEHO, OTKIIOYEHO OT
JVHUYU CBS3M U yOpaHO B Olle€yaThIBa€Mble XpaHWIMILA. B MpOTUBHOM ciyuae, B
YupexneHun T0JKHBI ObITh 00€CIIeUeHbI YCIOBHUS XpaHEHUS KIIFOUEBBIX HOCUTEINEH,
UCKJIIOYAIOIIME  BO3MOXXHOCTh  JIOCTyIIa K  HMM  IIOCTOPOHHUX  JIUI,
HECAaHKIIMOHUPOBAHHOTO  HCIIOJb30BaHMUS WM  KOINHPOBAHUS  KJIHOYEBOU
uHpopMaIuy.

JUist MCKIIIOYEeHHs] yTpaThbl KIOYEBOM HMH(pOpMauuu BCIEACTBUE Je(EKTOB
HOCHUTEJIEW PEKOMEHIYETCsl, IOCJIE IOJYyYEHUs KIFOUYEBBIX HOCHTENEH, CO34aTh
pabouune xonuu. Kornuu g0mKHBI OBITH COOTBETCTBYIOIIUM 00pPa30M MapKUPOBAHbI
Y JOJKHBI UCIIOJIb30BATHCA, YUUTBIBATHCS U XPAHUTHCS TaK ke, KAK OPUTHHAJIBI.

EnvHuneldl MosK3eMIUIIPHOTO ydeTa KIFOUEBBIX JOKYMEHTOB CUHUTAETCs
KJIFOUEBOM HOCHUTENIb MHOTIOKPATHOTO HCHOJIb30BaHUsA. Eciv oAMH M TOT Xe
KJIFOUEBOM HOCUTENIb MHOI'OKPATHO UCIIOJIB3YIOT JUIS 3aIlIMCU KPUNTOKIIFOYEH, TO €T0
KKl pa3 cleyeT perucTpupoBaTh OTIEIBHO.

ITepenaua CK3MU, 3KkcIIyaTallMOHHOM M TEXHUYECKOM JOKYMEHTALMM K HUM,
KJIFOUEBBIX JOKYMEHTOB JIONYCKaeTCsl TOIbKO Mexay noib3oBarensiMu CK3U mop
pacnucKy B COOTBETCTBYIOIIMX KYpHaJIaX MO3K3EMIUIIPHOTO YUeTa.

IIpu o6HapyxeHuu Ha pabouem mecte, obopynoBanHoM CK3U, moctopoHHMX
OporpaMM WJIM BUPYCOB, HapylIaloUX padOTy yKa3aHHBIX CpPEICTB, paboTa co
CpencTBamMM 3anUThl MHQOpMAIMKM HA JaHHOM paboueM MecTe JODKHA OBITh
peKpalieHa 1 OpraHu3yloTCsl MEPOIIPUATHS 10 AaHAIU3Y U JIMKBUIALIMHA HETATUBHBIX
NOCJIEICTBUN JAHHOTO HApyLIEHUSI.

15.6 [leMCTBHS B CIy4ae KOMIPOMETALMH KJIIOYeH

O HapyleHusx, KOTOpble MOT'YT IPUBECTH K KOMIIPOMETAIUN KPUIITOKIIFOYEH,
UX COCTaBHBIX YacTed WM MepeaaBaBlIehcs (XpaHSIIEHCs) ¢ UX HCIOIb30BAHUEM
uH(popMaIuu OrpaHMYEeHHOTO JocTyna, nonb3oBatenn CK3U o6s3anbl cooOmarh
OTBeTCTBEHHOMY 3a oOecrieueHue (PYHKIMOHUPOBAHUS U 0€30MacHOCTH
KPUNTOCPEICTB.

K xoMmpomMeranuu Kirouei OTHOCATCS CIEAYIOIINE

COOBITHS: yTpaTa HOCUTEJICH KITI0Ua;

yTpaTa UHBIX HOCUTEJIEH KJIt04a C MOCIeAYIOMUM O0OHAPYKEHUEM;
YBOJIbBHEHHE COTPYIHUKOB, UMEBIIMX JOCTYI K KIIFOUEBOW MHPOpPMaALIUK;
BO3HUKHOBEHHUE MOJO3PEHUIN Ha YTEUKY HH(DOPMALIUU U €€ UCKAKECHHE;
HapyllIeHUe [EJTOCTHOCTH Nevarei Ha ceriax ¢ HOCUTENISIMU KITFOUeBOM
uH(pOpMAaIINH, €CITU UCTOIb3YeTCs MPOLEAypa ONevyaTbiBaHus CE(oB;

yTparta KIto4uel oT ceiipoB B MOMEHT HaXOXKJICHUS B HUX HOCUTEIEH KIIOYEeBOM
uHpopmanuu;

yTparta KItouel OT ceii()oB B MOMEHT HaXOXK/ICHUS B HUX HOCUTEIIEH KIFOYEBOM
uH(}OopMaIUu ¢ NOCIEAYIOIMINM OOHAPYKEHUEM;

JOCTYII IOCTOPOHHUX JIUI K KIIFOUE€BOU

uHdopmaIuu; Apyrue coObITUS YTEPU TI0BEPUS K

KJIFOUE€BOM JOKYMEHTALIUH.

KpunTokntoun, B OTHOIIEHMHM KOTOPBIX BO3HHUKIO IOJO3PEHHE B
KOMIIPOMETAIIUH, & TAKKE AEHCTBYIOIINE COBMECTHO C HUMH JIPYTHE KPUNITOKIKOYN
HEOOXO0JMMO HEMEJIEHHO BBIBECTH U3 JIEUCTBUS.

OcMOTp  KIIIOYEBBIX ~ HOCUTENEH  MHOTOKPAaTHOIO  HMCIOJIb30BAaHUS



NOCTOPOHHUMH JIMI]JaMHU HE CJENyeT paccMaTpuBaTh Kak IOJ03pEHUE B
KOMITPOMETAIMN KPUNTOKIIFOUEH, €CIM MPU 3TOM HCKIIIOYaaach BO3MOXKHOCTb MX
KOIIUPOBaHUs (YTEHUs, pa3MHOXKEHUs). B cioyuasx HepocTauu, HE MpeIbsABICHUS
KJIFOUEBBIX JIOKYMEHTOB, a TAKXKE HEONPEAEICHHOCTA UX MECTOHAX0XKICHHUS
IPUHUMAIOTCS. CPOUHBIE MEPHI K UX PO3BICKY.

Meponpuatust mo po3bICKYy M JIOKAJIU3ALMM TOCIEACTBUIA KOMIIPOMETALIMH
uH(pOpMallMd OrPaHMYEHHOIO JIOCTyla, NepelaBaBIICCs (XpaHAIIeHcs) cC
ucnonb3zoBanueM CK3U, opranusyer u ocyuiecTBisier YupexzaeHue (o0jgagaTenb
CKOMIIPOMETHUPOBAHHOM MH(OPMALIMK OTPAHUYEHHOTO JOCTYTIA).

15.7 Oo0s13aHHOCTH MoJab30oBarTeseid CK3U

[TonwzoBarenn CK3U o6s3aHbI:

- He pasrjamarb MH(OPMAIMI0 OrPaHUYEHHOTO JOCTYMa, K KOTOPOM OHH
JOMYIIEHBI, B TOM YUCIIEC CBEJCHUS O KPUIITOKIIIOYAaX;

- COXpaHATh HOCUTEIM KIIOYEBOM MHGOpMAIMU U JIPYyrUe JOKYMEHTHI O
KJIFOYaX, BbIJIABAEMBIX C KIIOUEBBIMH HOCUTEISIMU;

- cobmoparh TpeboBaHMs K oOecredeHuto ¢ wucnoib3zoBanueM CK3U
6e3omacHOCTH MH(OPMAIIUK OTPAHUYCHHOTO JIOCTYTIA;

- cooOmare OTBETCTBEHHOMY 3a (YHKIHMOHUPOBAHHME U OOECredeHue
0€30MacHOCTH KPUIITOCPENICTB O CTABIIMX UM U3BECTHBIMHU MOMBITKAX MOCTOPOHHUX
JUI TIOJIYYHUTh cBefieHus1 00 ucnoibzyeMbix CK3U unm kimrodeBbIX JOKYMEHTaX K
HUM,;

- caarb CK3U, skcrityaTalMOHHYIO M TEXHUYECKYIO IOKYMEHTALMIO K HUM,
KJIFOUYEBBIE JIOKYMEHTBHI TPH YBOJbHEHUW WJIM OTCTPAHEHUH OT HCIOJHECHUS
00s13aHHOCTEH, CBA3aHHBIX ¢ ncnoab3oBanneM CK3MU;

- HEMEJUICHHO YyBeIOMJATh OTBETCTBEHHOrO 3a (PYHKIMOHHUPOBAHHE U
oOecrieyeHre O€30MacCHOCTH KPUIITOCPEACTB O (haKTax yTpaThl HIM HEJOCTA4YH
CK3U, knroueBbIX JOKYMEHTOB K HUM, KJITFOUEH OT TOMEUIEHNUIA, XPaHWJINILL, JIMYHBIX
neyated U o Apyrux ¢akTax, KOTOpble MOTYT MPUBECTH K pa3TJIalICHUIO
3alUIIAEMbIX CBEJACHUN KOH(HUICHIMAIBHOTO XapakTepa, a TakkKe O MPUYUHAX U
YCIIOBUSAX BO3MOYKHOM YTEUKM TAKUX CBEACHUM.

[Tons30BaTens, HECET OTBETCTBEHHOCTh 3a To, 4ToObl Ha IIK, Ha KOoTOpOM
ycraHoBiensl CK3U, He ObUTN yCTaHOBJIEHBI U HE SKCIUTYaTUPOBAIUCH MPOTIPAMMBbL
(B TOM u4ucie, OpoOrpaMMbl- BHUPYCbI), KOTOpbIE MOTYT  HapyIIUTh
dbynkunonupoBanue CK3U.

Ha TIK, o6opynoBannom CK3U, mporpammHoe oOecriedeHUE AOJIKHO OBIThH
munieH3uoHHbIM. [Tpu oOHapyxennn Ha [1K, o6opynosannom CK3U, mocToponHnx
nporpamMm Ui BupycoB, pabota ¢ CK3U na nannom paboueM mecTe JT0JKHA ObITh
IpeKpallleHa U OPraHu30BaAHbI MEPOIIPHUSITHS 110 AHAJIU3Y U IMKBUIAIIMA HETATUBHBIX
NOCJEACTBUNA TaHHOTO HAPYILICHHUS.

Bce mnonyuenHble obOnanareneM HMHGOPMALMK OrPAHUYEHHOIO J0CTyNa
sx3eMmuisipel CK3U, 3KcIUlyaTalMOHHOM M TEXHUYECKOW JOKYMEHTALMU K HUM,
KJIFOUEBBIX JOKYMEHTOB JOJI’KHBI ObITh BBIJIAHBI TIO/I PACTIUCKY B COOTBETCTBYIOIIEM
KypHaJIe MOAK3EMIUTAPHOro yuera nosb3oBaressiMm CK3U, HecynmM nepcoHalIbHY O
OTBETCTBEHHOCTH 32 UX COXPAHHOCTD.

He nomyckaercs:

- pasriamarb HWH(QOpPMAIMIO OTPAHUYEHHOTO JIOCTYyNa, K KOTOPOH ObLI
nonyueH noJjb3oBarens CK3U;

- pa3riaiiath COJEPKUMOE KIHOUEBBIX HOCHUTENICH WM Mepe/laBaTh caMu
HOCHUTEIH JIUIaM, K HUM HE JOMYIICHHBIM;

- BBIBOJUTH KIIFOUEBYIO HH(POPMALIMIO HA TUCIIIEH U(UIIKM) IPUHTED;

- BCTaBIATH KtoueBor Hocutenb B mopT IIK mpu mpoBeaenuu pador, He
SIBJISTFOILIUX CS ITATHBIMU npoleaypamu HCIIOJIb30BaHUS KJIIOUe
(mudpoBanue/pacimiudppoBsiBaHue  UHPOpMaMK,  TPOBEpPKA  DJICKTPOHHOU
1M (pOBOI MOAIUCH U T.11.), a Takxke B mopThl Apyrux [1K;

- 3amUCHIBaTh Ha KIOYEBOM HOCUTEIE TOCTOPOHHIO HH(OPMAITHIO;



- BHOCHUTb Kakue-1100 u3MeHeHus B mporpammaoe obecrneuenne CK3U;

- HUCIOJB30BaTh OBIBIIHE B PabOTE KIIOYEBbIE HOCUTEIH ISl 3alMCH HOBOM
uHdopmaruu 6e3 mpeIBapuTEILHOTO YHHUTOXKEHUS Ha HUX KITI0YeBOM HH(MOpMaInu
nytem nepedopmarupoBaHus (peKoMeHayeTcs (U3HYECKOEe  YHHUTOXXECHHE
HOCHUTEJICH).

O HapylIeHUsX, KOTOPHIE MOTYT TPUBECTU K KOMIIPOMETAIIMHN KPUITOKITIOUEH,
UX COCTaBHBIX YacTel WM MepeaaBaBlIehcs (XpaHsIIEHCs) ¢ UX MCIOIb30BAHUEM
uH(popMaIuu OrpaHMYeHHOTO JocTyna, nonb3oBatenn CK3U o6s3anbl cooOmarh
OTBeTcTBEHHOMY 32 (PYHKIMOHMpPOBaHME M  oOecredeHre Oe30IacHOCTH
KPUIITOCPENICTB.

15.8 OTBeTcTBEeHHOCTH MoJb3oBartesieid CK3U

[Tons3zoBarenn CK3UM oTBewaroT 3a HCHOJHEHUE CBOMX (PYHKIMOHAIBHBIX
00s13aHHOCTEN M COXPAHHOCTh HMH(OPMALMHU OTPAHUYCHHOTO JIOCTyIa, KOTopas
cTaja €My W3BECTHOM BCJEICTBHE WCIOJHEHUS UM CBOUX CIIY)KEOHBIX
o0si3aHHOCTEl. OTBETCTBEHHOCTh JIMI], JOMyIIeHHBIX K padore ¢ CK3U, 3a
HEUCIIOJIHEHWE W/WIIM  HEHAJUIeKallee HCIOJHEHUE CBOUX  OO0S3aHHOCTEH,
IPEeTyCMOTPEHHBIX COOTBETCTBYIOIIMMHU pa3aenamu HacTosmmx [IpaBui, a Takxe 3a
pasriameHie UHGOPMalMu OrPAaHMYEHHOTO JOCTyla, CTaBIIEH €My M3BECTHOU
BCJICJICTBUE HCIIOJIHEHUS UM CBOMX CIIy>)KEOHBIX OOS3aHHOCTEH, OIpeaeseTcs
JEUCTBYIOIIMM 3aKOHOAATenbCTBOM Poccuiickon ®Penepanuyu ©U  yCIOBHUSIMHU
TPYAOBOT'O I0TOBOPA.

16 PABOTA CO CPEACTBAMM 3AIINTHI THO®OPMALIMN

B kagectBe cpeACTB 3amuThl WHGOPMALKUU OT HECAHKIMOHUPOBAHHOTO
noctyna Ha APM wucnons3yroTtcs ceprudunupoBanabie ®CTIOK Poccun C3U ot
HC]JI «Dallas Lock 8.0-K».

Ceprudukar coorBercTBUs DPCTIOK Poccum Ne 2720 or 25.09.2012 .
yAOCTOBEPSIET, YTO CUCTEMA 3alIMThl MHPOPMALMU OT HECAHKIIMOHUPOBAHHOTO
nocryna «Dallas Lock 8.0-K», paspaborannas wu mnpousBoaumas OOO
«KoH}uaeHT» B COOTBETCTBUHU ¢ TexHUUYecKUMH ycinoBusiMu RU.48957919.501410-
01 91, dyskMOHUpYIOMAas B cpeaax OMEPANMOHHBIX CHUCTEM, YKa3aHHBIX B
dopmymnspe RU.48957919.501410-01 30, sBisieTcss NpOrpaMMHBIM CPEICTBOM
3amuThl UHGOPMAIMKM OT HECAHKIMOHUPOBAHHOTO JOCTYNa K HMHQOpMaluu, He
coAepkKallel CBEJAECHUM, COCTABIISIOIIMNX TOCYAaPCTBEHHYIO TalHY, COOTBETCTBYET
TpEOOBAHUSIM PYKOBOISAIIUX JOKYMEHTOB «CpefCcTBa BBIYUCIUTEIBHOM TEXHUKH.
3amuTa OT HECAHKIIMOHMPOBAHHOTO JocTyna K wuHpopMmanuu. [lokazarenu
3aIIUIIEHHOCTH  OT  HECAaHKUMOHUPOBAHHOTO  JOCTyna K  HMH(pOpMaLUN»
(I'ocrexxkomuccuss Poccuu, 1992) - mo 5 knaccy 3ammumieHHOCTH, «CpencrBa
BBIYHCIIUTENLHON TEXHUKH. MexceTeBble DKpaHBI. 3amura oT
HECAaHKIIMOHUPOBAHHOTO AocTyna K nHpopmanuu. [lokazarenu 3aiumeHHOCTH OT
HECAaHKIMOHUPOBAHHOTO goctyna» (I'ocrexkomuccusa Poccuu, 1997) - no 3 knaccy
3aIUIIEHHOCTH, «3alluTa OT HECAHKUMOHUPOBAHHOTO JOCTYyNa K HMH(OpMaIUU.
Yacte 1. IlporpammHoe oOeclleUeHHE CpPEICTB 3alIUThl  HH(POPMAIIUHU.
Knaccudpukanuss 1o ypoBHIO KOHTPOJISL OTCYTCTBHSI HEJIEKJIAPUPOBAHHBIX
Bo3MoxHocTei» (I['ocrexxkomuccuss Poccun, 1999) - mo 4 ypoBHIO KOHTpOJI,
nokymeHTa « TpeboBaHUs K CpeACTBAaM KOHTPOJISI ChEMHBIX MAlTMHHBIX HOCUTETIEH
unpopmamun» (PCTIK Poccun, 2014) - no 4 kiaccy 3amuThl, METOJAUYECKOTO
nokymenTta «lIpoduns 3ammThl CPEACTB KOHTPOJISA TOIKIIOUEHUS] CHEMHBIX
MalIMHHBIX HOcUuTenel nupopMmanuu yerseproro kinacca 3amutel. UT.CKH.I14.113»
P BHITIOJTHEHUU OIPAHUYCHUHN, YKa3aHHBIX B (hOpMyJIsipe.

16.1. Bxoa B oniepanMoHHY10 CHCTEMY

[Ipu 3arpyske xkommblotepa, 3amnmuiiennoro C3M HCJI Dallas Lock 8.0-K, B
3aBUCHUMOCTH OT OIEPAMOHHOW CHCTEMbl, TOSIBISAETCS DSKpaH MPUBETCTBUS
(mpurameHue Ha BXOJI B ONepallMOHHYI0 cucteMy) (Pucynok 1).
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#. Windows 7 Professional

Pucynok 1. Dxpan npuserctus B OC Windows 7

Ins Bxoma Ha 3ammmieHHsii C3W HCJl Dallas Lock 8.0-K kommbrotep
KOKJIOMY MOJIb30BaTENIO npejjiaraercs BBITIOJTHUTH CJIEIYIONIY IO
MOCJEA0BATEIbHOCTD IATOB:

1. 3anIOJIHUTH MOJIE UMEHU TOJIb30BaTEsl, IO KOTOPHIM OH 3apETrUCTPUPOBAH
B CHCTEME 3alUThl. B 3aBUCHUMOCTH OT HACTPOEK B 3TOM IOJIE MOXKET OCTaBaThCS
VM3 [IOJIB30BATENSA, BHIITOJHUBILETO BXOJI MIOCIIETHUAM.

2. 3aMoNHUTHL II0JIE MMEHH AOMEHa. Eciau moap30BaTelb AOMEHHBIHA, TO
YKa3bIBa€TCsl MMs JOMEHA, €CIM IMO0Jb30BaTENb JIOKAJIBHBIA, TO B 3TOM IIOJE
OCTaBJISIETCSI UMS KOMITBIOTEPA WJIM OCTABJISIETCS ITYCTOE 3HAUYCHHUE.

3. Ecnu monp3oBarento Ha3HAUEH anmapaTtHbld HACHTUPHUKATOP, TO €ro
HEO0OXO0IMMO MPEBABUTH (TTOAPOOHOE ONMKMCAHNE MPUBOJIUTCS HUXKE).

4. Beectu napouib. [Ipu BBOJE mapossi, moJie AJisi BBOJAA SBISIETCS TEKCTOBBIM.
OnHako Ha DKpaHE BMECTO CHMBOJIA, COOTBETCTBYIOIIETO KAXKIOM HaXaTOU
KJIABUIIIE, TTOSIBIISIETCS CUMBOJI «*» (TOUYKA).

[Ipu BBOJE mapoisi cienyeT MOMHHUTh, YTO CTPOYHBIC U TMPOIKCHBIE OYKBBI
pasznuyarorcs. JlonmymeHHbpie ommMOKH TP BBOJE UCIIPABIISIOTCS TaK XKe, KaK U MPHU
3alI0JIHEHUU TEKCTOBOTO IMOJIS.

5. Haxartp kHONIKY «Enter».

[Tocne nHaxkaTtusi kHONKH «Enter» oOCyIIECTBISIETCS MpPOBEpKAa HAIUYUS B
CHUCTEME 3alllUThl 3aPETMCTPUPOBAHHOTO IIOJB30BATENsl C YKa3aHHBIM HMEHEM.
[Tocne wero mpoBepseTcss  COOTBETCTBUE C  HWMEHEM  MOJIb30BaTels,
3apETUCTPUPOBAHHOTO B CUCTEME 3alllUThl, W MPABWIBHOCTh YKA3aHHOIO
NoJib30BaTesieM Maposis. B ciaydae ycrnexa mpoBepKH MOJIB30BATEIIO pa3peniaeTcs
BXO/I.

[TonbiTKa BXOJa MOJB30BaTeNIsl HA 3AUIUIICHHBIA KOMIIBIOTED MOXKET OBIThH
HEYJA4HOH, K YeMy MIPUBOAMT psia coObITHH. [Ipr 3TOM Ha SKpaH MOTYT BBIBOIUTHCS
COOOIIEHUsI O XapakTepe COOBITHS WM COOTBETCTBYIOIIME COOOIICHUS
npeaynpexaatonero xapakrepa. Eciu BBeJieHHbIN NapoJib HEBEPEH, TO Ha dKpaHe
MOSIBUTCA COOOIIeHne 00 OmMOKe, MOCJEe Yero CUCTeMa 3alllUuThl MPEIOCTABUT
BO3MOKHOCTh TTIOBTOPHO BBECTU UM U T1apoJib (PucyHnox 2).
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H HEEEDHBIW NAPONE,

| ’ | Monpsoeatens YkasaH HEEEPHO]

Pucynok 3. Owmnbka aBropusamu
Bo3moxHa cuTyanus, mpu KOTOpo# Mosib30BaTelb 3a0bUl CBOM aposib. B aTom
cllydae OH TaKXe JOJDKEH 00paTUThCS K aIMUHHUCTPATOPy 0€30MacHOCTH, KOTOPHBIM
MMeEEeT MPaBO HA3HAYHUTH IMOJIB30BATEIII0 HOBBIM Mapoib. Tak ke Mpu ONMMOOYHOM
BBO/JI€ TaHHBIX B MOJIE UMEHHU WU JOMEHA MOI'YT BO3HUKHYTH COOTBETCTBYIOIIINE
coobmenus (Pucynoxk 3).

Ha »stane 3arpy3ku KommproTepa OCYILECTBIISIETCS KOHTPOJIb LIEJOCTHOCTH
anmapaTHo- mnporpamMmmHoM cpeasl BIOS, mosTomy MoXeT OBITh BBIBEIEHO
NPEayNPEeXKACHUE O HApyUIEHWH JaHHbIX napaMetrpoB. [locne BBoma nmeHH u
[apojsi Ha JTane 3arpy3kd KOMIIBIOTEpPA HAa DKPAaHE MOXKET IOSABUTHCS
NpEeaynpexXICHUE O TOM, YTO HApPYLWIEH KOHTPOJIb ILEIOCTHOCTH, BXOJI B

f/"-' " . ——
f._ x ) Hapylwena LenoCTHOCTE KOHTPOMHPYEMBIXhEaNDES

Pucynok 4. CooOuieHre 0 HapyIIeHHH [EIOCTHOCTH KOHTPOJIMPYEMBIX (haiyioB
OTIEPAlIMOHHYIO CUCTEMY JIJIS TTOJIb30BaTes OyeT 3amnpenieH (Pucynox 4).

B ciydyae BO3HMKHOBEHMsI JIaHHOM OIIMOKM IOJIb30BATEII0 HEOOXOIUMO
0o0paTuThCs K AJIMUHUCTPATOPY O€30IaCHOCTH.

16.2 3aBepiieHue padbOThI

[Ipu 3aBepiieHnn ceanca pabOTHI MOJIB30BATENS HA KOMIIBIOTEPE, HAIIPUMED, B
KOHIIe palbodero JHsA, HEOOXOIMMO BBINOJHUTH CTAHJAPTHOE BBIKIIOYECHUE
KoMmmbioTepa. JlJis 3Toro HyXHO:

1. CoxpaHUTh BCE JIaHHBIE M 3aBEPIIUTh pabOTy BCeX MPHIIOKEHUU, TaK Kak
BBIKJTIOUEHHE HE COXPAHSET PEe3yJbTaTOB PaboTHI.

2. B menmo «Ilyck»  HWXHEM MpaBOM YTy Ha)XaTh KHOIKY «3aBepIlIeHHE
paboTH.
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3.Ilocne HaxkaTHsI KHOTIKM «3aBepIieHre padoTh» KOMIBIOTEP 3aKphIBAET BCE
OTKpBITBIE Tporpammbl, BMmecTe ¢ camoii OC Windows, a 3aTeM MOJHOCTBIO
BBIKJIFOYAET KOMIIBIOTEP U MOHUTOP.

16.3 CMeHa moJib30BaTeIA

Bo3MoxHO, 9TO 3aBepIIeHHE CeaHca TOJIb30BATeNsI HEOOXOAMMO IJIsI CMEHBI
MOJIb30BATENS KOMITBIOTEPA, TO €CTh JIJIsl BXOJa Ha JaHHBIM KOMIBIOTEP MOJ APYyTron
YYETHOMU 3anuchio. sl 3aBepIieHus ceaHca U CMEHBI M0JIb30BaTENS, B 3aBUCUMOCTH
OT BEpCHUU ONEPAIIMOHHON CUCTEMBI, HEOOXOUMO ClIeTIaTh CJIEIYIOIIee:

1. B OC Windows 7 B MeHIO «Ilyck» B HMXKHEM
IIPaBOM YIJIy HaXKaTh BbI30B MEHIO

BO3JI€ KHOTIKH «3aBepiieHre paboTbh» U BEIOPATh MyHKT
«CwmenuTsb nonb3oparens» (PucyHok 5).

YcTpoicTea n NpUHTEPbI
CMEHMTE NONE3CBATENR
n orpamMmme NO YMOAYEHW -
el y BeiiiTit M3 cucTemsl

Bnoknposats

Cnpaska n nogaepxia

Mepesarpyska

..;a!sepl.uEHHe pal:n'bl ! » CoH

Pucynok 5. Cmena nons3oBatens B OC Windows 7
2. B OC Windows XP B mento «Ilyck» B HWXHEM TIpaBOM YIiy

HaXXaTh
KHOTIKY «3aBepiieHue padoTh» U B OSBUBIIIEMCS OKHE BHIOPATh MyHKT MEHIO

«3aBeplileHne

Jane pwe Hwe paborm Windows

BeribepuTe jxenaemMoe AeicTBUE.

3aBepLeHne paboTbi v

3aBepLueHne paboTbi
Mepe3arpy3ka

MepexoA B XAyLWNiA PexK

0K J OTmeHa Cnpaeka

ceaHca ...»(PucyHok 6).
Pucynok 6. Cmena nons3oBaresns B OC Windows XP

CeaHc TEKyLIEro Mmoyb30BaTeNs OyIeT 3aBEpIICH, a Ha SKPaHEe MOSBUTCS THATIOT
JUTSI IOBTOPHOM aBTOPU3ALIMK B CUCTEME 3aLIUTHI.

[Ipu cmeHe ceaHca MOJIb30BATENs, XOTS BBIXOJ| MOJIb30BATENS U MPOUCXOAMT,
HO Ha KOMITBIOTEPE MPOJI0JIKAIOT padOTaTh BCE 3ayllleHHbIE UM NpuiIokeHus. Ilepen
CMEHOW I0JIb30BATENSl PEKOMEHYETCS COXpPaHUTh BCE HEOOXOIMMBIE JIaHHBIE U
3aKOHYMTH padOTy NPHUIOKEHUM.
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16. 4 Cmena napoJst

CmeHa naposist JOJKHA OCYIIECTBIISITHCS HE pexe 0aHOro pasa B 90 nHeil.

[Tonp30BaTenh MOKET CAMOCTOSITEILHO CMEHUTh CBOM TIAPOJIh JJIS
aBTOpHU3AIINH.

1. [Ins1 aTOTO, TIOCIIE BXO/IA B OMEPAITMOHHYIO CHCTEMY, HEOOXOIMMO HaXaTh
koMOuHanuio kinasuin «Ctrl-Alt-Del» u BeiOpaTh onepaiinio « CMEHUTH aposIb
(Pucynoxk 7).

<£> 3anmycTuTh IucneT4yep

MOABUTCA JUAJIOTOBOC OKHO, IMMPpCajiararomecc BBECTU JaHHBIC
HJIs1 CMCHBI

).

Annspatrese nenmrdiaropet 1

00
|
|
{

Hoeetit napons il

Cremepnposanteit N2po e 2halp

Pucynox 8. DxpaH cMeHBI TapoJIs
Pucynoxk 7. Mento nerictBuitHa skpane naposs(PucyHox

2. B oTkpsIBIIEMCS AMATTOTOBOM OKHE HEOOXOIMMO BBECTH B
COOTBETCTBYIOIIME MMOJIS UMS ITOJIB30BATEINS, UMl IOMEHa (11 TOMEHHOTO
T0JIb30BATENS, IS JJOKAIBHOIO - OCTABUTH 3TO IIOJIE IIYCThIM), CTaphlid I1apoilb,
HOBBII apoJib U MOATBEPKICHUE HOBOTO NapOJIs.

44



3. Nanee HaxaTh KHONKY «OK» sl cOXpaHEeHUs HOBOT'O MApOJI WU KHOIKY

Ecnu Bce TpeGoBanus coOIOACHBI, TO TTAPOJIh MOJIb30BaTENs OyACT YCIEIIHO
CMEHEH,
cooTBeTCTBYHOLIeE coodieHue (PucyHok 9

@ Onepaunn ycn ﬁm‘.':"'" eHa.

Pucynok 9. IloarBepxaeHue o cMEHe mapoJist
«OT™MeHay.

Hanee Bxon moib3oBarens Ha 3anmiieHHyro C3W HCJI Dallas Lock 8.0-K
pabouyr0 CTaHIIUIO OYJIET OCYIIECTBISATHCS C HOBBIM MapOJIEM.

17 PABOTA C MOBWJIBHBIMU TEXHUYECKUMHU CPEACTBAMMU

B kauectBe MOOMIIBHBIX TeXxHUUECKUX cpeacTB B IC onpeneneHbl HOYTOYKH.
MoOuiibHBIE TEXHUYECKHE CPEICTBAa MpEeAHA3HAYEHBbl [JIs MPEeIOoCTaBICHUS
COTPYJIHUKAM YUpEekKACHHs JIOKaJbHOIO JIOCTyNa K MH(POPMAIMOHHBIM pecypcam

K wucnonp3oBaHMI0O Ha MOOWJIBHBIX TEXHHYECKHX CpEACTBaX JOMYyCKaeTcs
TOJILKO TporpamMmHoe oOecrieueHue, obo3HaueHHoe B Ilepedune mnporpaMMHOrO
oOecrieueHuss M (MJIM) €ro KOMIIOHEHTOB, Pa3pelI€eHHOr0 K HCIOJb30BAaHUIO Ha
I[I9BM, Bxoasmux B coctaB UC, yTBEpKIEHHOTO PYKOBOJUTEIEM YUPEKICHUS.
VYcraHoBKa, MOHUTOPUMHI U COINPOBOXKJIEHHWE IPOrPAMMHOr0  0OecredeHus
MOOUJIBHBIX ~ TEXHHYECKUX  CPEACTB  OCYIIECTBISETCS  aJAMHHHUCTPATOPOM
0€30IMacCHOCTH B paMKaX BO3JIO’KEHHBIX Ha HETO 00S3aHHOCTEH.

Jis ucnonszoBanuss B MC momyckaroTcsl TOJIBKO YUYTEHHBIE MOOWJIbHBIE
TEXHUUYECKUE  CPEACTBA,  SIBISIOIIMECS  COOCTBEHHOCTBIO  YUPEKIACHMUS.
WNHuBenTapu3anuss MOOMIBHBIX TEXHUYECKUX CPEACTB MPOBOJUTCA B COOTBETCTBUU C
IpoLeaypaMu 1 MEXaHU3MaMU KOHTPOJIS, IPUHATBIMU B Y UPEXKICHHUH.

[TonknroueHue moab30BaTeNeli MOOWJIBHBIX  TEXHUYECKHX CPEICTB U
Ha3HAYeHHE UM HEOOXOAMMBIX MOJHOMOYHI OCYIIECTBISIETCS B COOTBETCTBHH C
HacTosAmmumHy [IpaBuiiamu.

[TogkmroueHne MOOUIBHBIX TEXHHYECKHX CpenctB K pecypcam HC
OCYIIECTBIISIETCS C HCIHOJIb30BAHUEM CEPTU(PUIMPOBAHHBIX CPEICTB 3aLUTHI
uH(pOopMauu, NPUHATHIX B 3KcITyaranuto B UC.

Cpencta 3amuThl HHGOPMALIUK JOHKHBI OBITh MPEAYCTAHOBIICHBI 10 Hayaia
AKCIUTyaTallid MOOUJIbHBIX TEXHUYECKUX CPEJICTB.

[TapameTpsl HAcTpOHKH OOLIECHCTEMHOTO IPOrPaMMHOTO OOECIeYeHHUs |
IPOrpPaMMHOT0 00€CIIeYeHHsI CPECTB 3aLUThl HHPOPMAIUH, 10JKHBI 00€CIeunBaTh
peanu3anuio Mep 3alluThl HHPOpPMAIMH, a TaKKe YCTPaHEHHE BO3MOXKHBIX
ySI3BUMOCTEH, MNPUBOISAIIMX K BO3MOXKHOCTH TMOSIBIEHUS yIpo3 O€30MacHOCTH
uHpopmanuu.

B cmydae OTCyTCTBUS YCTaHOBJIEHHBIX CpEICTB 3alllUThl HHGOpMAINH,
HECOOTBETCTBUS HACTPOEK CPEJICTB 3aLIUTHI MH(OPMALIMH U OTIEPAIMOHHONU CUCTEMBI
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MOOUJIBHOTO TEXHHYECKOTO CpEACTBa HEOOXOIMMBIM MapaMeTpaM Oe30MacHOCTH,
noctyn kK pecypcam MC nomkeH ObITh 3alpelieH.

B cinywae mnepenau  MOOMJIBHONO TEXHHYECKOIO CpPEACTBA  APYroMy
MI0JIb30BATENI0 aIMUHUCTPATOPOM O€30MaCHOCTH, B paMKax BO3JIOKEHHBIX Ha HErO
00s3aHHOCTEH,  MPOBOAMTCS  OYUCTKA  MOJB30BATENIbCKOW  HMH(pOpMALUU
(3arpyXE€HHBIX JaHHBIX, UCTOPUU MPOCMOTPA U T.A.) U 3aBEACHUE HOBOM y4YETHOMH
3aIHCH.

B cityuae BpIBOJIa MOOMIIBHOT'O TEXHUYECKOTO CPEAICTBA U3 AKCILTyaTalluu (Ipu
HEBO3MOKHOCTH PEMOHTAa W OYUCTKH HH(OpMAalMK) BBINONHSIETCA (DU3MUECKOoe
YHUYTOXKEHHE MOOMJIBHOTO TEXHMUYECKOTO CPEACTBA B YCTaHOBJIECHHOM MOPSAKE U
CMEHa YYETHBIX JAaHHBIX M0JIb30BATENSI MOOMIBHOI'O TEXHUYECKOTO CPEACTBA.

MoOuibHBIE TEXHUUECKUE CPEJICTBA JIOJKHBI UCIOJIb30BAaThCSl COTPYAHUKAMU
YupexneHus TOIbKO JJIs BBIMOJIHEHUS CIY>KEOHBIX 00513aHHOCTEH.

He nomyckaercs:

- HCMONIB30BaHUE MOOHMIIBHBIX TEXHUYECKUX CPEACTB B JTMYHBIX LIEIIIX;

- CaMOCTOATENbHOE BHECEHHE W3MEHEHHH B COCTaB MPOrPaMMHOTO
oOecrieueHrss MOOMIIbHBIX TEXHUYECKUX CPEJCTB;

- mepeHoc UWHGOPMAlMKM OTPAaHMYEHHOTO JOCTylna Ha HEyYTEHHBIC
MalIMHHbIE HOCUTENN UH(OpMaLUy;

- HUCHOJIb30BaHUE KapT MaMsiITH, MOAKIOYAEMBIX K  MOOWIIBHBIM
TEXHUYECKUM CPEJICTBaM JUIsl XpaHEHUs U Nepeaadyu MHPOpMaluu OrpaHUYeHHOTO
J0CTyTa,

- BBIHOC MOOWJIBHBIX TEXHMUYECKHUX CPEACTB 3a Ipelesbl NOMELICHHUH, B
KOTOPBIX pacronokeHbl 3neMenTsl 1C.

18 PABOTA C BECITPOBOJHBIM JOCTYIIOM

B kauectBe cpencts 6ecnipoBogHoro ngoctyna B MC CO MOryT UCIIONb30BaThCS
USB- moaeMb1, 6ecipoBOIHBIE YCTPOMCTBA BOIa UHPOpMAIUH (KJIaBUATYpa, MBIIIH),
Wi-Fi cetu.

MOHUTOPUHT, yIIpaBiIeHUE U COMTPOBOXKICHUE CUCTEM OECTIPOBOHOIO JOCTYIIA
OCYLIECTBISAETCA AMUHUCTPATOPOM O€30MaCHOCTH.

Hoctyn k OecrnpoBOAHOM CETH OCYIIECTBISETCS HAa OCHOBE HCIOJIb30BaHUS
YYETHBIX 3aIIMCEN MOJIb30BATENEH, YKa3aHHBIX B PA3PELINTEIILHOM CUCTEME JOCTYIIA.

OO0s3aHHOCTBIO  TMOJB30BATENS  SIBISIETCS COXPAaHEHUE CBOMX CETEBBIX
PEKBU3UTOB (JIOTHHA U [TapOJIsl) B TailHE OT MOCTOPOHHUX JiKIL. Mcronb30BaHue O JHON
y4E€THOM 3amucu JUisi OJHOBPEMEHHBIX CEaHCOB pabOThl B OECHpPOBOJHON CETH
orpaHnunBaerca. lcnonb3oBaHME UYKMX YYETHBIX 3alMced Uil JOCTyna K
0ecrpOBOHOM CETH 3aMpPeIEHO.

[Tonb30oBaTenp HECET MEPCOHANBHYIO OTBETCTBEHHOCTH 3a ILI€JIECO00pPa3HOCTh
UCIOJIb30BAHHOTO 00bEeMa BXOSIIET0 M UCXOJAIIEro Tpaduka M 3a Couep’KaHue
uHopMaIuu, NOJYYEHHOM WIM TNEepelaHHOM C MCIOJb30BaHUEM TEXHOJOTUN
0ecrpOBOHOTO IOCTYTIA.

Ucnonws3oBanue cereid OECHPOBOAHOTO JIOCTyHa BO3MOXKHO TOJIBKO C
BKJIFOYEHHBIMH CPEJCTBAMU 3aILUTHI, UCTIOJIb3yeMbIMU B UIC.

CpencrtBa 6ecipOBOJHOTO JIOCTYIA JOJKHBI MCIOJIB30BATHCS COTPYIHUKAMU
VYupexaeHus TOAbKO ISl BHITOJTHEHUS CITyKEOHBIX 00s13aHHOCTEH.

19 HOPAAOK OBECIIEYEHMSA 3AIIUTBI MHOOPMALIMU I1IPU
BBIBOJE WH®OPMAIIMOHHOW CHUCTEMBI M3 JKCILUIYATAIIUU
NJIA ITOCJIE ITPUHATHUA PEHIEHUA Ob OKOHYAHHUHU OBPABOTKH
NHPOPMAILINHU

Obecneyenne 3amuTbl MHGOPMALMK TPU  BBIBOJAE U3 OSKCILUIyaTaluu
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aTTECTOBAaHHOW WH(OPMAIMOHHOW CHUCTEMBI WJIM TIOCJIE TPUHATUS pemieHus o0
OkOHUYaHMM 00paboTku wuHpopmanuu ocymectsisercs Onepatopom HC, B
COOTBETCTBUH C OPTraHU3AIMOHHOPACTIOPSIIUTEILHBIMU JOKYMEHTAMH TIO 3alllUTe
uH(dOpMAaIK, U B TOM YUCJI€ BKIIOYACT:

apXWBHPOBaHWE MH(POPMAITUH, COMIepKaIIeHCs B HHPOPMAIIMOHHOMN CHCTEME;

TapaHTUPOBAHHOE YHUYTOXKEHUE (CTUpAaHWE) [aHHBIX ©  OCTaTOYHOU
UHPOpMAIIMK C MAIIMHHBIX HOcUTelned wuHpopMmanmmu W (WIM) YHUYTOKCHHE
MAaITUHHBIX HOCUTENeH HH(POPMAIIUH.

ApxuBupoBaHue nH(pOpMaNHUU, cofepKalieiics B HHPOPMAIIMOHHONW CHUCTEME,
JOJDKHO OCYIIECTBISITBCS TIPH  HEOOXOIWMOCTH JTAIbHEUINETO0 HCITOIh30BaHUS
uH(dOpMAaIUH B ACSTEIBHOCTH TTOJIH30BATEIS.

['apaHTHpOBaHHOE YHHUYTOXXCHHE (CTUpAHHWE) JaHHBIX W  OCTaTOYHOMU
nHpopMalMM C MaIIMHHBIX HOCUTENEH uH(OpMAIUU, MPOU3BOJUTCA TPHU
HEOOXOJMMOCTH TIepeladyd MAIIMHHOTO HOCHUTENS JPYyroMy IOJIb30BaTEII0
WH(POPMAITMOHHOW CHUCTEMBI WM B CTOPOHHHE OpraHU3aIluu I PEMOHTA,
TEXHUYECKOTO OOCTY>KUBAHUS WA JATbHEHIIIETO YHUUTOXKCHHSI.

[Ipu BBIBOJE W3 OKCIUTyaTalldd MAIIWHHBIX HOCHUTENIECH WHOOpMamuu, Ha
KOTOPBIX OCYIIECTBIISUTHCH XpaHEHHE W 00paboTka mH(MOPMAIUHU, OCYIIECTBISETCS
¢uU3MYEeCKOe YHHUYTOKCHHE JSTHUX MAIIMHHBIX HOCUTENEH HHpOpManuu B
COOTBETCTBHUH C YTBEPKIACHHBIM ITOPSITKOM.

OTBETCTBEHHOCTh 3a COONOJeHNEe TpeOOBaHUI IO OOECIICUCHHS 3alUThI
uH(OpMaIMu TpU BBIBOAC W3 OSKCIUTyaTalldd aTTECTOBAHHOW WH(OPMAIIMOHHOU
CUCTEMbI WJIM TIOCIIe MPUHSTHS pelieHUs: 00 OKOHYaHWU 00pabOTKH HH(pOpMalUU
BO3JIaraeTcs Ha A IMUHUCTpaTOpa OE30MaCHOCTH.
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