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MHOJOXEHUE
0 pa3rpaHMYeHUH MPAaB JA0CTYNAa K 00padaTbIBaeMbIM NMEPCOHATbHBIM JTAHHBIM
B IroCyIapCTBEHHOM Ka3eHHOM 00111e00pPa30BaTeIbHOM yUPeKIeHHH
«CneunajibHasi (KOppeKIHOHHAs1) 001e00pa3oBaTe/IbHAS LIKOJA-UHTEPHAT
Ne36 ropoga CraBpomoJisp»

1. O0mme moJoKeHus

Hacrosmee Ilonoxenue o pasrpaHuyeHUU MpaB J0CTyIa K 00padaThIBaeMbIM
NepPCOHANbHBIM JaHHBIM (nanee - [lojokeHue) B TOCyJapCTBEHHOM Ka3eHHOM
0011e00pa3oBaTeTIbHOM YUPEKICHUU "CrneunasibHas (KOppeKIMOHHAas )
oOmeoOpa3zoBarenbHas Mmikoia-uHTepHatr Ne 36 ropoga CraBpomossa" (nmamee —
VYupexxnenue) pazpaboraHo B cOOTBETCTBUM ¢ DefepaibHbIM 3aKOHOM OT 27 HIOJIS
2006 r. Ne 152-®3 «O nepcoHalbHBIX TaHHBIX», [[paBuiIaMu BHYTPEHHETO TPYIOBOTO
pactiopsinka Illkonsl W ompenenser ypOBEHb MOOCTyHa JOJDKHOCTHBIX JIUII K
MePCOHATIBLHBIM JAHHBIM PAOOTHUKOB U YYaIIUXCS.

2. OCHOBHbIC MOHATHUSA

Hna uenenn nHacrosimero IlomoxkeHUs HWCHONAB3YIOTCA CIEAYIOIUE OCHOBHBIE
MTOHSTHS:
- nepconanbHble OAHHblEe padomuuka - 00as WHPOpPMAIUS, OTHOCAMIASCA K
OTIpeICTICHHOMY WJIH OTIPEIeIIeMOMY Ha OCHOBAaHWUHW TaKOW MHGOpMAIHK paOOTHHKY,
B TOM YHCJIE €T0 (pamuinst, UMsi, 0OTYECTBO, TOJI, MECAII, 1aTa U MECTO POKJICHUS, aJIpeC,
CeMeiHOe, ColMalbHOE, MMYIIECTBEHHOE TO0JIOXKEHUEe, oOpa3zoBaHue, mpodeccus,
JI0XO0/Ibl, Apyrasi uHpopMalus, Heo0XoaumMas padoTOATENI0 B CBSI3U C TPYAOBBIMU
OTHOIICHUSIMU;
- nepcoHanbHble  OaHHble  yuwawgjuxca — uHOpManus, HeoOxoaumas
00pa3oBaTeIbHOMY YUPESKICHUIO B CBSI3U C OTHOIICHHUSMH, BO3HUKAIOIITUMHU MEXKITY
oOydJaronmumcsi,  €ro  pOJAWUTENsIMH  (3aKOHHBIMH  TIPEJICTABUTENSIMH) U
00pa30BaTENbHBIM YUPEKICHUEM.
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- 00pabomkKa nepcoHANbHBLIX OAHHbIX - cCOOp, cUCTeMaTu3alusi, HaKOIUICHHE,
XpaHeHue, yTouHeHue (0OHOBJIEHUE, U3MEHEHHE ), HCII0JIb30BaHNE, PACHPOCTPAHECHHE
(B TOM duymcie miepedada), oO0e3NIMYMBaHUE, OJIOKUPOBAHUE, YHUYTOXKECHUE
MIEPCOHANIBHBIX TAaHHBIX;
- KOH(UOeHyuaIbHOCMb NEPCOHANbHBIX OAHHBIX - 0053aTENbHOE ISl COONIONEHUS
Ha3HAYEHHOTO OTBETCTBEHHOIO JIMIA, MOJYYUBIIETO JOCTYI K NEPCOHATbHBIM
JAaHHBIM, TpeOOBaHUE HE OMYCKaTh UX pacrpocTpaHeHus 0e3 corjiacus paboTHHUKa,
poauTeneil (3aKOHHBIX MPEACTABUTEIICH ) UM MHOTO 3aKOHHOTO OCHOBAHUS,
- pacnpocmpaneHue NePCOHANbHBIX OAHHBIX - JICUCTBUS, HAIPABICHHBIE HA
nepefayy IMEepCOHANIbHBIX JIAaHHBIX  OMNpEIENIEHHOMY Kpyry Jmi —(mepenaya
NEPCOHANBHBIX JAHHBIX) WM Ha O3HAKOMJIEHHE C TEPCOHAIbHBIMHU JIaHHBIMU
HEOTPAHUYEHHOTO KpyTra JIUII, B TOM YHUCJie OOHApOJOBaHUE MTEPCOHATBHBIX TAaHHBIX B
cpencTBax — MmaccoBoil  mHGOpMAaIUU,  pa3MelleHue B HUHQPOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WM MPEAOCTABICHUE JOCTyNa K MEPCOHATBHBIM
JTAHHBIM KaKUM-JIHOO MHBIM CIIOCOOOM;
- UCNOJIb308AHUE NEPCOHAIbHBIX OAHHBIX - ICUCTBUA (ONIEPALIMH) C IEPCOHAIBHBIMU
JAHHBIMH, COBEPIIAEMbIC TOJDKHOCTHBIM JUIIOM YUpEXKJACHUS B LEISAX MPUHATHS
pCLICHUH WA COBEPUICHHMS HWHBIX JCWCTBHUM, NOPOXKIAIIUX OPUIAYECKUAEC
MOCJICJICTBUS B OTHOIIEHUU pAaOOTHHKOB (0Oydaromuxcsi) JMOO HWHBIM 00pazoM
3aTparuBarolnX UX MpaBa U CBOOO bl WIIM MPaBa U CBOOOIBI APYTUX JIUII;
- 0710KUposanue nNeEPCOHANbHLIX OAHHBIX - BPEMEHHOE IpeKpalleHue coopa,
CHUCTEeMAaTHU3allMi, HAKOTUICHUS, HMCIOJIb30BAHUS, PACIPOCTPAHEHUS TMEPCOHATBHBIX
JAHHBIX, B TOM YUCJIE UX MIepeaayn;
- VHUYMOJICEHUEe NEPCOHANbHBIX OAHHBLIX - JICUCTBUS, B PE3YyJbTaTe KOTOPBIX
HEBO3MOKHO BOCCTAHOBUTH COJIEPKaHKE TIEPCOHATBHBIX JAHHBIX B MHPOPMAIIMOHHOM
CHUCTEME TMEpPCOHAJIbHBIX JAaHHBIX WM B PE3ylbTaTe€ KOTOPBIX YHUUYTOXKAKOTCS
MaTepHaIbHbIE HOCUTENN NEPCOHANBHBIX JAHHBIX;
- 00e31uyueanue NepcoHAIbHLIX OAHHBIX - JICUCTBUS, B PE3YJBTATE KOTOPBIX
HEBO3MOYKHO ONPEIETUTh MPUHAICKHOCTh MEPCOHANBHBIX JAaHHBIX KOHKPETHOMY
paboTHUKY (yyauiemycs);
- uHgopmayus - cBeneHusi (CooOIECHUS, NAHHBIE) HE3aBHUCHUMO OT (OPMBI HX
peACTaBIICHHUS;

3. PasrpannveHue npas 10CcTyna npu aBTOMaTU3HPOBaHHOMH 00padoTke

HEPCOHAJIbHBIX TaHHbIX

3.1. PasrpannueHre npaB OCYLIECTBIIIETCS Ha OCHOBaHMM OTyeTa Mo pe3yjbTaTaM
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OPOBEJCHUS BHYTPEHHEM MPOBEPKH, a TAKXKE HCXOId U3 XapakTepa M pexuMa
00pabOTKH MePCOHATBHBIX JAHHBIX.
3.2. Criucok rpynmn J0JKHOCTHBIX JIUI] OTBETCTBEHHBIX 32 00pa0OTKY MEPCOHATBHBIX

JaHHBIX B I/IH(bOpMaI_[I/IOHHBIX CUCTCMax IMCPCOHAJIbHBIX JdHHBIX, a TAKKC UX YPOBCHDb

npaB gocTtyna B «XpoHorpade» npeacrapieH B Tadmuie Ne 1.

Taoauma Ne 1:

['pymma Yposens nocryna k [1/1n Paspemiennbie
JNEUCTBUS
Anmunuctpatop | - O6nagaeT moaHoM nHpOpMaIuen o - cOop
CUCTEMHOM M MPUKIIAJTHOM MPOrPaMMHOM -
o0ecrieueHun . CHUCTEMaTH3AIHS
- O0nagaeT nmoaHOM UHPOpMaLUEn o - HAKOTJICHHE
TEXHUYECKUX CPEJCTBAX M KOHPUTYpAIUH. - XpaHEHHE
- ImeeT nocTyn KO BCEM TEXHHYECKUM - YTOUYHEHHUE
cpeacTBaM 00paboTKu MH(pOpMALIU U - UCII0JIb30BAHHE
JTAHHBIM. - YHUYTOKECHUE
- O0nazgaeT npaBaMu KOH(PUTYPUPOBAHUS U
aJIMUHUCTPATUBHONU HACTPOUKHU TEXHUYECKHUX
CPEICTB.
Anmunuctpatop | - O6nagaeT npaBaMu AJIMHUHUCTPATOPA. - cOop
0€e30ImacHOCTH - Ob6nanaet nojaHoM uHpopMmaimeit o0. -
- meet nocTyn K cpeacTBaM 3allUThI CUCTEMaTHU3aIIH
uH(OpPMAITUU ¥ TIPOTOKOJIUPOBAHUS U K - HAKOIJICHUE
YaCTH KJITFOYEBBIX 3JIEMEHTOB. - XpaHEeHue
- He umeer npaB nocryna kK - YTOUHEHHUE
KOH(DUTYpUPOBAHUIO TEXHUYECKUX CPEJICTB | - UCIIOJIb30BaHUE
CETH 3a UCKIIFOUEHUEM KOHTPOJIBHBIX - YHUYTOKCHHE
(MHCTIEKIIMOHHBIX ).
Omnepatop Oo6usagaer BceMU HEOOXOAUMBIMH - cOop
aTpuOyTamu U MpaBamMu, 00ECIeYNBAIOIIUMHU | -
nocty ko Bcem LI/IH. CHCTEMaTHU3aLUsA
- HAKOTJICHHE
- XpaHEHHE
- YTOUYHEHUE
- UCTIOJIb30BAHNE
- YHUYTOKCHUE




4. PATPAHUYEHUE ITPAB JOCTYIIA
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TP HEABTOMATH3UPOBAHHOI

OBPABOTKE INEPCOHAJIBHBIX TAHHBIX

4.1. PazrpannyeHnue mpas OCYIIECTBISECTCS UCXOI U3 XapaKTepa U peKuMa

O6pa6OTKI/I IIEPCOHAIbHBIX AAHHBIX HAd MATCPHUAJIbHBIX HOCHUTCIIAX.

4.2. CiMCOK TOJKHOCTEH JIML, OTBETCTBEHHBIX 3a HEABTOMATH3UPOBAHHYIO

00paboTKy MepCOHAIbHBIX, & TAKKE UX YPOBEHb MPaB JAOCTYIA K MEPCOHATBHBIM

JAHHBIM TIpeJICTaBlieH B Tabyuie No 2.

Tadauua Ne 2:
I'pynma Yposens nocryna k [1/1n Pazpemenneie
NEUCTBUSA
Anvunuctpanusa | - O6nagaet noHo uHdopmanuen o - coop u
IIKOJIBI NEPCOHAJIBHBIX JAHHBIX YYaIlUXCS U UX | CUCTEMaTH3alus
poautenei, pabOTHUKOB IIKOJIBI. - HAKOIJICHUE U
- ImeeT TOCTYI K JINYHBIM JI€JIaM XpaHEHHE
ydaluxcsi 1 pabOTHUKOB, UHPOPMALIMK | - YTOUHEHHE
Ha MaTEpPUAIbHBIX HOCUTEIIAX, (oO6HOBNIEHME,
coAepkKalle NEPCOHAIbHBIC TAHHBIE HU3MEHEHHE)
y4YaluXxcsl, UX poANUTENEH (3aKOHHBIX - HCII0JIb30BaHNE
MIpEACTABUTENEH) U pAOOTHUKOB IIKOJBL. | - YHUUTOXECHHE
pacnpocTpaHeHue
- OJIOKUpOBaHUE
- 00e3TMYrBaHue
CounaybHbIi - ImeeT nocTyn K JIMYHBIM JI€JIaM - cbop u
neaaror yJamuxcs, uHhpopMauu Ha cucTeMaTu3aus
MaTepHUaIbHBIX HOCUTENSAX, COAEPKAILEH | - HAKOIUJICHUE U
NIEPCOHAJIBHBIE TAHHBIE YYAIIUXCs, UX XpaHEHHE
POIUTENEN. - YTOYHEHUE
(oOHOBIICHHE,
M3MCHCHHE)
- HCII0JIb30BaHNE
KnaccHrrit - ImMeeT 10CTyn K JIMYHBIM JEeJ1aM - cbop u
PYKOBOJIUTEID yyalmxcs 1 HtHPopMaIm Ha cucTeMaTu3aus
MaTepHUaIbHBIX HOCUTENSAX, COAEPKALIEH | - yTOUHEHHE
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I'pynma Yposens nocryna k [1/1n Pazpemenneie
JEeUCTBUSI

MepCOHAJbHBIE JaHHBIE YYalIUXCS TOIBKO | (OOHOBJIEHUE,

CBOETO KJacca. U3MEHEHUE)
- HCTI0JIb30BAaHHE
- YHUUTOKEHHUE
Bocnurarens - Umeet noctyn k nHpopManuu Ha - YTOYHEHHUE
rpynn MaTepUaIbHbIX HOCUTENAX (KJIACCHBIN (oOHOBINIEHME,
IIPOJJIEHHOTO KYPHAJL, )KypHAJI TPYNIIBI POJIEHHOTO VU3MEHEHUE)
IHS, TIEAAror IH1, )KypHas paboThl 00BEANHEHNUS B - ACIIOJIb30BaHNE

JOTOJIHUTEIBHOIO | CUCTEME JOMOJIHUTEILHOTO
oOpa3oBaHMUs. oOpa3oBaHUs1), coJiepKalleit
MIEPCOHAJIbHBIE TAHHBIC YUAIIUXCS U
KOHTaKTHOW WH(OpMAIUN pOAUTENIEH
y4YaIuxcsi CBOeH IpyIibl (KpyKKa,

CEKIIUN).
Yuurens — - Umerot noctyn k uHdopmanuu Ha - UCTI0JIb30BaHUE
IPEAMETHUKHU. MaTepHAIbHBIX HOCUTENSAX (KIaCCHBIN

KypHai), coAepKalel NepcoHaIbHbIE
JaHHbIE YYAIIUXCS M KOHTAaKTHON
uH(GOPMAaLIUK POAUTENEH yJIaInuxcs
KJIaCCOB, 00YYaIOIIUXCSl PEAMETY

YUUTEIS.
bubnuorekapn - Umeet mocTyn k uH(pOpManuu Ha - HCTI0JIb30BAaHHE
MaTepHUaIbHBIX HOCUTENSAX (PopMyIIsap - XpaHEHHE

quTartess OMOIMOTEeKH), CoaepIKalen
NIEPCOHAILHBIC TAHHBIC YUaAIXCS

* Pacnpoctpanenue (nepenayda) nHGpopmaliu, coeprraiieid nepcoHaabHble JaHHBIE,
MOJKET OBbITh OCYILIECTBJIECHA TOJIKO C pa3peIieHNs aIMUHUCTPAIUH ILIKOJIbI B
cooTBeTcTBUM € [loN0kKeHneM o 3aiuTe, XpaHeHuu, 00paboTKe U repeaaye
NEePCOHANBHBIX JaHHBIX PAOOTHUKOB, BOCIIUTAHHUKOB, YUaIIUXCS Y UPEkKACHUS B
YCTaHOBJICHHOM JICHCTBYIOIINM 3aKOHOIATEIbCTBOM TOPSIKE.
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oOpalaTeIBacMbIX B aBTOMaTHU3UPOBAHHBIX PA0OUNX MECTax,

HE UMEIOIINX MOJKIYEHHS K CETAM CBSA3HM OOILEro MOJIb30BaHUS

U (W) CETAM MEXIYHAPOTHOTO HH(POPMAITMOHHOTO OOMEHA ..............
TunoBas Mopenp yrpo3 O€30MACHOCTH MEPCOHAIBHBIX JIAHHBIX,
oOpabaThIBa€MbIX B aBTOMAaTU3UPOBAHHBIX Pa0OYMX MECTaX, UMEIOIINX
HOJIKJIFOUEHUE K CETAM CBSA3M OOILEro IOJb30BaHUS M (WJIM) CETIM
MEXTYHAPOJAHOTO HHPOPMAITUOHHOTO OOMEHA ..evvnvventeneeeneenienneannenens
TunoBas Mozenp yrpo3 O€30MACHOCTH MEPCOHAIBHBIX JIAHHBIX,
oOpa0aThiBa€MbIX B  JIOKQIbHBIX  HMH(OPMALMOHHBIX  CHCTEMax
NEPCOHAIBHBIX JIAaHHBIX, HE HMMEIOIIMUX MOJKIIOYEHUS K CETSAM CBS3U
o0mero  mojb30BaHUS M (WJIM)  CETSIM  MEXIYHApPOJHOTO
HHPOPMAITTOHHOTO OOMEHA ...\uvteenetieeeteeeetteeanteeeaneenneeennanreeeanns
TunoBas Mozaenb yrpo3 0€30HaCHOCTM NEPCOHAIBHBIX JaHHBIX,

oOpabaThiBaeMbpIX B JIOKAJbHBIX  HMH(POPMAIMOHHBIX  CHCTEMax
MEPCOHANIBHBIX JAHHBIX, UMEIOIIUX MOIKIIOYEHNE K CETSM CBSI3U OOIIETrO
MOJb30BaHUSI W (WIM) CETSIM MEXKIYHApOJAHOTO WH(OPMAIIMOHHOTO
OOMEHA ...ttt ettt et et e

TunoBas Mozenp yrpo3 O€30MACHOCTH MEPCOHAIBHBIX JIAHHBIX,
0o0pabaThiBa€MbIX B PACIPECICHHBIX HWHOOPMAIMOHHBIX CHCTEMax
MEePCOHATBHBIX JaHHBIX, HE HMMEIOUIUX MOAKIIOUECHHUS K CETSIM CBSI3U
oOmmiero  moip30BaHMs W (MJM)  CETAM  MEXKIYHApOJHOTO
UHPOPMAITTOHHOTO OOMEHA .. .vvvvttenteeenteeennteeeeeeanneeennneeaneeeanns
TunoBass Mopenp yrpo3 0€30MACHOCTH MEPCOHAIBHBIX JIAHHBIX,
00pabaTbIBaEMbIX B PpACIpPEACICHHBIX HWH(OOPMAIMOHHBIX CHUCTEMax
MEPCOHANIBHBIX JAHHBIX, UMEIOIIUX MMOKIIOYEHNE K CETSAM CBSI3U 00IIero
MOJb30BaHUsI W (WJIM) CETSIM MEXKIYHApOJAHOTO WH(OPMAIIMOHHOTO
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OBO3HAYEHHUA U COKPAILIEHUA

APM — aBTOMaTH3UpOBAaHHOE paboyee MECTO

BU — BunoBas nadopmarus

BTCC — BcnomorarenbHble TEXHUUECKUE CPEACTBA U CUCTEMBI
NCTIJIa — nadopmarmonHas cucTemMa MepCoOHATbHBIX JAaHHBIX
K3 — kouTponupyemas 30Ha

MDD — MexceTeBoil 3KpaH

H/IB — HenexnapupoBaHHbIE BO3MOKHOCTH

HC/I — HecaHKIIMOHUPOBAHHBIN JIOCTYII

OBIT/In — o0OecrnieyeHue 6€30MaCHOCTH MEPCOHANBHBIX TAHHBIX
OC — onepauroOHHAas cUCTEMA

[1/IH — nepcoHanbHbIC TaHHBIE

[IMB — nnporpaMmMHO-MaTeMaTUYECKOE BO3ACUCTBUE

[1O — nporpamMmmHOe obecrieueHue

[I9MHUH — no6o4HbIe 31€KTPOMAarHUTHBIEC U3JIYYEHHS U HABOJIKH
PU — peueas nnpopmanus

CBT — cpencTBo BBIYUCIUTENLHON TEXHUKH

C3U — cpencTBo 3amuThl HHPOpMaUU

CIIN — ctreranorpaduueckoe npeodpazoBaHue UHGpoOpMaIuu

COVIIN — cnienuaibHbIE JIEKTPOHHBIE YCTPOMCTBA MepexBaTa uHpopMauu

TKYU — TexHnueckuil KaHaa yTeuku nH(popManuu
TCOMU — TexHuueckue cpeactsa 00padboTku HHGOpMAIHH
YBIIIx — yrpo3sl 6€3011acHOCTH MTePCOHATBHBIX JIAHHBIX



1. TEPMUWHELI U OITPEJEJIEHUA

B HacrosmemM [OKYMEHTE MCHOJIB3YIOTCS CIEAYIOIIME TEPMHHBI W UX
ONPENCIICHUS:

ABTOMATH3MPOBAHHAS CHCTEMAa — CHUCTEMA, COCTOALNAs W3 IEPCOHAIA U
KOMIUIEKCA  CpPEACTB  aBTOMATU3AallMM  €r0  JEATENbHOCTH,  peaau3yrolas
UH(OPMAITMOHHYIO TEXHOJIOTHIO BBITIOJHEHUS YCTAHOBJICHHBIX (PYHKIUH.

AyTeHTH(UKAIUA OTHPABUTENS] JAHHBIX — IOATBEPKICHUE TOrO, 4YTO
OTHPABUTEIb MTOTYYEHHBIX JAHHBIX COOTBETCTBYET 3asBICHHOMY.

bBe3onacHOCTh NEPCOHANBHBIX JAHHBIX — COCTOSHUE 3allUILEHHOCTH
NEPCOHANBHBIX  JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTBIO  MOJIb30BATENEH,
TEXHHUYECKUX  CpPeACTB U  MHPOPMAIMOHHBIX  TEXHOJOTMH  00eCredyHTh
KOH(UACHIIUAIBHOCTD, LIETIOCTHOCTh U JIOCTYIHOCTh NEPCOHAIBHBIX JaHHBIX MPU UX
00paboTke B MH(OOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX TaHHBIX.

bioknpoBaHue MepcoOHATBbHBIX JAHHBIX — BPEMEHHOE INIpEKpalleHue coopa,
CUCTEMATU3AllNM, HAKOIUIEHUs, HCIIOJIb30BaHUsA, PACIPOCTPAHEHUS, MEPCOHAIBHBIX
JAQHHBIX, B TOM YHCJIE UX [Iepeadu.

Bupyc (koMnbHOTepHBI, NPOrpaMMHBI) — UCIOJHACMBIM POrPaMMHBIM
KOJ WIM WHTEPNpPEeTUPYEMbId Ha0Op HWHCTPYKLUUH, O00JaJaromuii CBOWCTBaMHU
HECAHKIIMOHUPOBAHHOTO PACHPOCTPAaHEHUSI M camoBocnpousBenecHus. Co3naHHbIE
OyOnuKaThl KOMIIBIOTEPHOTO BUPYCa HE BCETAA COBIAAAIOT C OPUTHHAIIOM,

HO COXPAHSIOT CIOCOOHOCTH K JAJIbHEHUILIEMY paclpOCTPAHEHUIO
1 CaMOBOCIIPOU3BEIECHUIO.

Bpenonocnas  mporpamma —  @OporpaMma, [pEIHAa3HAYEHHAs  JUIA
OCYIIECTBJICHUS! HECAHKIIMOHUPOBAHHOIO JocTyna W (WiaM) BO3ACHCTBHS Ha
MIEPCOHAJIbHBIE JTAHHBIE WJIH PECypchbl MH(GOPMALMOHHON CUCTEMBI MEPCOHAIBHBIX
JAHHBIX.

BcenomoraresbHbIe TeXHHMYECKHE CPeICTBA M CHCTEMbl — TEXHHYECKHE
CpEICTBa U CUCTEMBI, HE MpeIHa3HauYeHHbIE Il Iepefadn, oOpaboTKU U XpaHEHUs
MIEPCOHAJIBHBIX JAHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHUYECKUMH CPEACTBAMU
U CUCTEMaMHU, MpeJHa3HAaYeHHBIMU JIJIs1 00paOOTKH MEPCOHAIBHBIX TaHHBIX, WIN
B TIOMEILIEHUSIX, B KOTOPBIX YCTAHOBJIEHBI MH()OPMAIMOHHBIE CUCTEMBI IEPCOHATIBHBIX
JAHHBIX.

JocTyn B onepanoHHYI0 cpeay KOMNbIOTEpPa (MHPOPMAIMOHHOI CHCTEMBI
NMEePCOHAJBHBIX JAHHBIX) — IIOJIYYEHHE BO3MOXKHOCTH 3aIllyCKa Ha BBINIOJHEHUE
IITATHBIX KOMaHJ, (YHKLUMHA, MPOIEAYp ONEPalUOHHON CUCTEMBbI (YHUUYTOXKEHUS,
KOIUPOBAHUS, IEPEMEIICHUS U T.11.), UCTIOJIHIEMBIX (PailIoB MPUKIAAHBIX IPOTPAMM.

Joctyn k nuaHgopMamuu — BO3MOXKHOCTb MOJTy4yeHUs: HHGOpMaIUU U
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€€ UCIIOJIb30BaHUA.

3akJa104HOe YCTPOICTBO — MJIEMEHT CPEACTBA CheMa HH(POpPMALUH, CKPBITHO
BHEAPSACMBIN (3aKIagbIBacMblii HIJIM BHOCHMBI) B MeECTa BO3MOXKHOTO CheMa
nH(popmaIuu (B TOM YHCIIE B OTPaKICHUE, KOHCTPYKITHIO, 000pPYI0BaHHE, MPEIMETHI
MHTEpPbEpa, TPAHCIIOPTHBIE CPEICTBA, a TAK)KE B TEXHHUECKUE CPEICTBA
1 CUCTEMBI 00paboTku nHpOpMAaIUn).

BammmaemMasi uHopManusas — uHPopMaIus, SBISIOMASACS TMPEAMETOM
cOOCTBEHHOCTH W TOJIJIEKAIAsl 3alIUTE B COOTBETCTBUU C TPeOOBAHUSAMHU MPABOBBIX
JOKYMEHTOB WJIM TPEOOBAHUSAMHU, YCTAaHABIMBAEMBIMU COOCTBEHHUKOM MH(POPMAIIH.

Nnentudukamua — TNOPUCBOCHHE CyObEKTaM M O0O0BEKTaM J0CTyna
uaeHTHuUKaTopa u (WIiM) CpaBHEHHE NPEIBIBIIEMOro HACHTUPHUKATOPA C TIEPEUHEM
MIPUCBOEHHBIX UACHTU(UKATOPOB.

NudopMaTuBHBIA CHTHAJ — DJIEKTPUYECKHE CHUTHAJBL, AaKyCTHYECKHE,
AJIEKTPOMAarHuTHbIE U JApyrue (uU3NYecKue Mo, MO IapaMeTpaM KOTOPBIX MOKET
ObITh packpbiTa KOH(pHUIEHUMANbHAs HHPopMauusg (MEepCOHANbHBIE JaHHBIE),
oOpaOaTeiBaeMasi B UH(pOPMALIMOHHOW CUCTEME NEPCOHATBHBIX JIaHHBIX.

HNudopmanuonHas CHUCTEMa  MNEePCOHAJBHBIX  JAaHHBIX —  3JTO
MH(pOpMaMOHHAs CUCTEMA, MPEICTABIAIOMAs COO0H COBOKYIHOCTh MEPCOHABHBIX
JaHHBIX, COJEpKaIUXCcs B 0a3e JaHHBIX, a TaKKe MH(OPMALMOHHBIX TEXHOJIOTHH U
TEXHUYECKUX  CPEACTB, MO3BOJAIONIMX  OCYIIECTBISATH  OOpabOTKY  TaKUX
NEPCOHAIBHBIX JAHHBIX C UCIIOJIB30BAHUEM CPEICTB ABTOMATH3ALMU WIH
0€3 UCI0Ib30BaHMsI TAKUX CPEJCTB.

NudopmamuonHble TEXHOJOTHM — TPOLECCHI, METOJbl IOHUCKa, cOopa,
XpaHeHus, 00pabOTKH, MPEIOCTABICHUS, pacIpOCTpaHEHUsI HUHPOPMALIUU U CIIOCOOBI
OCYUIECTBJIEHUS TAKUX IPOLIECCOB U METOJIOB.

Hcrounuk yrpo3bl Oe3omacHOCTH HWH(OPMAIUH — CYOBEKT JOCTYIa,
MaTepuaibHbIl OOBEKT WM (PU3NYECKOE SIBJICHUE, SIBIISIOLIUECS MPUUHMHON
BO3HUKHOBEHUS YTPO3bl 0€30MaCHOCTH MH(POPMALIHH.

KonTposmmpyemasi 30Ha — 3TO TPOCTPAHCTBO, B KOTOPOM HCKIIOYEHO
HEKOHTPOJUpPYyEeMOoe peObIBaHUE COTPYAHUKOB U MTOCETUTENICH omiepaTopa
Y TIOCTOPOHHHX TPAHCTIOPTHBIX, TEXHHYECKUX U MHBIX MaTePUATBHBIX CPEIICTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JdaHHBIX — 00s3aTenbHOE IS
COOJTIO/ICHHUST OTIEPATOPOM HJIM MHBIM TIOJTYYHUBIIIAM JTOCTYII K TIEPCOHABHBIM TAHHBIM
JTUIOM TpeOOBaHME HE JOMYyCKAaTh WX PACIPOCTPAHEHHSI Oe3 corjacusi CyObeKTa
MEPCOHANIBHBIX TAHHBIX WU HAIMYWS WHOTO 3aKOHHOTO OCHOBAHUSI.

Me:kceTeBoii 3KpaH — JOKaJIbHOE (OJJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAJIBHO-
pacmpenesnieHHOe MporpaMMHOe (ITPOrpaMMHO-aNmnapaTHoe) CPeACcTBO (KOMILIEKC),
peamzyroliee  KOHTPOJIb 3a HMHQOpMAIMel, mocTymnaromeid B WH(OOPMAIUOHHYIO
CUCTEMY MEPCOHATBHBIX JIAHHBIX U (UJTN) BBIXOASIIEH U3 WH()DOPMAITMOHHON CUCTEMBI.

Hapymmreanb 6e30MacHOCTH MEPCOHAIBHBIX JAHHBIX — (PU3MUYECKOE JIUIIO,
CIIy9aliHO WM TPEIHAMEPEHHO COBEpINAIoee ACUCTBUA, CIEICTBUEM KOTOPBIX
SBJISICTCSI HAPYIICHHE OE€30MaCHOCTH TMEPCOHANBHBIX JIAHHBIX TPH HX 00paboTKe
TEXHUYECKUMHU CPEICTBAMHU B HH(OPMAITMOHHBIX CHCTEMaX MePCOHAIBHBIX TAHHBIX.

HenexnapupoBanHble BO3MOKHOCTH — (YHKIIMOHATBHBIE BO3MOXXHOCTH
CPEICTB BBIYMCIUTEIHLHON TEXHUKH, HE ONMHCAHHBIE WM HE COOTBETCTBYIOIINE
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ONHMCAaHHBIM B  JIOKYMEHTalW{, [pPU HCIOJb30BAHUU  KOTOPBIX  BO3MOXKHO
HapylIeHue KOHPUACHIIMAIBHOCTH, IOCTYITHOCTH UJTU 1IEJIOCTHOCTH 00pabaThiBaeMoi
uH(bOpMaInu.

HecaHKUMOHUPOBAHHBIN A0CTYN (HECAHKUMOHUPOBAHHBIE JAEHCTBHUSA) —
noctyn K uHGOpMAlMKM WM JeWcTBUS ¢ HWHGOpMAIME, OCYIIECTBISIEMbIE C
HapyIICHHUEM YCTAaHOBJIEHHBIX MpaB U (WIM) MpaBWJI JOCTymna K MHGOpMAIUU WU
JENUCTBUMN C HEHl ¢ MPUMEHEHUEM IITATHBIX CPEJICTB MH(OOPMAITMOHHON CUCTEMbI WU
CPEICTB, AHAJIOTMYHBIX MM IO CBOUM (DYHKIIMOHAIILHOMY TMIpPEIHA3HAYCHUIO U
TEXHUYECKUM XapAKTEPUCTHKAM.

Hocurenanr uadopmanuu — Qusudeckoe JUIO UM MaTepUATbHBINA OOBEKT, B
TOM 4YHclie Pu3ndyeckoe 1moiie, B KOTOPOM HHGPOpMAIIHS HAXOAUT CBOE OTPAXKEHUE B
BHUJIE CHMBOJIOB, OOpa30oB, CHUTHAJIOB, TEXHUYECKUX PEIICHHA U MPOIECCOB,
KOJIMUYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEITHUUH.

O0paGoTka mMepPCOHAJBHBIX [JaHHBIX — JeHcTBUS  (omepauuu) C
MEPCOHAJIbHBIMU ~ JaHHBIMM, BKJIOYas cOOp, CHUCTEMAaTU3AlMI0, HAKOIUICHHE,
XpaHeHue, yrouHeHue (0OOHOBIIEHUE, U3MEHEHHE ), NCII0JIb30BAHUE, PACTIPOCTPAHEHHE
(B TOM uwmcie mepenaudy), OO€3IMYMBAHHME, OJIOKUPOBAHUE, YHUUYTOKECHHUE
NEPCOHAIBHBIX TAHHBIX.

OmnepaTtop — rocy1apCTBEHHBIN OpraH, MyHULUIIAIbHBIA OPTraH, FOPUIHYECKOE
Wi (pU3NYEecKoe JMIO, OPraHU3yIIHe W (WJIM) OCYIIECTBIAIONINE 00pabOTKY
NEPCOHAJIBHBIX JaHHBIX, a TAKXK€ ONpEAEIAIOLIUEe LEeIU U colepKaHue oOpaboTKu
MEPCOHAJIbHBIX TAHHBIX.

IlepexBaT (MHpOpMamUH) — HENPABOMEPHOE IMOJIyueHUE HH(POpMaLUU C
MCIIOJIb30BAaHUEM TEXHUYECKOIO CPEJCTBA, OCYILIECTBISIOMIET0 OOHAPYKEHHE, IPUEM
1 00pabOTKy HHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHbIe JaHHBIE — 1I00as1 THPOPMALUS, OTHOCSILASICS K ONIPEICIIEHHOMY
WIN ONpeAesieMOMY Ha OCHOBAaHUM TaKOW MH(OpMaLu GU3NYECKOMY JHILY (CYOBEKTY
NEPCOHANIBHBIX JaHHBIX), B TOM 4HCI€ €ro (amMuius, UMs, OTYECTBO, JaTra U MECTO
POXKACHUS, aJpec, CEMEMHOE, COLMAIbHOE, MMYIIIECTBEHHOE MOJIOKEHHE, 00pa30BaHuUE,
npodeccus, 10X0/bl, Apyras uHHopMaIus.

Ilo0ouHbIE  3JIeKTPOMATHUTHBbIE U3JIyYeHust " HABOJAKH  —
ANIEKTPOMATHUTHBIE M3JTYyYEHUS TEXHUYECKHX CpEACTB OOpabOTKH 3aluiiaeMoiu
UHpOpMaIH, BO3HUKAIOIIME KaK TOOOYHOE SIBJICHHE U BbI3BaHHBIC 3JIEKTPUUECKUMU
CUTHAJIaMH, ACHCTBYIOUIMMHU B HMX AJIEKTPUUECKHX M MAarHUTHBIX LEMAX, a TaKKe
AJIEKTPOMArHUTHBIE HABOJIKM HTUX CUTHAJIOB Ha TOKOMPOBOMSIINE JIMHUH,
KOHCTPYKITUH U LETH MUTaHUS.

[Hoab30Baresb MHPOPMANUOHHON CHCTEMBI NEPCOHAJBHBIX JAAHHBIX —
JUIO, YydacTByromee B  (QYHKUMOHMPOBAHMM  HH(OPMALMOHHOW  CHCTEMBI
NEPCOHATBHBIX JAHHBIX WJIM UCTOJB3YIOIIEE PE3YNbTaThl €€ (PYHKIIMOHUPOBAHUS.

IlpaBuna  pa3rpaHuyeHusi JOCTyHa —  COBOKYIIHOCTb  IIPaBHIL,
periaMeHTUPYIOIINX MpaBa J0CTyIa CyObEeKTOB JOCTYIAa K 00bEKTaM JOCTyIa.
IlporpaMmmuasi 3akjajgKa — CKpPBITHO BHECEHHbII B IPOrpaMMHOE

obecrieueHre (PYHKITMOHAIBHBIA OOBEKT, KOTOPBIM TPH OMPEJCICHHBIX YCIOBUIX
CIOCOOCH  00eCneunTh  HECAHKIIMOHUPOBAHHOE  MPOTPAaMMHOE  BO3ZCHCTBHE.
[IporpammHas 3akiiagKa MOXET OBITh peaTn30BaHa B BUJIE BPEIOHOCHOM TPOTrpaMMbl
WJIH IIPOTPAMMHOTO KOJIa.



12

IIporpammHoe (mporpammHo- MaTeMaTH4YecKoe)
BO3/1eliCTBHE - HECAaHKIIMOHUPOBAHHOE BO3/JICHCTBUE Ha pecypebl
aBTOMATU3UPOBAaHHOW  WH(GOPMALMOHHOW  CHUCTEMBI,  OCYILECTBISIEMOE  C

HCIIOJIB30BAHHUCM BPCAOHOCHBIX IIPOTI'paMM.

Pecypc uH(OPMALMOHHON CHUCTEMbl — HMEHOBAHHBIA 3JIEMEHT CUCTEMHOTO,
MPUKJIAHOTO WK alnapaTHoro odecreyeHus: PyHKIIMOHUPOBaHUS HH(DOPMAIMOHHON
CHUCTEMBI.

CpeacTBa BBIYHCIUTEILHOM TEXHUKHM — COBOKYIIHOCTH IPOrpaMMHBIX H
TEXHUYECKUX DJIEMEHTOB CUCTEM 00paOOTKU AHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEJIbHO UJIU B COCTABE IPYTHX CUCTEM.

Cy0bekT nocrynma (cy0beKT) — JIMIO WIM IPOLECC, IEUCTBUA KOTOPOTO

pErlaMeHTUPYIOTCS MTpaBUJIaMU pa3rpaHUyYEHUs JOCTYIIA.

Texnnuyeckue cpeacTBa HHPOPMANMOHHON CHCTEMBbI MEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BBIYUCIUTEILHON TEXHUKH, WH()DOPMAITMOHHO-BBIYUCITUTEIIHHBIE
KOMIUIEKCBI W CETH, CpEACTBA M CHUCTeMBl Iepefadd, NpueMa Hu 00pabOTKH
NEPCOHANBHBIX JIAHHBIX (CPENCTBA M CHUCTEMBbI 3BYKO3aIlMCH, 3BYKOYCHUJICHUS,
3BYKOBOCIIPOM3BE/ICHUS, MEPETOBOPHBIE W TEIEBU3MOHHBIE YCTPOWCTBA, CPEACTBA
U3TOTOBIICHUS, TUPAXUPOBAHUS JOKYMEHTOB U JIpyrM€ TEXHUYECKHE CPEJICTBA
00paboOTKN peueBoid, rpaduyeckoi, BUI€O- U OyKBEHHO-UM(POBON HH(OpManun),
pOrpaMMHBIE CpeiCTBa (OMEpaIlMOHHbIE CUCTEMBI, CUCTEMbI YIIpaBleHUs 0Oa3zaMu
JAHHBIX U T.I1.), CPEICTBA 3ALIUTHI HH()OPMALUH.

TexHnyeckuil KaHaJ yYTeYKH HMHPOPMANUM — COBOKYIIHOCTh HOCHTEIA
nHopmaruu  (cpenctBa o0pabOTKu), (U3UYECKOM Cpelbl  paclpOCTpaHEHUS
UH(OPMATUBHOTO CHUTHAJIa H CPEICTB, KOTOPHIMHU JIOOBIBACTCS 3aluIiacMast
uHpopmarus.

¥Yrpo3bl 6€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH U
(GakTOpoB, CO3MAIONIMX OMACHOCTh HECAHKIMOHHPOBAHHOTO, B TOM YHCIIE
CIIy4aitHOTO0, JOCTYTA K MEPCOHAIBHBIM JIAaHHBIM, PE3YJIHTATOM KOTOPOTO MOXKET CTaTh
VHUUTOXXEHUE, W3MEHEHHe, OJIOKHpOBaHWE, KOMHPOBAHHUE, PACIPOCTPAHEHHE
MIEPCOHANBHBIX JTAHHBIX, @ TAK)K€ MHBIX HECAHKIIMOHUPOBAHHBIX JCHCTBUU TMPH UX
00paboTke B MH(OOPMALIMOHHON CUCTEME TIEPCOHATBHBIX JTAHHBIX.

YHUUYTOXKEHNE MEePCOHATBbHBIX JAaHHBIX — JIECUCTBU, B PE3YyJbTaTe KOTOPBIX
HEBO3MOKHO BOCCTAHOBUTH COJICpKaHUE NIEPCOHAIBHBIX JaHHBIX B UH()OPMAIIMOHHON
CUCTEME TIEPCOHAIBHBIX JAHHBIX WM B PE3yJIbTaTe€ KOTOPHIX YHHUTOXKAIOTCS
MaTepuaIbHbIe HOCUTENN MEPCOHATBHBIX JTaHHBIX.

Yreuka (GamumaemMor) HHGPOPMANUM 10 TEXHHYECKHMM KAaHAJIAM —
HEKOHTPOJIMPYEMOE pacnpocTpaHeHne WHGOPMAIMU OT HOCUTENS 3allHUIacMOn
uHpopmaruu  yepe3  (QuU3MUECKyr0  cpedy 0  TEXHHYECKOTO  CPENCTBa,
OCYIIECTBIISIOIIETO TIepexBaT HH(POPMAIIHH.
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VYA3BUMOCTh — HEKas Cl1a0oCTh, KOTOPYIO MOXKHO HCIOJb30BAaTh IS
HapYIICHUS CUCTEMBI WM COJIepIKAILeHCs B HeW MHpOpMAaIIHH.

HenocTHocTh uMHOpMANMH — COCTOSHHE HH(POPMALUHU, MPU KOTOPOM
OTCYTCTBYET JIO00€ €€ H3MEHEHHE MO0 H3MEHEHUE OCYIIECTBISAECTCS TOJIBKO
MPEAHAMEPEHHO CyOBEKTaMH, IMEIOIIMMHU Ha HETO IPABO.
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2. OBIIME ITOJIOKEHHUA

Hacrosimas «ba3oBas Mojenb yrpo3 6€30macHOCTH MEPCOHATIBHBIX JAHHBIX TIPU UX
00paboTKe B MHPOPMAIIMOHHBIX CHUCTEMaX MEPCOHATBHBIX NaHHBIX» (Aaree — Mopenb
YIpo3) COAEPKUT CUCTEMATU3UPOBAHHBIN NIEpEeUYEHb yrpo3 0e30MaCHOCTU MEPCOHATBHBIX
JAHHBIX TIPU KX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAX MEPCOHANIBHBIX IaHHBIX. DTU
yrpo3el OOYCJIOBJIEHBI MPEAHAMEPEHHBIMU WM HENpPEIHAMEPEHHBIMH JCHUCTBHAMU
(U3MUECKUX JIMLI, IEHCTBUSAMH 3apyOEKHBIX CHEICTYKO WM OpraHu3aluii (B TOM YKCIIe
TEPPOPUCTHYECKHX), @ TAKXKE KPUMHUHAJIBHBIX TIPYIIHUPOBOK, CO3AAOIIUX YCIOBHUS
(IpeANOChUIKK) Il HapYIICHHs O€3011acCHOCTH MepcoHaIbHbIX JaHHbIX (I1/IH), kKoTopoe
BEJIET K yIIepOy >KU3HEHHO BayKHBIX MHTEPECOB JIMYHOCTH, OOLLECTBA U TOCYAAPCTBA.

Mopenb yrpo3 coiepKUT €UHbIE UCXOHBIE JaHHBIE 10 YTPpo3aM 0€30MaCHOCTH
MEPCOHANIBHBIX  JTaHHBIX, O00pabaThiBaeMbIX B HWH(MOPMAIIMOHHBIX CHCTEMax
nepcoHanbHbIX JaHHbIX (UCII/IH), cBSI3aHHBIM:

c mepexBatoM (chemMoM) [I/IH 1O TEXHHYECKMM KaHAJlaM C IENbI0 UX
KOIHUPOBAHUS WM HEMTPABOMEPHOIO PACIIPOCTPAHEHNS,

C HECAaHKIMOHWPOBAaHHBIM, B TOM 4ucie cirydauHbM, goctynoMm B MCII/IH ¢
LEJIbI0 U3MEHEHUS, KOMUPOBaHUS, HEMpPaBOMEPHOro pacupoctpanenus II[IH wmm
NeCTPYKTUBHBIX Bo3aercTBui Ha anemenThl UCII{H u oOpabaTeiBaembix B HUX [1J[H
C HCIIOJB30BaHUEM MPOTPAMMHBIX U IMPOrPAMMHO-ANINAPATHBIX CPEICTB C LIEJIbIO
YHUUTOXKEHUS nin O6mokuposanus [1/1H.

Mogens yrpo3 BJISIETCS METOJNYECKUM JOKYMEHTOM U MpPETHa3HAYEHA
JUISL TOCYJApPCTBEHHBIX W MYHULMMNAIBHBIX OPraHOB, HOPUAUYECKUX U (WJIN)
dusznueckux JuIl (Janee — ornepaTopoB), OPraHU3YIOMMX U (UITH) OCYIIECTBIISIONINX
o6pabotky IIJIH, a Takke ompenensoNMX Ieau U coaepxkanue oopadotku I1J[H,
3aka3uukoB U pazpadotunkoB MCII[IH u ux noacucrem. C npumenenrnem Mojenu
YIPO3 PEIAOTCA CAEAYIOIINE 3a0a4H:

pa3paboTka 4YacCTHBIX Mojeneil yrpo3 OezomacHoctu IIJIH B KOHKPETHBIX
NCIIIH ¢ yueToM UX Ha3HAYEHUs, YCIOBUN U 0COOEHHOCTEN (PYHKIITMOHUPOBAHHS;

ananu3 3ammmeHHoctd MCII[IH ot yrpo3 OesomacHoctu Il B Xome
OpraHU3alliy U BBIMOJHEHUS paboT 1o obecnedyeHuto 0ezonacHocTu [1/1H;

pa3paboTka cucTeMbl 3amuThl II/lH, oOecrmeunBarome HEUTpAIU3AIIUIO
MPEANOJaraéMblx yrpo3 € HMCIOJb30BAaHUEM METOJ0B U crnoco0oB 3amuthl [1/1H,
MPEyCMOTPEHHBIX 711 COOTBETCTBYIoMIEro kinacca MCII/H;

MPOBEJEHUE  MEPOIPHUATHIA, HaIllpaBJICHHBIX ~ HA  IPEJOTBpALICHUE
HECaHKIIMOHUPOBaHHOTO Aoctyna K [1/IxH u (nnm) nepenayu ux Jmiiam, He UMEIOIIUM
mpaBa J0cTyna K Takoi nHpopmanuu;

HEJIONYIIeHUE BOo3aecTBUs Ha TexHuueckue cpeacrtsa MCII/IH, B pe3ynbTaTe
KOTOPOTO MOXKET OBITh HAPYIIEHO UX PYHKIITMOHUPOBAHUE;

KOHTPOJIb 00€cTieueHrs YPOBHSI 3alUIIIEHHOCTH TIEPCOHANBHBIX JTAHHBIX.

B Monenu yrpo3 nano o6o0miennoe onucanne MCITJIH kak 00BEeKTOB 3aIlUTHI,
BO3MOYKHBIX HCTOYHHUKOB YIpo3bl 0€30MacHOCTH mepcoHanbHbIX naHHbIX (YBII[IH),
OCHOBHBIX KjaccoB ys3BuMmocter HCII/IH, BO3MOXKHBIX BHAOB JECTPYKTHUBHBIX
Bo3eiicTBuid Ha [1]]H, a TakKe OCHOBHBIX CIIOCOOOB X PeaM3alliH.

Yrpossl 6e3onacHocTu I1/1H, oOpabaTeiBaembix B MICII/IH, comepxaniuecs B
Hacrodle Monenu yrpo3, MOTyT YTOUHSTBCS U JIOMOJHATHCA MO MEPE BBISBICHUS
HOBBIX HMCTOYHUKOB yTpO3, pa3BUTHsI cllocO00B U cpenctB peanusanuu YBII/IH B
NCIIIs. BHecenne nsmenenuii B Monens yrpo3 ocymectsisiercss @PCTOK Poccun B
YCTaHABJIMBAEMOM TOPSIKE.
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3. KTACCUOPUKALUA YTPO3 BE30ITACHOCTHU IMEPCOHAJIBHBIX
AAHHBIX

CocraB u conepxxkanne YBIIJIH ompenensercs COBOKYNHOCTBIO YCIIOBUWA H
(GakTOpOB, CO3MAIOLIMX OMACHOCTh HECAHKIMOHHPOBAHHOTO, B TOM YHCIIE
CIy4alHoro, nocryna K [1/1H.

COBOKYNMHOCTh Takux YyciaoBHA © (PakTopoB GOpMUPYETCS C y4ETOM
xapaktepuctuk MCIIJIH, cBOWCTB cpenpl (MyTH) pacpocTpaHeHuss HHPOPMATUBHBIX
CUTHAJIOB, COJEP KAIINX 3aIIUIIAEMyI0 HH()OPMALINIO, 1 BO3MOXHOCTEH NCTOUHUKOB
YIPO3BL.

K xapaxrepuctukam VCII/H, oOycnoBnuBaromuM Bo3HUKHOBeHUEe Y BII/IH,
MO>XHO OTHECTH Kareropuio u oowseM obpadateiBaeMbix B MCII/IH mepcoHallbHBIX
nauHbIX, cTpykTypy UCIIIH, nanuuue noaximtroueHuit ICII/Ix k ceTsim cBsA3M 00111€eT0
MOJIb30BaHUS M (WJIHM) CeTSIM MEXKIyHapoAHOro HWHGOpMaIMOHHOTO OOMEHa,
XapaKTepUCTHKU TojacucTteMbl Oe3omacHoctu I1/[H, oGpabateiBaeMbix B MCII/IH,
pPEXKUMBI 00pabOTKH MEPCOHATBHBIX JAHHBIX, PEKUMBI pa3rpaHUUYCHUS MIPaB JIOCTYIIA
noJsib3oBatesied MCII/IH, MECTOHAX0XKIEHHE U YCIOBHS Pa3MEIICHUS TEXHUYECKUX
cpeactB UCII/IH.

Nudopmarnmonnsie cucremsl [IJIn mpeactaBisitor coO0i  COBOKYIMHOCTB
UHGOPMAIIMOHHBIX W MPOTPaMMHO-aNMapaTHBIX  JJEMEHTOB, a  TaKxke
MH(POPMAIIMOHHBIX TEXHOJIOTHH, TPUMEHsIEeMbIX ITpu 00padboTtke [1/1H.

OcuHoBHbiMM 31eMeHTamMu VCIT/IH saBastoTCs:

MIEPCOHAJIBHBIE JIAaHHBIE, coAeprKauuecs B 0a3ax JAaHHBIX, KAK COBOKYIHOCTb
uH(popmanuu u ee Hocurtenel, ucnoibzyeMbix B MCI/IH;

MH(}OpPMaAIMOHHBIE TEXHOJOTHUH, TPUMEHsIEMBbIE Tipu 00padoTke I1/1H;

TEXHHYECKUE CpEACTBa, oOcyllecTBIsomue o6padborky II[n (cpemctsa
BBIYMCIIUTEILHON TEXHUKH, WH(POPMAIMOHHO-BBIYUCIUTENIbHBIE KOMIUIEKCHI U CETH,
CpelcTBa M CHCTEMbl Nepenauu, npuema u oopadotku IIJ[H, cpeacTBa U cUCTEMBI
3BYKO3allMUCH,  3BYKOYCWJIEHUs,  3BYKOBOCIIPDOM3BENCHHS,  IEPETOBOPHBIE U
TEJIEBU3NOHHBIE YCTPOMCTBA, CPEICTBA U3TOTOBJICHUS, THPAKUPOBAHUS TOKYMEHTOB U
Ipyrue TEXHUYECKHE CpeAcTBa 00pabOTKH pedeBoi, Tpaduueckoil, BHUIIEO- H
O0ykBeHHO-1IMpOoBOIT nHDOpMalun) (nanee — rexunueckue cpeactsa UCIIH);

MporpaMMHbIe CpeACTBa (ONEpPAlMOHHBIE CUCTEMBbI, CHCTEMbI YIPABICHUS
0a3aMu JaHHBIX U T.IL.);

CpelcTBa 3alMThl HH(OpMAIIUH;

BCIIOMOTaTeabHble TexHuueckue cpeactna u cucrembl (BTCC) — texuudeckue
CpElICTBa U CUCTEMBI, UX KOMMYHUKALIUH, HE TIpeIHa3HaYeHHbIE 1J11 00padoTku 1/1H,
HO pa3MEIIEHHbIE B MOMENICHUSAX (J1ajiee — CIyKEOHbIE MOMEIICHUsI), B KOTOPBIX
pacnonioxxensl UCITJIH, nx TexHUYecKHe CpeAcTBa (Pa3IMyHOro poja TesieOHHbIE
CPEACTBA U CHUCTEMBI, CPEACTBA BBIYMCIUTEIBHON TEXHUKH, CPEICTBA U CHCTEMBI
nepegayu JaHHbIX B CUCTEME pPAJUOCBA3U, CPEICTBA M CHUCTEMBI OXPaHHOM H
NOKapHOW CUTHAJIM3allM, CPEACTBA M CHUCTEMBI OIOBEIICHUS WM CUTHAJIW3aLUHU,
KOHTPOJIbHO-U3MEPHUTEIIbHAS aNnaparypa, CpeCcTBa U CUCTEMbI KOHAULIMOHUPOBAHUS,
CPEACTBA U CUCTEMBI MTPOBOAHON PANMOTPAHCIALMOHHON CETH M MPHUEMA MPOrPaAMM
PaaVOBEIIaHNs] W TEJIEBHUJICHUS, CPEICTBA JJIEKTPOHHOM OPITEXHUKH, CPEACTBA H
CHCTEMBI IEKTPOYACOPHUKAIIHH).

CaoiictBa cpeapl (IyTH) pacrnpoCTpaHEHUsT HWH()OPMATUBHBIX CUTHAJIOB,
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COZIepIKaILIUX 3alMIIAEMYyI0  MH(OpMaIMIo, XapaKTepU3yrTCs BUIOM
dbuzudeckor cpeapl, B KOTOpod pacmupoctpanstorcs I[1/[H, u ompeaenstorcs npu
OLICHKE BO3MOKHOCTH peanu3zauuu Y bII/IH.

Bo3moxuoctu ucrounnkoB YBII/[H o0yclnoBI€HBI COBOKYITHOCTBIO CIIOCOOOB
HECAHKIIMOHUPOBAHHOTO U (WJIM) ciaydaitHoro noctyna k [1J1H, B pe3ynbrare KoToporo
BO3MOXKHO HapylIeHHE KOH(PHUACHITMATBHOCTH (KONMMPOBAHUE, HEMPABOMEPHOE
pacrpocTpaHeHue), UEIOCTHOCTH (YHMUTOXEHHUE, W3MEHEHHE) M JIOCTYIMHOCTHU
(6noxuposanue) [1/1H.

VYrpoza 6e3onacHoct [1J[H peanm3yercst B pe3ynabTaTe 0Opa3oBaHMs KaHaia
peanuzaruu YBIIJIH Mex1y UICTOUHMKOM Yrpo3bl U HocutenieM (uctouHukoMm) I1/1H,
YTO CO3JaeT YCJIOBUS JJisl HapylieHus Oe3onacHOCTH [1/[H (HeCaHKIIMOHHPOBAHHBIM
WU CITyYalHBIA TOCTYI).

OcHOBHBIMU 3JIeMeHTaMu KaHana peanuzanuu Y BI1JIH (pucyHok 1) sBisitoTcs:

- uctounuk YBIIJIH — cyOBeKkT, MarepualbHbId OOBEKT WM (HU3NUECKOE
siBiicHME, co3naromue Y bII1/IH;

- cpena (myTth) pactpocTpaHeHus I[IJIH wim Bo3nelCTBUN, B KOTOPOM
dusnueckoe MoJie, CUTHAN, JaHHBbIC WM MPOTPAaMMbl MOTYT PacHpOCTpaHsThCA U
BO3/ICIICTBOBATh Ha 3alllMIllaéMble CBOMCTBA (KOH(PUIACHIUAIBLHOCTD, 1ETOCTHOCTD,
noctynHocts) [1]1H;

- Hocutensb [1/IH — pusnyeckoe muo win MaTeprualibHbI OOBEKT, B TOM YHCIIE
¢dusnueckoe mosie, B koropoM [IJ[H HaXomsiT cBOe OTpaK€HUE B BUJIE CHUMBOJIOB,
00pa3oB, CHUTHAJIOB, TEXHUYECKUX PEIICHUHA U TPOILIECCOB, KOJUYECTBEHHBIX

XapaKTCPHUCTHUK (1)I/I3I/I‘I€CKI/IX BCJIINYHH.

Cpena pacnipocTpaHeHUs
Hcroununk [1/11 u Bo3aeiicTBHI
03 OezomacHocTH |4 —> Hocurens [T/
IIpuemMHuK
I dn MH(GOPMATUBHOIO CUTHANA
[TepenaTunx
BO3/ICHCTBYIOILIETO CUTHAJIA

Pucynox 1. O0001ieHHas cxeMa KaHalla peajin3aiiuu yrpo3 6€30macHOCTH
MIEPCOHAJIBHBIX JTAHHBIX

Hocutemrn II[ln ™MoryT coaepxarb uHGOpPMAIMIO, TMPEICTABICHHYIO B
CHEAYIOUINX BUIAX:

- akycrtuueckas  (peueBas) uHpopmarms  (PU), comepxarmmascs
HETOCPEACTBEHHO B TPOU3HOCUMOM peun noib3oBarenst UCIIH npu ocyiiecTBieHun
uM (Qyuakmuu  tonocoBoro BBoxa [/l B UCII[H, mmbGo Bocmpou3BoanMast
akyctnueckumu cpenctBamu  UCIIJIH (ecnmu  Takue GYHKIIUU MPETYCMOTPEHBI
TexHojorue oopadbotku [1/IH), a Takxke comeprkamiasics B 3JIEKTPOMArHUTHBIX MOJSIX U
ANEKTPUYECKUX CHUTHAIAX, KOTOpPhIE BO3HUKAIOT 3a CYEeT mnpeoOpa3oBaHUil
aKyCTHYECKOM MH(pOpMaIuy,
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- BunoBas uHdopmanus (BU), npeacraBneHHas B BUAE TEKCTa U
M300paXeHU pas3iMyYHBIX YCTPOWCTB OTOOpaxeHHss HH(pOpMAIMM  CPEACTB
BBIUUCITUTENIHON  TEXHUKH, WH(GOPMAIMOHHO-BBIUUCIUTEIbHBIX  KOMILJIEKCOB,
TEXHUUYECKUX CpPeACTB 00paboTku rpaduyeckoil, BHAeo- U OYKBEHHO-IIHU(PPOBOIL
nHpopmaruu, Bxomsamux B coctaB MCI/IH;

- uHdopmanus, obpadbarbiBaemas (tmpkynupyromas) B UCIIJIH, B Buae
AIIEKTPUYECKUX, HIIEKTPOMArHUTHBIX, ONTHUYECKUX CUTHAJIOB;

- undopmanus, oopadbarsiBaemast B UCII/IH, nmpencraBneHHas B Buje OuUT,
0aiit, (aityioB U IPYrUX JOTUUYECKUX CTPYKTYP.

B uensx dopmupoBanus cucremarusupoBanHoro mnepeuns YBII/In mpu ux

o6pabotke B UCII/IH u pa3paboTKe Ha UX OCHOBE YaCTHBIX MOJCIICH TPUMEHUTEITHHO
Kk KoHkpetHoMy Buay WCII[H yrpo3sl kiaccuUIMPYIOTCS B COOTBETCTBUU CO
CJICTYFOIIMMH TTPU3HAKaMU (PUCYHOK 2):
- no Buay 3antumaemoi ot Y BIIIn nadopmanumn, conepxarieit I1/1x;
- 10 BHJIaM BO3MOKHBIX HCTOYHHUKOB Y BII/[H;
- no tuny UCII/IH, Ha KkoTOpBIE HampaBliieHa peanu3anus Y BI1/H;
- 1o cnocoOy peanuzauuu Y BI1JIH;
- o BUZlY HapylaeMoro CBOMCTBa uHdopMaIuu (Bumy
HECaHKIIMOHUPOBAHHBIX NEHCTBUM, ocylecTBIsseMbIX ¢ [1/1H);
- I10 UCIIOJIb3YEMOU YA3BUMOCTH;
- 110 OOBEKTY BO3JCHCTBHUSI.
ITo BumamM BO3MOXKHBIX UICTOYHUKOB Y BII/IH BBIAEIAIOTCS CleayOMINE KIACChI
yrpos:
yIpO3bl, CBSI3aHHbIE C MPEIHAMEPEHHBIMU WM HENpPEIHAMEPEHHBIMU
nercTBUsMH Jinll, uMeromux goctyn Kk UCII/IH, Bkirouas noyib30BaTeneu
NCII[H, peanmm3yromux yrpo3bl HemocpenctBeHHo B MCII[H (BHyTpeHHMI
HaAPYIIUTEIb);
yIpo3bl, CBA3aHHbIE C TPEAHAMEPEHHBIMU WM HENpPEIHAMEPEHHBIMU
NEUCTBUSAMH Jinll, He uMmermux gocryna k WCII/IH, peanmm3yromux yrpossl U3
BHEIITHUX CETeH CBSI3M OOIIEro MOJIb30BaHUS M (WJIM) CETe MEeXIyHapOIHOTO
MH(}OpPMAIMOHHOTO 0OMEHA (BHEIIHUI HAPYIIUTEND).
Kpowme Toro, yrpo3sl MOTyT BO3HUKATh B PE3yJIbTATE BHEAPEHHUS alllapaTHBIX
3aKJIaJ0K U BPEIOHOCHBIX MTPOrPaMM.
[Io tuny MUWCII[H, Ha KoTOpble HampasiieHa peanm3anus Y bII/IH,
BBIICJISFOTCS CIEAYIOIIHUE KIACChl yIPo3:
yrpo3sl  Oe3onacHoctu IIJIH, oOpabateiBaembix B MCII[IH Ha 0a3se
aBTOHOMHOTO aBTOMAaTHU3UPOBaHHOTO padodero mecta (APM);
yrpo3sl Oe3onacHoctu II/IH, oOpabarsiBaeMbix B UCII/In Ha 6aze APM,
MOJKIFOYEHHOTO K CeTH OOIIero ToJib30BaHUA (K CETH MEXIyHapOIHOTO
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UH(POPMAIMOHHOTO 0OMEHA);

yrpo3bl 6e3omacuoctu [1]1H, oopabaTeiBaembix B UCIIJIH Ha 6a3e JOKaIbHBIX
MH(POPMAITMOHHBIX CHCTEM 0€3 TOJIKITIOYCHHUS K CETH OOIIEero MOoJb30BaHus (K CETH
MEXTyHapOIHOTO HH(OPMAITMOHHOTO 0OMEHA);

yrpo3bl 0e3onacnoctu [1/1H, oopabaTeiBaecmbix B UCII/IH Ha 6a3e JOKaNIbHBIX
MH(GOPMALIMOHHBIX CUCTEM C MOAKIIOYEHUEM K CETH OOIIETro MOoJIb30BaHUs (K CETH
MEXTYHAPOIHOTO HH()OPMAITHOHHOTO OOMEHA);

yrpo3bl  Oe3omacHoctu [IJIH, oOpabatsiBaecmbix B MCIIJIlH Ha 0aze
pacrpeeieHHbIX MH(OPMAIMOHHBIX CHUCTEM O3 TMOJKIIYCHHUS K CeTH OoOIIero
MOJTb30BaHMS (K CETH MEKyHAPOIHOTO HH(DOPMAIIMOHHOTO 0OMEHA);



Knaccudpukanus yrpo3 6e30acHOCTH NEPCOHAIBHBIX JAHHBIX
ITo Buay 3amuiaemoii ot YBI1 1 nundopmanun, coaep:xameii I11n

\ Yrpossl PU | \ Yrpossr BU | [ Yrpossl unpopmanuu, obpadareiBaemoii B TCOU | [ Yrpossl unpopmaunu, o6pabarsiBaemoii B AC |

ITo BMAaM BO3MOXKHBIX HCTOYHUKOB Y BIT/H
CosiaBaeMble anmnapaTHON

CosznaBaeMbie BPEJOHOCHBIMH

Co3gaBaeMbie HapymurTejaeM

(pusnaeckum TUIIOM) ‘ ‘ 3aKJIAZIKOI NporpamMMaMu
Cos/aBacMbIc BHYTPCHHUM ‘ Co3aBaeMble BCTPOSHHOMN ‘ OpoTrpaMMHON 3aKJIaAKoOMH, mporpamMoi tuna““TpossHCKuil KOHb” ‘
3aKJIaIKOU
HapyLITelIeM A IPOTPaMMHBIM BUPYCOM ‘
Co3naBaeMble BHCIITHUM Co3znraBaeMble aBTOHOMHOM — - -
HApYLIUTEJIEM 3aKJIaIKON BPEIOHOCHOM MTPOrpamMMoii, pacIpoOCTPAHSIFOIICHCS IO ceTH (CETEBBIM YepBEM) ‘

JIPYTMMH BPEJOHOCHBIMH [IPOrPaMMaMH, IpeIHa3HAYCHHBIMH [UIsl
ocymecreienuss HCJI (mogbopa naposieil, yJaleHHOro J0CTyIa u ap.)

ITo Buay HapymaemMoro cBoiicrea ungopmanun (BHIy HECAHKIMOHNPOBAHHBIX JeicTBUI, ocymecTBiasieMbix ¢ ITTn)

Yrpo3sl KOHGUACHIMAIBHOCTH (YTEUKH, IIEpexXBaTa, CheMa, VYrpo3sl HeI0CTHOCTH (YTPaThl, yHUYTOXKCHUS, YTpo3sl JOCTYIHOCTH
KOIUPOBAHUS, XUILEHUs, pa3rIIallieHHsT) HHPOPpMaIuu Moaudukanuu) nHGopMauu (610xupoBanust) HHGOPMATHK

ITo Tumy UCII/IH, Ha KoTOpBIe HANpPaBJieHa peanu3anusa Y BIIAn

Vrpossl 6e3onacHoctu I1/1H, Vrpo3sl 6e3onacHoctu I1/1H, o6pabaTsiBacMbIX B Vrpossl 6e3onacHoctH I1/1H, 06padaTbiBacMbIX B
obpabarsiBaeMbix B UCIT/IH Ha 6aze APM (c VCIIIx Ha 6a3e JTOKaJIbHON BBIYHUCIUTEILHOU VCII/Ix Ha 6a3e pacipeaeaeHHbIX
IIOAKJIFOYCHUEM U 0e3 HNOAKIOYCHUS K CEeTHU (C MOAKJIFOYCHUEM U oe3 IIOAKJIFOYCHUS K I/IHCI)OpMaI_II/IOHHI)IX CHUCTEM (C MNOAKJIFOYECHUEM,
BBIYHCIIUTEIBHOM CGTI/I) paCHpCL{CJ’ICHHOﬁ BBIYHUCITUTEIbHOM CCTI/I) 6e3 IMOAKJIIIOYCHHUS K CCTHU O6H.[CI‘O HOJ'H>3OBaHI/I$[)
ITo cnoco6am peanuzanun YBI1/1n
Vrpossl crenuansHeIX Bosaekcrsuii Ha ICILIH ‘ ‘ VYrposst HC/I 8 UCIT[H ‘ VYTrpo3sl yTeuku HH(pOpMAIIUH 10

TCXHHUYCCKHUM KaHaJlaM

—{ MEeXaHMYECKOro BO3/IeHCTBUS Yrpo3sl, peanusyemMbie ¢ TPUMEHEHHEM

- XMMHYECKOTO BO3ACHCTBU ] 51EKTPUIECKUMI ‘ HPOrPaMMHBIX CPEJICTB OIEPALMOHHOI CHCTEMBI ‘ 110 pajoKaHanry
—{ aKyCTH4YeCKOro BO3ACHCTBHS | UMIYyJIbCAMU VYrposs! yreuku PU ‘
5 - YTrpo3sl, pearn3yemMble ¢ IPUMEHECHHEM ‘ 0 3JICKTPUICCKOMY KaHaTy
1 OHOIOrn4ecKOro BO3AeiCTBHsI
i | 3JIEKTPOMArHUTHBIMHU crierualibHoO pa3zpaborannoro 10 110 OITHYECKOMY KaHATY Vrposs! yreuxn BU
—{ palnallOHHOTO BO3EHCTBHS ] H3JTydCHUAMHU

10 aKyCTHU4E€CKOMY

VYTpo3bl yTeuku
HHGOPMALIMHU 110 KaHajlaM

IO CMCUIaHHBIM

—{ TEpMHYECKOr0 BO3JICHCTBHS ;J_{ MATCHUTHBIM [TOJICM YTpo3bl, peannsyeMble ¢ MPUMEHEHUEM

3chKlpUMdl HHUTHOTI'O
HcTRUS

v1

BPEJIOHOCHBIX IPOrpamM
» (napaMeTprYecKrM) KaHaIam HSMWH
ITo ucnob3yemMoii ya3BUMOCTH
C HCHOJIb30BaHUEM C Hucnoabp30BaHUEM C ncrnonb30BaHUEM C “cnonb30BaHNEM YSI3BUMOCTEH,
C ncnonb3oBanreM | | C UCTIONB30BAaHUEM . > . Y’ !

B—— —— YSI3BUMOCTH, BBI3BAaHHON YSI3BUMOCTE# IPOTOKOJIOB YSI3BUIMOCTH, BBI3BAHHOM 00yCITOBIIMBAOIINX HAJIMUIHE C HCIIOIB30BaHUEM

cny MHOIO T1O b4 oro [1O "HanuuueMm B AC CETEeBOI0 B3aMMOJICHCTBUS U HEZOCTaTKaMU OpraHU3aIin TEXHUYECKNX KaHATIOB YTEUKH yssBumMocteit C31
TPHKIA/IH annapaTHOW 3aKJIagKu KaHaJIOB IIepe1auu JaHHBIX T3U or HCJ] uHpOpMAaIH
Ilo 06BbeKkTy BO3aelicTBUA
VBIT/IH, 0O6pabaTbiBacMbIX B BBIICICHHBIX VYBI1JIH, nepenaBaemMbIxX YIpo3bl CUCTEMHOM
VBIIH, obpabarsiBaeMbix Ha APM i, 06p » A, nepen YIpO3bl IPHIIA/IHEIM [POTPaMMa, HOIT(’)Gec €YNBAIO ey
TEXHUYCCKUX CPEACTBAX 00paboTKH O CeTSIM CBSI3U NpeTHa3HaYeHHbIM 115 paboThI ¢ T1{a s TICYHMBAIOIIEMY
(GYHKIIMOHUPOBaHNE
Ha oruy»xnaeMbIX HOCHTEISIX HH(DOpMAaIun Ha npunrepa, nuorrepax, VYBI1Jla npu nepegayue CUTHAIOB WCIT I
rpaOnoCTPOUTEISIX U T.11. 110 JTUHUSM CBSI3U
Ha BCTpOEHHBIX HOCHTEISIX JOJITOBPEMEHHOTO XpaHeHHUsT HHGOPMaLHH
» Ha BbIHOCHBIX TepMHHAJIAX, VBI1/Is npu 06paboTKe NaKEeTOB B
B cpencrBax 06pabOTKH M XpaHEHHs OIepaTUBHON HHMOpMarun ‘ MOHHMTOpPAaX, BUICOMPOSKTOPaX KOMMYHHKAIIMOHHBIX 2JIEMEHTaX
MHGOPMAIIHOHHO-

B cpencrtBax (nmoprax) BBoAa (BbIBOJa) MH(pOPMALIUH

pen (noprax) na ( n1a) urpopmar ‘ B cpencrsax sByxoycunenus, TEJICKOMMYHHUKAIIHOHHBIX CHCTEM

3BYKOBOCIIPOU3BEICHUS

Pucynox 2. Kmaccudukaius yrpo3 06€301mMacHOCTH MTEPCOHAIBHBIX TAHHBIX,
oOpabaTpiBaeMbIX B MTHGOPMAIIMOHHBIX CHCTEMAaX MEPCOHABHBIX TAHHBIX
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yrpo3bl  Oe3omacHoctu IIJIH, oOpabatsiBaembix B MCIIJIlH Ha 0aze
pacrnpeieieHHbIX HH(OPMAIIMOHHBIX CUCTEM C MOAKIIOYEHUEM K CETH OO0IIero
MOJIb30BaHMS (K CETH MEKIyHAPOIHOTO HH(DOPMAIIMOHHOTO 0OMEHA).

ITo ctoco6am peanmmzatiuu Y BITJIH BBIEIAIOTCS CIEAYIONIME KIACCHl yTPO3:

yrpo3bl, cBszanHble ¢ HCJ x IIJlH (B ToM uucie yrpo3bl BHEIPEHHS
BPEJAOHOCHBIX ITPOTPaMMm);

yrpo3bl yreuku [1/]H mo TexHnyeckuM KaHaiaMm yTeukd HH()OpMaIuy;

yIpo3bl crienaibHbiX Bo3aercTBuid Ha MCII/IH.

[Io BHAYy HECAaHKIMOHHUPOBAHHBIX JEUCTBUH, ocymecTBisieMbix ¢ I[I/1H,
BBIJIEIISIOTCS CIEAYIOIIUE KIIACChI YTPO3:

yIpo3bl, TPUBOIAIIME K  HapylmieHuto koHpuaeHuuanbHoctd  [1J1H
(KOMUPOBAHUIO WJIM HECAHKIIMOHUPOBAHHOMY PACIPOCTPAHEHMIO), TIPU peaTn3aluu
KOTOPBIX HE OCYLIECTBIIETCS HEMOCPEACTBEHHOTO BO3JCUCTBHS Ha COJAEPIKAHME
uHbopMaIuy;

YIPO3bl, IPUBOAAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCIIE CIIy4YaHHOMY,
BO3/ICICTBHIO HA COJIEpKaHnEe HHPOPMAIINH, B Pe3YyIbTaTE KOTOPOTO OCYLIECTBIIAETCS
n3MeHenue [1/IH M ux yHU4TOXKEHUE;

yYIPO3bl, IPUBOASAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCIIE CIIy4YallHOMY,
BO3JECHCTBHIO HA MPOrPaMMHBIE WJIM MPOrpamMMHoO-anmapartssie dneMenTsl UCII/(H, B
pe3yJibTaTe KOTOPOro ocyliecTsisieTcs: ookupoBanue [1J1H.

[1o ncronp3yeMon yA3BUMOCTH BBIIEIISIIOTCS CIIETYIOIINE KIACChl YIPo3:

YTPO3bl, pEATU3yEMBIE C UCIIOIB30BAHUEM YSA3BUMOCTH cucTeMHOro 110;

YTPO3bl, PEATTU3YEMBIE C UCTOJIb30BAHUEM YA3BUMOCTH IpukiagHoro [10;

YIPO3bl, BOBHUKAIOIINE B PE3YJIbTATE HUCIOJIb30BAHUS YSI3BUMOCTH, BEI3BAHHOM
HanmnuueM B AC anmapaTHOM 3aKIa/IKy;

YIPO3bl, PEAUIU3YEMBIE C UCIIOIB30BAHUEM YS3BUMOCTEN ITPOTOKOJIOB CETEBOTO
B3aMMOJICHCTBUS U KAHAJIOB IEPEAAYH TAHHBIX;

YIPO3bl, BOBHUKAIOIINE B PE3YJIbTATE UCHOJb30BAHUS YS3BUMOCTH, BEI3BAHHOMN
Henocratkamu oprannzaunu 13U ot HC/I;

yIpo3bl, peaqu3yemMble C UCIOJb30BAHUEM YSI3BUMOCTEH, 00YCIOBIMBAOLIUX
HaJM4Yue TEXHUYECKUX KaHAJIOB YTEUKU UH(POpMAITUH;

YIPO3bl, peaIu3yeMble C UCTIOJIb30BaHueM ysa3BumocTel C3U.

[To 00BeKTY BO3JEHCTBUSA BBIACISIOTCS CIEAYIOIINE KIIACChl YIPo3:

yrpo3bl 6e3omacHoctu [1/1H, o6padaTeiBaeMbix Ha APM;

yrpo3bl Oe3zonacHoctu I1/IH, oOpabaTbiBaeMbIX B BBIIEJIEHHBIX CpPEICTBAX
00paboTku (MpUHTEpaXx, MIOTTepax, rpadonoCTPOUTENSIX, BHBIHECEHHBIX MOHUTOPAX,
BUJICONPOEKTOPaX, CPEACTBAX 3ByKOBOCIIPOU3BEACHUS U T.11.);
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yrpo3bl 6e3omacHoctu [1/1H, mepenaBaeMpIX MO CETSM CBSI3H;

yIpO3bl MPUKJIATHBIM MPOrpaMMaM, € TIOMOIIBIO KOTOPbIX 0OpadateiBatotcs [1/1H;

yrpo3bl cuctemHomy I10, obecnieunBaromemy yukmuonupoBanne UCITIH.

Peanuzanusa oxuou n3 YBII/IH nepedncieHHbIX KJIACCOB UM UX COBOKYITHOCTH
MOYET MPUBECTH K CIACAYIONIUM TUIIAM TIOCJIECACTBUMN IS
cyobekToB I1/1H:

3HAYNTEIHLHBIM HETATUBHBIM MOCIEICTBHUIM 1151 CyOBekTOoB [1/1H;

HEraTUBHBIM MOCIEACTBUSAM Uil cyObekToB [1/1H;

HE3HAYNUTETHLHBIM HETaTUBHBIM ITOCIIEACTBUAM i cyObekToB [1/1H.

VYrpo3el yreuku IIJIH MO TEXHUYECKMM KaHajaM OJHO3HAYHO OIKCBIBAIOTCS
XapaKTEPUCTHKAaMU HMCTOYHWKA WH(popMaiuu, cperasl (IyTH) pacHpOCTpPaHEHHUS H
nprUeMHUKa WH()OPMATUBHOTIO CUTHAJIA, TO €CTh OMPENEISAIOTCA XapaKTEePUCTHUKAMU
TEXHUYECKOTO KaHaya yreuku [1[H.

VYrpo3bl, cBs3aHHbIE C HecaHKIMOHUpoBaHHBIM goctynom (HCJ) (mamee —
yrpo3sl HCJI B UCII/IH), npenctaBiasitoTcsi B BUJIE COBOKYITHOCTH OOOOIIIEHHBIX
KJIACCOB BO3MOXHBIX HCTOYHUKOB yrpo3 HCJI, ys3BUMOCTEN NpPOrpaMMHOIO H
anmapatHoro oo6ecneuenus WCII/IH, cnocoOoB peanuzaiuu  yrpo3, OOBEKTOB
BO3JIeCTBUS (HOCHUTENeH 3amuiaeMoil uHMOpMaIuu, IUPEKTOPHUEB, KaTaJlOroB,
¢aiinos ¢ [1JIn man camux IIJ[H) 1 BO3MOXHBIX AECTPYKTUBHBIX JeWcTBHMl. Takoe
IIPE/ICTaBIICHUE OMUCHIBACTCS ClenyIoie (hopMalIn30BaHHOM 3aITUCKIO:

yepoza HCJ[: = <ucmounuk yepo3vr™>, <ya36uMoCcmv NPOZPAMMHO20 UIU
annapamnoco  obecneueHuss>, <cnocob  peanuzayuu - yeposvl>,  <00beKm
8030€lCcmeus™, <HeCaHKYUOHUPOBAHHDbIL OOCHYN>.
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4. YI'PO3bl YTEYKU UHOOPMALIMU 110 TEXHUYECKHUM KAHAJIAM

OCHOBHBIMH  DJIEMEHTAMH OINMCAHWUSI yTPO3 YTEUKH HWHOOpPMAIUU  T10
texunueckuM KaHanmaMm (TKYW) sBugroTca: HMCTOYHUK Yrpo3bl, cpera (IyTh)
pacrpocTpaHeHus HHOOPMATUBHOTO CUTHAJIa K HOCUTEJh 3allluIiaeMoi HHpOpMaITUH.

HcrounrkaMu yrpo3 yTeuku HHPOpMAIIMX MO0 TEXHUYECKUM KaHaJIaM SIBIISTFOTCS
buzudeckne nwmma, He wumernme poctyna k MCII[H, a Takxe 3apyOeKHBIC
CHELCIYXObl WM  OpraHu3anvud (B TOM YHCIE€ KOHKYPUPYIOIIHUE WU
TEPPOPUCTUUECKUE), KPUMHUHAJIbHBIC TPYNIUPOBKH, OCYIICCTBIIIONINE TIEpeXBaT
(cbem) wHGOPMANMKM C HUCIOJIB30BAHUEM TEXHHUYECKHX CPEICTB €€ PEerruCTparlud,
npuema wim GororpadupoBaHUsI.

Cpena pacnpocTpaHeHuss ”HOOPMATUBHOTO CUTHaIa — 3TO (pu3nueckas cpena,
M0 KOTOpOH WH(OOPMATUBHBIN CUTHAI MOXET PACIPOCTPAHITHCS W MPUHUMATHCS
(peructpupoBatbcsi) npueMHUKoM. Cpeda pacnpoCTpaHEHHS MOXKET OBITh Kak
OJIHOPOJHOM (HarmpuMep, TOJIBKO BO3IYIITHOM), TaK U HEOJTHOPOJAHOM 3a CUET mepexoa
CUTHAaJa U3 OJHOM Cpeibl B IPYTYIO (HApUMeEp, B PE3yJIbTaTe aKyCTOAICKTPUUISCKUX
WM BUOPOAKYyCTHUYECKUX MpeoOpa3oBaHuii).

Hocurenem II[In sBmgerca mnonw3oBatens WMCIIIH, ocymecTBasOmuii
rosiocoBoit BBoA I1/1n B UCII/IH, akycTtuueckas cucrema MCII/H, Bocipon3BoasIias
I1n, a Takke texuudeckue cpenacrtsa MCIIIn u BTCC, co3naronue dusnyeckue
0JIsI, B KOTOPBIX MH(OPMAITUs HaXOIUT CBOE OTpaKEHHE B BHJI€ CUMBOJIOB, 00OpPa3oB,
CUTHAJIOB, TEXHUYECKUX PEIICHUH U TMPOLIECCOB, KOJWYECTBEHHBIX XapPaKTEPUCTUK
(bU3UYECKUX BEJIMYUH.

[Tpu o6padotke [1/1n B UCII[IH 3a cueT peanu3aluu TEXHUYECKHX KaHAJIOB
yTeUKHU UHGOPMAIIMK BO3MOKHO BOZHUKHOBEHHE cieayromux Y BITJIH:

yIpo3 YTEUKH aKyCTHYECKOU (peueBoil) nadopmanuu;

yIpO3 YTEUKH BHUI0BOM MH(OpMaINH;

yIpo3 yTeUYKH HH(POpMamuu 1o KaHaJlaM MOOOYHBIX AJIEKTPOMArHUTHBIX
u3ydenuit u HaBook (II9MUH).

4.1. Yrpo3bl yTeUYKH aKyCTHYeCKO# (peveBoii) nHdopManuu

Bo3HUKHOBEHHE yrpo3 YTEUKH aKyCTHUYECKOW (peueBoiil) WH(OpMAIHH,
COJZIEpIKallIeNCsl HEMOCPEICTBEHHO B MPOU3HOCUMOM peun nonb3oBaress UCI/IH, mpu
o0pa6otke [11n B UCII/IH, 00ycioBieHo HanuureM GyHKIMi rojgocoBoro BBoaa [1/1x
B UCII[ln wmm ¢yskuui BocmpousBegeHus [IJ[H akycTuueckumu cpeacTBaMu
NCITAH.

[lepexBar akycTuueckoi (peueBoi) HH(GOpMaIlMK B ITAHHBIX CIy4yasX BO3MOKEH
C HCIIOJIb30BAaHUEM ammapaTypbl, PErUCTpUpPYIOUIEH akycThdyeckue (B BO3AyXe) U
BUOpOaKyCTUUECKHE (B YIIPYTUX CPe/Iax) BOJIHBI, a TAKKE JIEKTPOMArHUTHBIC (B TOM
YUCJIE ONTUYECKUE) H3IYYEHUS] W DIEKTPUYECKHE CUTHAJIBL, MOIYJUPOBAHHBIE
MH(OPMATUBHBIM aKyCTUYECKUM CUTHAJIOM, BOSHUKAIOUIUE 3a CUET MPeoOpa3oBaHUil B
TexHnueckux cpencrax oopadotku I1Jln, BTCC u cTpouTenbHBIX KOHCTPYKIHSIX H
MHXEHEPHO-TEXHUYECKNX KOMMYHHKALUAX MO/ BO3JICHCTBUEM aKyCTUYECKUX BOJIH.

Kpome 3Toro, mepexsaTr akycTHueckoil (peueBoil) MH(OpMAIMU BO3MOXKEH C
HCIIOJIb30BAaHUEM  CIIELMAJIBHBIX  3JIEKTPOHHBIX  YCTPOMCTB ChEMa  PEUYEBOM
uH(popMaIui, BHEIPEHHBIX B TexHuueckue cpencrBa obOpaborku I1/1x, BTCC u
ITOMEIICHUS WIH MTOAKIIOYEHHBIX K KaHAIaM CBSI3H.
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VYrpo3sl Oe3onacHoctu [I/IH, cCBsi3aHHBIE C NEPEXBATOM aAKYCTUYECKOU
uH(pOpMallMK C MCHOJIb30BAHUEM CIEIMATbHBIX JJIEKTPOHHBIX YCTPOMCTB CbheMa
pedeBol nH(popMannu («3aKJIaJOYHBIX YCTPOICTBY), ONPEAEIAIOTCS B COOTBETCTBUU
C HOpMaTHBHBIM JoKyMeHTaMu DenepanbHON ciayxkObl O6e3omacHocTH Poccuiickoit
denepanyy B yCTAHOBICHHOM €O MOPSAIKE.

ITepexBart akycTuueckoil (peueBoit) nHPpOpMaIITU MOKET BECTHUCH:

CTallMOHApHOM ammapaTypoi, pa3MelaeMod B OJU3IEKAIUX CTPOCHUAX
(31aHMSIX) C HEKOHTPOJIMPYEMBIM IPeObIBAHUEM [TOCTOPOHHUX JIMII;

IIOPTAaTUBHOW BO3MMOW  aIlllapaTypou, pa3MeIaeMou B TPaHCIOPTHBIX
CPEICTBaX, OCYUIECTBIIIOMINX JIBUKEHUE BOJIM3H CIYKEOHBIX MOMEUIEHUN WM MPU
UX MApKOBKE PSAAOM C STUMHU MOMEIICHUSIMU;

HOPTATUBHOW HOCHUMOM amnmaparypoil — QU3MYECKUMHM JHUIAMM OPU UX
HEKOHTPOJIUPYEMOM  MNpEObIBaHUU B CIYXKEOHBIX  IOMEIIEHUSX WIH B
HEMOCPEACTBEHHOMN OJIM30CTH OT HUX;

ABTOHOMHOW aBTOMAaTUYECKOM aIlapaTypoid, CKpPBITHO YyCTaHaBIMBAaEMOMN
(U3HMYECKUMU JIMIIAMH HENOCPEJICTBEHHO B CIYKEOHBIX IIOMEIIEHUAX WIH B
HETNOCPEICTBEHHOM OIM30CTH OT HUX.

4.2. Yrpo3bl yTeuku BUA0BOM HH(popmanuu

VYTpo3bl yTeuky BUI0BOM HHPOPMALIMU peatn3yroTcs 3a cueT nmpocmotpa I1/IH ¢
MIOMOIIIBIO ONITUYECKUX (ONTUKOAIEKTPOHHBIX ) CPEACTB C SKPAHOB AUCILIIEEB U IPYTUX
CPEIICTB OTOOpPAaKEHUSI CPEJCTB BBIYUCIUTEILHON TEXHUKH, WH(OPMALIMOHHO-
BBIYHMCITUTENIbHBIX KOMIUIEKCOB, TEXHUYECKUX CPEACTB 00pabOTKM TrpaduyecKoi,
BUJI€0- U OYKBEHHO-IIM(PpoBOI HHPopMaimu, Bxoaamux B cocras UCIT/IH.

Kpome storo, mpocmotp (peructpanusi) [1/]IlH BO3MOXEH C HCIOIB30BaHUEM
CHEUUATbHBIX D3JEKTPOHHBIX YCTPOWCTB ChEMA, BHEAPEHHBIX B CIY>KEOHBIX
MOMEIICHUSX WU CKPBITHO MCHOJB3YEMbIX (PU3NYECKUMH JTULAMU TIPU MOCEUICHUU
UMHU CITy’KEOHBIX TTOMEIICHUH.

VYrpo3sl 6e3onacHoctu [1]]H, cBsI3aHHBIE C MX TIEPEXBATOM IPU UCIIOJIb30BAHUU
CHELMANIbHBIX  JJIEKTPOHHBIX  yCTPOMCTB  CbeMa  BHAOBOM  uHpOpManuu
(BUI€03aKIIaJI0K), OMPEIEISIOTCS B COOTBETCTBHUM C HOPMAaTUBHBIM JOKYMEHTaMH
denepanpHOM cy)k0b1 6e30nacHocTH Poccuiickoii denepaliny B yCTaHOBICHHOM €10
HOPSJIKE.

HeoOxoaumbiM ycnoBueM ocyiiecTBieHust mpocMmotpa (peructparuu) I1/1H
ABJISIETCS] HAIMYUE TPSIMOUN BUAMMOCTH MEXKIY CPEICTBOM HaAOJIOICHUS
u HocuteneM [1]1H.

ITepexsar I1JIH MOXeT BECTUCH:

CTAIlMOHAPHOW amnmaparypoi, pa3MeniaeMoil B OJIM3JIeKANUX CTPOCHHSIX
(3maHuUsAX) ¢ HEKOHTPOJIUPYEMbBIM MPEOBIBAHIEM MTOCTOPOHHUX JIUIL;

MOPTaTUBHOW BO3MMOW anmapaTtypoi, pa3MemaeMor B TPAHCIIOPTHBIX
CpeICTBax, OCYIIECTBISIONINX IBIKCHHIE BOJIM3H CITY)KEOHBIX TTOMEIIEHUN WITH
[IPU UX MAPKOBKE PAJOM C ITUMH TOMEILICHUSIMU;

MOPTAaTUBHOW HOCHUMOW ammapaTtypoil — (U3MYECKUMHU JHIIAMH TPU  UX
HEKOHTPOJIUPYEMOM NPeObIBAaHUU B CITY>KEOHBIX MTOMEILEHUSIX WIN
B HETOCPEICTBEHHOM OJIM30CTH OT HUX.
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ITepexsar (mpocmotp) IT/IH MOXKET OCyIIECTBIASATHCS MOCTOPOHHUMU JIUIIAMU
NyTeM HMX HEMOCPEACTBEHHOTO HAOIIOACHHUS B CIIY>)KEOHBIX TOMEIECHUSIX MO0 C
paccTtosiHMs TpsMol BuauMOcTH wu3-3a mpeneinoB MCII[IH ¢ wucnonbs3oBaHueM
ONTUYECKUX (OMTUKOAJIEKTPOHHBIX) CPEJICTB.

4.3. Yrpo3bl yTeuku HH(pOPMAIUH 110 KAHAJAM MO00YHbIX
3J1eKTPOMATHUTHBIX M3JIy4YeHUH U HABO/IOK

Bo3nukHoBenue yrpossl 11l nmo kanamam IIOMHMH Bo3mMOXHO 3a cyer
nepexBaTa TEXHUYECKUMU CpPEICTBAMHU IOOOYHBIX (HE CBSI3aHHBIX C IPSMBIM
(YHKIIMOHAJIbHBIM 3HAYEHUEM AJIEMEHTOB NCTI/n) MH(POPMaTUBHBIX
DJIEKTPOMATHUTHBIX TIOJIEH M JJIEKTPUYECKUX CUTHAJIOB, BO3HUKAIOIIMX IpPHU
obpabotke I1]] Texanueckumu cpeacramu UCII/IH.

I'enepanust wuHbopmanmu, coxepxkamed [l w wnupkyaupyromeid B
texHuueckux cpenactax UCII/IH B Buae 31eKTpuyecKuX HH(OOPMATUBHBIX CUTHAJIOB,
0o0pa0oTKa U mepefadya yKa3aHHbIX CUTHAJIOB B 3JIEKTPUUYECKUX LEMAX TEXHUYECKUX
cpenctB UCII/IH commpoBokaaeTcsi IOOOYHBIMHU  3JIEKTPOMArHUTHBIMH U3TyYEHUSIMH,
KOTOpbIE MOTYT pacCHpOCTPaHAThCA 3a TMpPEAebl CIYKEOHbIX IOMEIIEHUNH B
3aBUCHUMOCTH OT MOIIHOCTH M3iy4yeHu u pazmepos UCII/IH.

Peructpamus [IDMUH ocymiectBisercss ¢ 1enplo nepexBata UHGOpMAIIHH,
HUPKYJIUPYIOUIEd B TEXHUYECKUX cpelicTBaxX, oOpabarteiBaronux [1/H (B cpencTBax
BBIYMCIUTEILHON TEXHUKH, MHPOPMAITMOHHO-BBIYUCIUTEIBHBIX KOMIUIEKCAX U CETSIX,
CpelCTBax U CUCTeMax nepeaadn, mpuema u oopadotku [1/1H, B ToM umncie B cpeacTBax
Y CUCTEMax 3BYKO3aIlMCH, 3BYKOYCHIICHHS, 3ByKOBOCIIPOU3BEACHUS, IEPETOBOPHBIX U
TEJIEBU3UOHHBIX  YCTPOMCTBax, CPEIACTBAX  M3TOTOBJIEHUS, THUPAKHUPOBAHUS
JIOKYMEHTOB U JPYTHMX TEXHUUYECKHX CPEJCTBaX 00pabOTKU peueBoii, rpadudecKoi,
BUJI€0- U OYKBEHHO-IIM(POBOI HH(POpMALIUN).

Hnsa  peructpauuun [IOMHWH wucnons3yercss anmapaTypa B COCTaBe
PaIUONIPUEMHBIX YCTPONUCTB U OKOHEUHBIX YCTPONUCTB BOCCTAHOBJIECHUSI UH(GOPMAITUH.

Kpowme storo, nepexsatr [ID9MMH Bo3MOkKEH C UCTIOIB30BAHUEM DJIEKTPOHHBIX
YCTPOUCTB TiepexBara WH(MOpMAIuuU, TMOJKIIOYEHHBIX K KaHallaM CBSI3U HIIU
TEXHUYECKUM cpeacTBam oopaboTku [1]]H.

Peructpauuss IIOMMWH wmoXeT BeCcTUCh € HCIOJIB30BAaHUEM alIapaTyphbl
CIEAYIOIINX BUIOB!

CTallUOHAPHOM ammapaTtypoi, pa3MmemiaeMoil B OJU3IEKAIUX CTPOCHUSIX
(3maHusAX) C HEKOHTPOJIMPYEMBIM MPEOBIBAHUEM MOCTOPOHHUX JIULL;

IIOPTaTUBHOM BO3UMOW amnmapaTypbl, pa3MellaeMOM B TPAHCHOPTHBIX
CpelCTBaX, OCYIIECTBISIIOUIMX ABMKEHUE BOJIM3H CIY>KEOHBIX TOMEIIEHU WK TIPU
UX MapKOBKE PSIAOM C 3TUMHU NTOMEUIEHUSMU;
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MOPTATUBHOM HOCHMOM  ammapaTtypoil — (U3MYECKMMH JIMIAMU B
HernocpeacTBeHHou 0au3zoctu ot UCIH;

ABTOHOMHOM aBTOMAaTHMYECKOM ammapaTypor, CKPHITHO YCTaHABIMBAEMOU
bu3UYECKUMU JTUIIaMU B HemocpeicTBeHHo om3octu oT MCII/IH.

Kananbr yreukn wH(pOpManmu, oOyCIOBIEHHBIE HAaBOJKAMH, 00Opa3yroTcs 3a
cyet coeAMHUTENbHBIX TUHUM TexHn4Yeckux cpeactB UCIT[In u BTCC u noctopoHHUX
MIPOBOJAHUKOB (B TOM YMCJIE LIETIEH JIEKTPOMUTAHUS U 3a3EMJICHU).

HaBogku »51eKTpOMarHUTHBIX HW3Iy4eHUN TexHuuyeckux cpenacts MCIIIH
BO3HUKAIOT TMpPU UBJIYYCHUM dJeMeHTamMu TexHuuyeckux cpeacts HCII/In
UH(QOPMATUBHBIX CUTHAJIOB TMPU HAIAYUM EMKOCTHOM, WHAYKTUBHOW WM
raJIbBAHUYECKON CBSI3€M COCMUHUTENBHBIX JMHUN TexHuueckux cpencts MCII/H,
muHuii BTCC 1 mocTopOHHHUX POBOJHUKOB. B pe3ynbrare Ha ciy4yallHbIX aHTEHHAX
(nemsix BTCC nim nocTOpOHHUX MPOBOJHUKAX ) HABOAUTCA MH(OPMATUBHBII CUTHAJL.

[Ipoxoxknenne HHPOPMATUBHBIX CUTHAJIOB B I[EMU AJICKTPOIUTAHUS BO3ZMOKHO
MPA HAJIMYUM €MKOCTHOM, MHAYKTHBHOW WJIM TAJIbBAHWYECKOM CBA3M HCTOYHHKA
UH(GOPMATUBHBIX CHUTHAJIOB B cocTaBe TexHudeckux cpencts MCII[n u uemneit
MUTaHUS.

[Ipoxoxknenne MHOOPMATUBHBIX CUTHAJIOB B IEMU 3a3eMJICHHUS O0YCIOBJICHO
HAJIMYUEM EMKOCTHOW, WHIYKTUBHOM WM TaJIbBAHUYECKOW CBS3M MCTOYHHKA
nH(OPMATUBHBIX CUTHAJIOB B cocTaie armapaTtypsl TCIIN u neneit 3azemieHus.

Jlnst cheMa uHQpopMaIuu ¢ TPOBOJAHBIX JUHUN MOTYT UCIIOJIH30BATHCS:

CpelCTBa CheMa CUTHAJIOB, COJEPIKaUX 3alllMIaeMyto HH(popMaIro, ¢ 1ernen
texunueckux cpeacts MCIIJn wm BTCC, nuHuii cBA3M W Nepeaaydyd JTaHHBIX,
BBIXOJSIIMX 32 TPEEbl CIYKEOHBIX IMOMENIEHUN (PKBUBAJCHTHI CETH, TOKOBBIC
TpaHchOopMaTOPbI, MPOOHHUKH);

CpelcTBa CbheMa HAaBEACHHBIX HWH(GOPMATHBHBIX CUTHAJIOB C  IENel
AJIEKTPONUTAHMUS;

CpelicTBa CheMa HaBEeICHHBIX MH(POPMATUBHBIX CUTHAJIOB C IIIMH 3a3€MJICHUS;

CpeACTBa Che€Ma HaBEJAEHHBIX HMH(GOPMATUBHBIX CHUTHAJIOB C MPOBOJSIINUX
VH)XCHEPHBIX KOMMYHUKALIUH.

{1 BOJIOKOHHO-ONTUYECKOM CHUCTEMBI MEPEAAuYd JAHHBIX YIPO30M YTEUKH
MH(OPMAINH SIBISIETCS YTEUKa OMTHUYECKOTO M3ITyUEHHsI, COICPIKAIIETO 3alIUIIAEMYTO
uH(popMalrio, ¢ 00KOBOM MOBEPXHOCTH ONTHYECKOTO BOJIOKHA.

[TosiBIEeHHE HOBBIX KAaHAJIOB CBSI3M — COTOBOWM CBSI3W, HEUKUHTOBBIX
COOOIIIEHNM, CIYTHUKOBBIX W OECIPOBOJHBIX CETEH Mepeaaun JaHHBIX — MPUBEIO K
Pa3BUTHIO CHEHHAIU3UPOBAHHBIX CHCTEM W CPEACTB KOHTPOJISI WM IMEpexBara
uH(popMaIMK, OPUEHTUPOBAHHBIX HAa WCIOJIB3yeMble B HHUX HWH(POpMAIIMOHHBIC
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TCXHOJIOT'MH, B TOM YHCJIC CPCACTB:
ImepexBara HCﬁ,Z[)KI/IHFOBBIX COO6HI€HI/Iﬁ 1 COTOBOM CBi3H,
nepexnara I/IH(I)OpMaI_[I/II/I B KaHAJIax Mepcaaiv JaHHbIX BbIYMCIIUTCIIbHBIX CeTeH.

5. ¥rpo3bl HeCAHKIIMOHUPOBAHHOTO J0CTYyNAa K HHGopMauuu
B MHPOPMALMOHHOM CUCTEME MEPCOHAIBbHBIX JAHHBIX

Yrpo3set HC/] B HUCII[IH ¢ npuMeHEHWEM MNpPOTPaMMHBIX W IPOTrPaMMHO-
arrapaTHbIX CPEJICTB PEAM3YIOTCS MPU OCYIIECTBICHUN HECAHKIIMOHUPOBAHHOTO, B
TOM 4YHCIE€ CJIy4alHOro, JOCTyIa, B pe3yJibTaTeé KOTOPOTO OCYIIECTBIISIETCS
HapylieHue  KOH(PUACHIHAIbHOCTH  (KOMUpOBaHUE,  HECAHKIIMOHHUPOBAHHOE
pacnpocTpaHeHue), LENOCTHOCTH (YHMUYTOXKEHHE, W3MEHEHUE) M JOCTYIHOCTH
(6moxupoBanue) [1]IH, 1 BKIIFO9ArOT B ceOs:

yrpo3bl 10CTyMA (MPOHUKHOBEHUS) B OTIEPALIMOHHYIO CPEely KOMITBIOTEpa
C UCTIOJIb30BAHUEM IITATHOTO MPOTPAMMHOTO oOecriedeHus (CPeACTB ONeparuoOHHON
CHUCTEMBI WY TIPUKIIAJIHBIX IPOrpaMM OOIIEeTro MPUMEHEHHUS );

yrpo3bl CO37aHUsI HEMITATHBIX PEKUMOB PaOOTHI MPOTPAMMHBIX (IPOTPAMMHO-
anmapaTHbIX) CPEJCTB 3a CUET MPEAHAMEPEHHBIX HU3MEHEHUM CIY>KEOHBIX JaHHBIX,
WTHOPUPOBAHUS MPEIYCMOTPEHHBIX B IITATHBIX YCIOBUSIX OTPaHUYEHUN HA COCTaB
U XapakTepUCTUKU oOpabaTbiBaeMoi WHGOpMAIMU, HCKKEHHUS (MOAU(PUKAIINN)
CaMHX JAHHBIX U T.I1.;

YIpO3bl BHEJIPEHUSI BPEIOHOCHBIX MporpaMM (IporpaMMHO-MaTeMaTUYE€CKOTO
BO3JICHCTBUS).

Cocras anemenTtoB onucanus yrpo3 HCJI k undopmariuu B UCIT/In npuBeiex Ha
pHCyHKe 3.

Kpome 3T0oro, Bo3MOX)HB KOMOWHUPOBAHHBIE YTPO3bI, IPEACTABIISIIONINE COOOI
coYeTaHue yKa3aHHbIX yrpo3. Hanpumep, 3a cueT BHEAPEHUS BPEAOHOCHBIX MPOTPaMM
MOTyT co3naBarbes ycnoBus st HCJI B onepaiimoHHy0 Cpey KOMIBIOTEPA, B TOM
qucIie myTeM (opMUpOBaHUS HETPATUITMOHHBIX HH(OPMAIIMOHHBIX KAaHAJIOB I0CTYTIA.

VYrpo3sl gfoctyna (MpoHUKHOBEHMUs) B ornieparmonnyto cpexy UCIIu
C MCIOJIb30BAHUEM IITATHOTO MPOTPAMMHOTO O00ECIICUCHUS PA3LISIOTCS Ha YIPO3BI
HEMOCPEACTBEHHOTO U YAAJIEHHOTO AOCTYIA. YTPO3bl HEMOCPEACTBEHHOTO AOCTYIIA
OCYILECTBIISIFOTCS. C HUCIOJIb30BAaHUEM MPOTPAMMHBIX M MHPOrpaMMHO-aNnapaTHbIX
CPEACTB BBOJIa/BbIBOJIa KOMITBIOTEPA. YTPO3bI YIAJIECHHOIO JIOCTYNa PeaTU3yI0TCs
C UCIOJIb30BaHUEM MMPOTOKOJIOB CETEBOI'O B3aUMOICHCTBHUS.

Otu  yrpo3sl peanu3yrorcss otHocutrenbHo MCII[ln  xak Ha 0Gase
aBTOMATH3UPOBAHHOTO paboyero Mecra, HE BKJIIOUYEHHOIO B CETH CBS3M OOIIEro
MOJIb30BaHMS, TaK U MPUMEHUTENBHO KO BceM MCII/IH, nMeronuM noaKIroueHue
K CETSIM CBSI3M OOIIETO MOJB30BAHUS M CETSIM MEKIYHAPOTHOTO WH(HOPMAITMOHHOTO
oOMeHa.

Onucanue yrpo3 pgoctyna (IPOHHMKHOBEHHMSI) B OIEPALMOHHYIO Cpeny
KOMIThIOTEPA (POPMATILHO MOXKET OBITh IPEICTABICHO CIECIYIONTUM 00pa3oM:

yeposza HCJ[ ¢ UCII/]n: = <ucmoynux yeposwvr>, <ysazeumocmv HCII[n>,
<cnocob peanuzayuu y2po3vi>, <00beKm 6030eucmeus (npocpamma, NpomoKoi,
OamnHvle U 0p.)>, <O0ecCmpyKmusHoe oelucmaue>.
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VYTpo3bl co3aHusl HEMITATHBIX PEKUMOB PabOThI MPOTPAMMHBIX (IIPOTPaMMHO-
anmnapaTHbIX) CpPelICTB — 3TO yrpo3bl «OTkaza B oOcnmyxxkuBaHum». Kak mpaBuio,
JTaHHBIC YTPO3bI paccMarpuBaroTcs mpumeHuTenbHO K MICIT/Ix Ha 6a3e JToKaTbHbBIX
U pacmpe/iefieHHbIX  MH(OPMAIMOHHBIX CHUCTEM  BHE 3aBHUCHUMOCTH  OT
NOAKITFOUECHUS



YassnmocTtun

MCTouHMK |
yrposbl

Hapywurtens

BHewwHui

BHyTpeHHui

ﬂl/il_la, umMmerwmne CaHKLLIAOHIApOBaHHbII;I
— [OCTYyn B KOHTPONMPYEMYIO 30HY, HO He
umetowme aoctyna k MOH

BaperncTpupoBaHHbIli nonb3oBaTens

] MHOPMAaLMOHHBIX PECYPCOB, MMeoLLniA

orpaHvyeHHble npaea goctyna k MNOH
NCNAOH c pabo4yero mecta

Monb3oBaTenu MHPOPMAaLIMOHHbIX
[ pecypcos, ocyuiecTeRsIOWLME yaANEHHbIN
poctyn k MAH no NIBC

3aperncTpupoBaHHblii Nonb3osaress ¢
ml NOMHOMOUUSIMU CUCTEMHOIO
agmuHuctpaTtopa UCMOH

3aperncTpupoBaHHbIi NonbL3oBaTens C
il NOMHOMOUMSIMU aAMUHUCTPATOPa
6esonacHocTu NCTOH

Y

A

VCnaw

YassumocTun MO

YA3BYMOCTM MMKPOMPOrpamm,
NpOLUMBOK

YA3BMMOCTW ApaliBEPOB annapaTHbIX
cpeacts

4 YS3BMMOCTU OMNepaLmOHHbIX CUCTEM

B npouecce nHuumnanusauyumn OC

B He3alLMLIEHHOM peXnMe paboTbl
npoteccopa

B npouecce hyHyLMOHUPOBaHNS
OC B NpYBUNErMPOBAHHOM pexuve

~{ YsassumMocTu npuknagHoro Mo ‘

~1 YassumocTu cneumnansHoro MO ‘

—{ YassumocTn MO nonb3osatens ‘

MporpammucTbl-paspaboTymkn
npuknagHoro MO v nuua,

1 oSecneqMBalou.wle €ro conposoXxgeHve B

mncnax

PaspaboTunku n nuua, obecneymsaioLine
nocTaeky, conpoBoxaeHvie B UICMNOH

[pyrue kaTeropuu NUL, B COOTBETCTBUAN C
oprwtaTHon cTpykTypoin UCMAOH

MporpamMmHo-annapaTHasi
3aKknagka

|—{ KowcTpykTuBHo BCTpoeHHas |

— ABTOHOMHas |

—{ BpenoHocHas nporpamma l

—{ MporpamMmHble 3aknaakv ‘

—‘ MporpamMmHble BUPYChbI ‘

BpeoHOCHbIE Mporpammel,
pacnpocTpaHsioLmecs no
ceTn (4epsn)

[pyrve BpeloHOCHbIE
nporpaMmb!

WNCMNOH nporpamMmmHo-annapaTHow 3aknagku

YA3BMMOCTHU, BbI3BaHHbIE HAaNUYNem B

YA3BMMOCTU, CBsI3aHHbIEe C peanuaauunen
NPOTOKOSIOB ceTeBoro EGaMMO[Z\eIZCTEIAH "
KaHanos nepeaayv AaHHbIX

YA3BMMOCTH, Bbl3BaHHbIE HegocTaTkamu
opranunsauum T3 ot HC

Yassumoctn C3U ‘

Y$3BUMOCTU NPOrpaMmHo-annapaTHbIX
cpenct VICMOH B peaynbTaTte c6oeB B
paboTe, OTka3oB 3TUX CPEACTB

Hanuune TexHnyeckux kaHanos yTeuku
nHdpopmMauum

peanu3aunn

Cnoco6

yrposbl

WNcnonb3oBaHue CyuiecTByOwmnx
yHSEMMOCTeVI nporpamMmHo-annapaTtHoro
o6ecneyveHus VCMOH, No3BonsoWwmnX:

# O6xoanTb C3U1N ‘

4 [ecTpyKTUBHO BO3eicTBOBaTbL Ha C3U

BckpbIBaTh UNW NepexeathbiBaTh
naponu

Vicnonb3oBaTk yA3BUMOCTN
NPOTOKOSOB ceTeBoro

1 B3aMMOAENCTBMA N KaHanos

nepefayv aHHbIX, No3Bonsaowne:

—{ MepexBaTbiBaTh MHMOPMaLMIO

MoauduumposaTb
nepej OaHHble

MeperpyxaTb pecypcbl UCMOH
(oTka3 B obcnyxmBaHum)

BHeapsTh BPEAOHOCHbIE
nporpammb!

MonyyaTe yaaneHHsin HCO k
cucteme

Pasrnawatb n OpraHu3oBbIiBaTh
L yTeuKy nHgopmaumm Ha

HesalWLLeHHble paGoune MecTa
ncnou

Mcnone3oBaTte OCTaTOuHYIO,
— HeyudTeHHyto nHdopmaumio (c6op
«Mmycopa»)

Vcnonb3oBaTk HETPaANLIMOHHbIE
—  (cTeraHorpacumyeckune) kaHanbl
nepepayv nHdopmauumn

BHegpeHne (BHeceHne) HOBbIX
yaasumocTen B ICIMOH Ha aTane
npoeKkTMpoBaHus, pa3paboTkn n

conposoxaexust UCIMOH

VicnonbsosaHue HewTaTHoro MO ‘

BHeceHve ysi3BuMocTel ¢
MCMNOMb30BaHNEM LITATHbIX CPEACTB

O6meH nporpaMmMamu 1 JaHHbIMU,
coaepXalnMu BbINOSHAEMbIe
MoAynun (CKpUNTLI, Makpock! U T.4)

WNameHeHne koHpurypaumm NO ‘

Moaudukauusi MO 1 AaHHbIX ‘

a3paboTka BpeOHOCHbIX
nporpamMmm
My6nukauus, pasrnawieHne
3aWmuaemMbiX cBeAeHUn

O6bekT - [ecTpyKTnBHOE
o had gl -
BO3OencTBuaA aencrtene
WNHdbopmauus, obpabaTtbiBaemas Ha HapyweHune
APM (ysne) UCNAH, Haxopswascs: — KOHMAEHUMANBEHOCTN

Ha oTuyxaaembix HocuTensix
VHopmaummn

._‘ Ha rubkux MarHUTHbIX AnCKax

_{ Ha xecTknx marHMTHbIX Anckax ‘

—‘ Ha Hakonutensx ZIP

Ha HakonuTensx anekTpoHHow
namaTu Tuna dneww

YTeuka nHdopmaumumn ‘

HecaHkuunoHnposaHHoe
KOnMpoBaHue

MepexBaT nHcdopmaumm B KaHanax
nepenaayu AaHHbIX

Pasrnawenwne (ny6nukauus)
ol HdopMaLun

Ha ayavio-, BuaeokacceTtax,
MarHUTHbIX NeHTax

4 Ha onTuyeckux komnakT-guckax ‘

B coToBbIx TenedoHrax,

— KapMaHHbIX KOMMNblOTEpax,

undpoBbIx hoToannaparax, mp3-
npourpbiBaTensax

ﬂ B undpoBbix BUaeokamepax ‘

4{ B apyrux yctpomncreax

Ha BCTPOEHHBIX HOCUTENsAX
[ONrOBPEMEHHOTO XpaHeHs!
vHdopmMauumn

Ha »ecTknx MarHWTHbIX AucKax

B N3y

Ha nepenporpammupyembix
(nepesanucbiBaemblx)
3anoMVHaKLWMX YyCTpoUCTBax

B cpeacTtBax o6paboTku 1 xpaHeHus
onepaTuneHol nHcopmauum

HapyuieHve LenoctHocTu
(yHUuTOXEHMe, Mmoandukaums,
AesnHdopmMauus)

|

Boagencteue Ha 1O v AaHHble
noneb3osartens

BospeincTteune Ha
| MUKpOMNporpaMmmebl, aHHbIE U
Apawsepsbl ycTponcts UCMNOH

BospeiicTBre Ha nporpammbl,
[aHHble 1 ApariBepbl YCTPOWCTB,
obecneunsarolmx sarpysky OC u

C3W 1 nx pyHKUMOHMpPOBaHUe

BospencTterne Ha nporpamMmmbl U
AaHHble NPUKNaaHOro 1
cneumnansHoro MO

BHepapeHue BpegoHocHoOM
1 nporpamMmmsbl, NporpaMmmHo-
annapaTHon 3aknagkv v ap.

BospeicTtere Ha cpeacTea
ynpaBneHusi KoHpurypaumen cetn

_‘ Bosgeicteme Ha C3U ‘

B onepaTtuBHoO namsitn ‘

B kew-namsTtn, B 6ycdepax
BBOAa/BbIBOAA

B Buaeo-namatmn ‘

B onepaTtuBHoOM namaTtu
NOAKNIOYaEMbIX YCTPOWCTB

WHdopmaums B cpeacreax,

L peanusylolux ceTesoe
B3aMMOAeicTBIE, 1 kaHanax nepeaaym

AaHHbIX B CETN

B mapLupyTusaTtopax ‘

B apyrvx ycTpoiicTeax komMmyTaumm ‘

Pucynok 3. Dnements! onucanus yrpo3 HCJl x undopmanuu 8 UCIIx

— HapyweHnue goctynHoctu

HapylieHne dyHKLUNMOHNPOBaHUS
u oTKa3bl cpeacTs o6paboTku
vHdopmaumu, cpeacTs Beoga/
BbIBOAA UHOPMALMK, CPEACTB

XpaHeHust nHdopmaumm,
annapaTypbl U KaHanos
nepegayv faHHbIX

HapylieHue 1 oTkasbl B
pyHKUMOHNpoBaHun C3U

(44
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nHpopManronHoro ooMena. Mx peanuzamnusi o0yCIOBI€HA TEM, UTO TIPH pa3paboOTKe
CUCTEMHOTO WM NPHUKIATHOTO MPOrPAaMMHOTO OOECIeYeHUss HE YUYUTHIBAECTCS
BO3MO>KHOCTb MPETHAMEPEHHBIX JEUCTBUI MO 1IeJICHANPABICHHOMY U3MEHEHUIO!

coliepKaHus cly>keOHOM MHGOpMAIIMK B MTaKeTaX COOOIICHH, epeaBaeMbIX
0 CETH;

yCcioBui 00paOOTKM JaHHBIX (HANpUMeEp, UTHOPUPOBAHWUE OTPAHUYCHHUH Ha
JUTMHY TMaKeTa COOOIICHUs);

dbopMaToB TpelnCTaBieHUS JAHHBIX (C HECOOTBETCTBUEM HW3MEHEHHBIX
¢bopMaToB, yCTAaHOBIEHHBIX I OOpabOTKM MO  MPOTOKOJaM  CETEBOTO
B3aMMOJICUCTBUS);

MPOTPaMMHOTr0 obecriedeHus: 00pabOTKU JaHHBIX.

B pesynmprare peanmzanmm yrpo3 «OTkaza B OOCITYyKUBAaHUW» MPOUCXOIUT
nepenojiHeHne OydepoB u OJIOKUPOBAHUE MPOIEAYP OOPAOOTKH, «3AIMKIMBAHUE)
npoueayp oO0pabOTKM U «3aBUCaHUE» KOMIIbIOTEpa, OTOpachlBaHHE MAKETOB
coobmienuit u ap. Onucanue Takux yrpo3 (popMaibHO MOXKET OBbITh MPEICTaBICHO
CJIEYIOIIUM 00pa3oM:

yepoza  «Omkaza 6  ooOcayxcuganuuy: =  <UCMOYHUK  YepO3bl™>,
<ysazeumocmo UCII/[n>, <cnocob peanuzayuu yzposvlr™>, <00bekm 6030elcmeus
(nocumenv  I1/{n)>, <muenocpeocmeenmwlli pe3yabmam  peanuzayuu  yepo3wvl
(nepenonnenue 6ygepa, oOroxuposanue npoyedypvl 00PAbOMKU, «3AYUKIUBAHUEY
obpabomku u m.n.)>,

YTpo3sl BHEIPEHUS BPEIOHOCHBIX ITpOrpaMM (IIpOorpaMMHO-MaTeMaTHYECKOTO
BO3JICHCTBUS) HEIIEIIECOOOPA3HO OIMKMCHIBATH C TOW JKE€ METATbHOCTBIO, YTO U
BBIIIEyKa3aHHBIE YTPO3bl. ITO 0OYCIOBJICHO TEM, UTO,

BO-TIEPBBIX, KOJWUYECTBO BPEAOHOCHBIX IPOTPAMM CETOMHS YK€ 3HAYNUTEIBHO
MPEBBIIIACT CTO ThICAY. BO-BTOPBIX, MPU OpraHU3aluu 3alIUTH HHGOpMAITUU

Ha TMpaKTUKE, KaK TMPaBWIO, JOCTAaTOYHO JHIIL 3HATh KJIacC BPEIOHOCHOMN
IPOTPaMMBI, CIIOCOOBI U TIOCJICACTBHS OT €€ BHeApeHUs (MHpuupoBanus). B cBs3u
C 3TUM Yrpo3bl MporpamMMHO-maTeMatuueckoro Bo3zaeicteus (IIMB) ¢opmanbHo
MOTYT OBITh TIPEACTABIEHBI CIICAYIOIIHM 00Pa30M:

yveposza IIMB ¢ UCII/]n: = <knacc 8pedOHOCHOU npocpammwvl (C yKazaHuem
cpeovl obumanus)>, <UCMOUYHUK Y2po3bl (HOcumenb 8PeO0OHOCHOU NPOSPAMMbL)™>,
<cnocob unguyuposanus>, <o0bveKm 8030eUcmeus (3a2py304Hblil CeKmop,
paiin u m.n.)>, <onucaHue B03MOJHCHBIX 0ecmpyKmuGHbLX
Oeticmsuii™>, <O0ONoJHUMENbHASL UHGOpMayus 00 yepose (Pe3udeHmHoCmb, CKOPOCHLb
pacnpocmpanenust, NOIUMOPOUUHOCHb U Op.)>.

Hwxke nmaercs oOmas xXapakTEpPHCTHKAa HMCTOYHUKOB YIpo3 O€30MacHOCTH
nH(pOpMaIUK, yI3BUMOCTEH, KOTOPhIE MOTYT OBITh MCIOJB30BAaHBI MPU peaTu3aluu
yrpo3 HCJI, u xapakrtepucTuka pe3yJbTaTOB HECAHKIIMOHUPOBAHHOTO WIIH
CIIy4JaitHOTO J0ocTyna. XapaKTepUCTUKA CIIOCOOOB peamu3aify yrpo3 JaeTcs
Opy ONUCAaHWK Yyrpo3 JAocTyna (MPOHUKHOBEHHS) B OMNEPALMOHHYIO Cpeay
KOMIIBIOTEPA, YyTPO3 0TKa3a B 00ciykuBanuu u yrpo3 [IMB.
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5.1. O6miast XxapaKTepUCTUKA UCTOYHUKOB YIPO3 HECAHKIIHOHMPOBAHHOTO I0CTYIA
B MHPOPMALMOHHOM CUCTEME MEPCOHAIBbHBIX JAHHBIX

Ucrounnkamu yrpo3z HCJl B UCII/IH MOryT OBITS:

HapyIIUTENb;

HOCHUTEIb BPEJIOHOCHOM IPOTPaMMBbI;

anraparHas 3aKJIaJIKa.

VYrpo3sl 6e3onacHoctu [1JIH, cBsi3aHHBIE C BHEIPEHUEM allapaTHBIX 3aKIa/I0K,
ONPENENSIOTCS B COOTBETCTBUU C HOPMATUBHBIM JoKyMeHTamu DenepaibHO
cimyx0b1 6e30macHoCcTH Poccmiickoit denepariuu B yCTAHOBIICHHOM €10 TTOPSIIKE.

[Io HanMuuiO MpaBa NOCTOSIHHOTO WJIM PAa30BOI0 JOCTYyNa B KOHTPOJIUPYEMYIO
3ony (K3) UCII[H HapymuTenu noapas3aessitoTcs Ha JiBa THUIIA:

HapymuTenu, He umeronue gocryna k MCIIJIH, peanusyroume yrpo3sl u3
BHEIIHUX CETEM CBsI3M OOIIEro MOJIb30BaHUS U (WJIM) CEeTe MEXIyHapOJHOTO
UH(OPMAITMOHHOTO 0OMEHA, — BHEIIIHUE HAPYIIUTENH;

HapymmTenu, umerontue goctyn k UCITIH, Bkirovas nons3oBateneit UCII/IH,
peanuzyronme yrpossl HenocpeactBeHHO B CII{H, — BHyTpeHHHE HAPYIITUTEH.

BHemHuMH HapymuTeasiMid MOTYT OBITh:

pa3BebIBaTENbHBIE CITY>KOBI TOCYIapCTB;

KPUMUHAJIbHBIE CTPYKTYPBHI;

KOHKYPEHTHI (KOHKYPHUPYIOIINE OpraHnu3alim);

HEZI0OPOCOBECTHBIE TAPTHEPHI,

BHEIIIHUE CYOBEKTHI (PU3HMUECKUE JIULIA).

BHentHui HapylmuTenb UMEET CIAEAYIOIIE BO3MOKHOCTH:

OCYIIECTBJISITh HECAHKITMOHUPOBAHHBIN JIOCTYN K KaHaJlaM CBSI3U, BBIXOJISIIIUM
3a MpeIelibl CITY>KEOHBIX TOMEIICHUH;

OCYILIECTBJISITh HECAHKIIMOHUPOBAHHBIN JOCTYIl 4Yepe3 aBTOMATU3UPOBAHHBIC
pabouune MecTa, OJKIIOUEHHBIC K CETSIM CBSI3M OOIIEro MoJIb30BaHUs U (M) CETSIM
MEXIYHapPOIHOTO MH(DOPMAITMOHHOTO OOMEHA;

OCYIIECTBIISATh HECAHKIIMOHUPOBAHHBIN OCTYI K UHPOpMaIIUU
C HCHOJb30BAHUEM CIHEHHAIBHBIX MPOTPAMMHBIX BO3JIEUCTBUN TMOCPEICTBOM
OpPOrpaMMHBIX  BHUPYCOB, BPEIOHOCHBIX IMPOTPaMM, aJTOPUTMUYECKUX WU
MPOTPAMMHBIX 3aKJIJI0K;

OCYIIECTBJISITh ~ HECAHKIIMOHMPOBAHHBIM  JOCTYNl ~ 4Yepe3  DJIEMEHTHI
uHpopmanmonHoir uHppactpykrypel HWCII[IH, KoTOpble B MpoLEcce CBOETO
KU3HEHHOT0 IMKjiIa (MOJEPHHM3AIMH, COMPOBOXKIACHHUS, PEMOHTA, YTHUIU3AIINN)
OKa3bIBAIOTCS 32 MpeieslaMi KOHTPOJIUPYEMOM 30HBI;

OCYIIECTBJISITh HECAHKIIMOHUPOBAHHBIM JOCTYN 4epe3 HH(POpMAIMOHHBIE
CHUCTEMBI B3aMMOJCUCTBYIOIIMX BEJIOMCTB, OPraHM3alMU M YUYPEKICHUU IPU KX
noakmoueHuu Kk UCITH.

B03M0HOCTH BHYTPEHHETO HAPYIIUTENS CYIIIECTBEHHBIM 00pa30M 3aBUCAT
OT JICUCTBYIOILIUX B MpeJesax KOHTPOJIUPYEMOH 30HBI PEKUMHBIX
Y OpraHU3alMOHHO-TEXHUYECKUX MEpP 3alUThI, B TOM YHUCJIE MO TONMYCKY (hU3NYECKUX
mun K [TJIH 1 KOHTpOJIIO TIopsiiKa MPpoBeIeHUs padoT.
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BHyTpeHHME NOTEHIMANbHBIE HAPYLIMTENN MOAPA3ACIAIOTCI Ha BOCEMb
KaTeropuil B 3aBUCUMOCTH OT criocoda J1ocTyna U nosHomouuit focryna k [1/1H.

K nepBoii kaTeropum OTHOCSTCS JIMIA, UMEIOIINE CAHKIIMOHUPOBAHHBIN JOCTY
k UCII/H, HO HEe nMmeromue noctyna K [IJIH. K aToMy Tummy HapymuTenei OTHOCSITCS
JIOJDKHOCTHBIC JTUIIa, obecrieunBaroIiie HopManbHoe ¢pyHkironupopanue UCI/IH.
JIM10 ATOM KaTeropuu, MOXKET:

UMETh JOCTyn K (¢parmMentam wuHpopmanuu, coaepxameid I[I[ln u
pPacIpOCTPaHSIONICHCS IO BHYyTpeHHUM KaHanaM cBsizu UCII/IH;

pacnonarath  ¢parMmeHTamu  uHGopMammu o  tomosiormu  WCII/IH
(KOMMYHUKAIIUOHHOM YacTH TOJACETH) U 00 HCIOJIb3YEMbIX KOMMYHUKAIIMOHHBIX
IIPOTOKOJIAX U UX CEPBUCAX;

pacronaraTh UMEHAMH W BECTU BBISBIICHHE MApPOJIEN 3aperHCTPUPOBAHHBIX
MOJIb30BaTEIICH;

U3MEHATh KOoHburypanuio TexHudeckux cpeiacts WMCIIIH, BHOCUTh B Hee
[IPOrpaMMHO-aMNIMapaTHbIE 3aKIaJAKU U 00eCIeunBaTh CheM HHPOPMALIMH, UCTIOIb3YS
HETIOCPEICTBEHHOE MOJKIIIOUEHHE K TeXHuYecKuM cpeactBam MCITJIH.

Ko BTOpO#i Kareropum OTHOCATCS 3aperucTpupoBanHeie nmonszosarenu UCI/IH,
OCYILIECTBIISIIOIINE OrpaHUYEHHBIN AocTyI K pecypcam UCII/IH
¢ pabouero mecra.

JInno stoi kareropuu:

o0JaaeT BCEMU BO3MOKHOCTSAMH JIMLL IIEPBOIl KATErOpUU;

3HAET, 10 MEHBIIEH Mepe, OJHO JIEraIbHOE UMS JOCTYIIA;

o0nagaer BCeMU HEOOXOIMMBIMU aTpuOyTamu (Hampumep, mapojem),
00eCreunBarOIIMMH JIOCTYT K HEKOTOpoMy noamMHoxkecTBy [1/1H;

pacnoJyiaraeT KOHQUAECHIMATbHBIMUA JAHHBIMH, K KOTOPBIM UMEET JTOCTYII.

Ero nocrtyn, ayrentudukanus W TpaBa IO JOCTYIy K HEKOTOPOMY
noagMHOkecTBY [IJ[H AOJKHBI pErIaMEHTUPOBATHCS COOTBETCTBYIOIIMMU MPABUIaAMU
pasrpaHUyYCHUs JOCTYyIA.

K Tperbeiil kaTeropun OTHOCATCS 3apeErucTpupoBanHbie nojp3osarenu UCIIH,
OCYILECTBIISIIOIINE  yJaleHHbld Joctyn K IIJIH 1o nokanbHbIM U (WJM)
pacnpeeseHHbIM HHPOPMALIMOHHBIM CUCTEMAM.

JInio 3Toi Kareropuu:

o0JnaziaeT BceMU BO3MOKHOCTSIMHU JIMII IIEPBOM M BTOPOI KaTeropuid;

pacmionaraet nadopmarueii o Tomojoruu UCII/IH Ha 6a3e moKaIbHOM U (HUIIH)
pacnpeneneHHo MH(POPMAIIMOHHON CHUCTEMBI, 4Yepe3 KOTOPYIO OCYIIECTBIISIETCS
JOCTYTI, U 0 cocTaBe TexHnueckux cpeacts UCIIH;

HMEET BO3MOXKHOCTHb MpsiMoro (¢dusumyeckoro) mpocrtyna K ¢parMeHTam
texHuueckux cpenacts UCIIH.
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K yerBepTOil KaTeropuu OTHOCATCS 3aperucTpupoBaHHble nonb3osatenn UCIT/Ix
C MOJTHOMOYMSIMU aIMUHUCTpaTopa Oe3omacHocTH cermenTa (pparmenta) MCII/IH.

JIuno »ToM Kareropuw:

o01a/1aeT BCEMH BO3MOXHOCTSMU JIMIL IPEABIAYIIMX KaTErOpHii;

o0nanaeT noaHoW nH(pOpMalKeld 0 CHCTEMHOM M MPUKIAIHOM MPOrPaMMHOM
oOecrieueHunu, ucnoyib3yeMoM B cermente (dpparmente) UCIdH;

o0nanaeT NoJaHONM MHpOpMaLUell O TEXHUYECKUX CPENCTBAX U KOH(UTyparuu
cermenTa (pparmenta) UCII/IH;

UMEeT JOCTYN K CpPEeACTBaM 3allUThl MH(OOpPMALMA M TPOTOKOJIUPOBAHUS, a
TaK)Ke K OTJEJIbHBIM 3JIEMEHTaM, UCII0JIb3yeMbIM B cermeHTe (pparmente) UCII/H;

UMEEeT JOCTyl KO BCEM TEXHMYECKHM CpEICTBaM cerMeHTa (¢pparmeHTa)
NCIIH;

o0nafaeT mpaBaMH KOH(PUTYPUPOBAHHMS M AJIMHUHHUCTPATUBHOM HACTPOWKH
HEKOTOPOI'O MOJIMHOKECTBA TEXHUYECKUX cpecTB cermenTa (¢pparmenta) MCII/IH.

K mnaToil KaTeropum OTHOCATCS 3apETHCTPUPOBAHHBIE I10JB30BATEIN C
ITOJTHOMOYHSIMU cucTeMHOro aamunucrparopa UCII/H.

JIuno 3ToOM Kareropuw:

o01a1aeT BCEMH BO3MOXHOCTSMU JIMIL IPEABIAYIINX KaTErOpHii;

o0nanaer nojaHOW MHpOpMalLMed 0 CUCTEMHOM U MPUKIIATHOM MPOTPAMMHOM
obecrnieuernun UCII/H;

oOnafaeT MoiaHoW MH(OpManKeld 0 TEXHUYECKUX CPENCTBaX U KOH(PUTypaluu
NCIIH;

UMEET JOCTYI KO BCEM TEXHUYECKHM CpencTBaM oOpaOOoTKu MH(OpManuu u
nanabiM UCITIH;

o0nagaeT mnpaBaMH KOH(PUTYPUPOBAHMS M AJIMHUHHCTPATUBHOM HACTPOWKHU
texHuueckux cpenacts UCIIIH.

CucTeMHBI aJIMUHUCTPATOP BBIMOJIHAET KOH(QUTYPUPOBAHUE W YIPABIICHUE
nporpaMmmHbeiM obecnieueHueM (I10) u obopymoBanuem, BKJItOUash 00OpyaAOBaHUE,
oTBeyaroniee 3a 0€30MaCHOCTD 3alUIIAEMOT0 00BbEKTA: CPEACTBA KPUIITOTpadhUIeCKOn
3aIUThl UHPOPMALlMU, MOHUTOPUHTA, pETUCTpalluy, apxuBauui, 3auutel oT HCI.

K mecToil KaTeropum OTHOCATCA 3apEerMCTPUPOBAHHBIE IIOJB30BATENIN C
MOJIHOMOYMSIMU aAMUHUCTpaTopa Oe3onacHoctu UCITH.

JIuno 3TOM Kareropuw:

o01aiaeT BCEMH BO3MOXHOCTSMU JIMIL IPEABLAYIINX KaTerOpHii;

obnamaet nmoiHou nndopmarmeit 06 MCII1H;

UMeEET JIOCTYI K CPEJICTBAM 3allUThl MH(POpPMAIMU U TPOTOKOJIMPOBAHUSA U K
yacTH KIo4eBbIx aneMeHToB UCII/IH;

HE MMeEET MpaB JO0CTyNa K KOHPUTYPUPOBAHUIO TEXHUUYECKUX CPEICTB CETH 3a
UCKJIFOYCHUEM KOHTPOJIBHBIX (MHCIICKIMOHHBIX).

AnMuHHCTpaTOp  O€30MAaCHOCTM  OTBEYAeT 3a  COONIOJEHUE  MpaBUI
pasrpaHUYeHHs] JOCTyIa, 3a TEHEPALMI0 KIIOUEBBIX 3JEMEHTOB, CMEHY MapoJieH.
AamuHHCTpaTOp OE€30MacHOCTH OCYIIECTBIIIET ayAUT TeX K€ CPEJCTB 3alllUThl
00BEKTa, YTO U CUCTEMHBIN aIMUHUCTPATOP.
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K cenpmoii kaTeropyuu OTHOCSITCS MPOTPAMMHUCTHI-PAa3pabOTUUKH (TOCTABIIKHN)
MPUKIAAHOTO TPOTPAMMHOTO OOECTIeYeHHs]T W JIUIA, OOECTeUnBaIONIue €ro
CONPOBOXK/ICHHE HA 3aIHAIIAEMOM OOBEKTE.

JInmo »Ton Kareropuu:

obnamaer wuHpopmalmenr 00 ajropuT™Max U - IporpaMmax 00padbOTKH
unpopmanuu Ha UCIIH;

o0nmagaeT BO3MOXKHOCTSAMH  BHECEHHUS  OLIMOOK, HEACKIapUPOBAHHBIX
BO3MOKHOCTEHN, MPOTPAMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX MPOTPAMM B IIPOTPAMMHOE
obecneuenne UCIIJIH Ha cTaguu ee pa3paOOTKU, BHEIPEHUS U COMPOBOXKICHUS;

MOXKET pacmojararh JIOObIMH (GparMeHTaMu HWH(OpPMAIMU O TOMOJOTHH
NCII[x u TexHuueckux cpeactBax oOpadoTku u 3anuThl [1JIH, oOpabaThiBaeMbIX
B UCII/H.

K BocbMOH KaTeropuu OTHOCSTCS Pa3pabOTUYMKU U JIUIA, 00ECIEeUnBAIOIINE
MOCTABKY, COMPOBOXAEHNUE U PEMOHT TeXHn4eCcKkux cpeacTB Ha UCII/H.
JIuno 3TOM Kareropuw:

o0nazaeT BO3MOYKHOCTSIMM BHECEHHs 3aKiaJOK B TEXHMYECKHUE CpPEJCTBa
NCIIIH Ha craguu ux pa3pabOTKH, BHEAPEHUS U COITPOBOKICHUS;

MOJKET pacrojarath JIOObIMU (pparMeHTaMH HH(POPMAUU O TOIOJIOTUU
NCIIIH 1 TexHuYeCcKuX cpeacTBax o0padboTku u 3ammThl nHpopmarmu B UCIT/H.

VYKa3zaHHbIE KaTErOpUM HapYyIIWUTEIEH JOJDKHBI YYHUTHIBATHCS IIPH OLIEHKE
BO3MOKHOCTEN peanu3zauuu Y BII/IH.

Hocurenem BpeqOHOCHOW HpPOrpaMMbl MOXET OBITH aINapaTHbIM 3JIEMEHT
KOMIIBIOTEPA WJIM IIPOTPaMMHBIM KOHTEMHEp. Ecim BpemoHOCHas IporpaMma He
ACCOIMHUPYETCS ¢ KAaKOW-TMO0 MPUKIIATHON TPOrpaMMOid, TO B Ka4€CTBE €€ HOCUTEIS
paccMaTpHUBAKOTC:

OTUYXJaeMbIii HOCHUTENb, TO €CTh AUCKeTa, ontnueckuii auck (CD-R,
CD-RW), dbadmi-namsTh, OT9yXK1a€MbIii BAHUECTED U T.11.;

BCTPOEHHBIE HOCUTEIHN UH(OpMaLMK (BUHUECTEPHI, MUKPOCXEMBI OIEPaTUBHOMN
MaMsTH, TPOLECCOP, MHUKPOCXEMBbl CHUCTEMHOM IIIAThl, MHUKPOCXEMBI YCTPOWCTB,
BCTpaMBaeMbIX B CHCTEMHBIA OJIOK, — BHUJCOAJarnTepa, CETeBOM IIaThl, 3BYKOBOU
J1aThl, MOJIEMA, YCTPOWCTB BBO/Ia/BbIBOJIa MATHUTHBIX KECTKUX
Y ONTHYECKUX JUCKOB, OJIOKA MUTAHMS U T.IT., MUKPOCXEMBI IIPSIMOTO JIOCTYTIA
K [IaMATH, ILIMH Nepejadyn JaHHbIX, TOPTOB BBOJ1a/BHIBOIA);

MUKpPOCXEMbl BHEIIHUX YCTPONCTB (MOHHMTOpA, KJIaBUATypbl, MPHUHTEPA,
MoJieMa, CKaHepa H T.II.).

Ecnu BpemoHocHass mporpaMma acCOIMUPYETCs ¢ KaKOW-IMOO0 MPUKIIATHOMN
nporpaMMoii, ¢ QaillaMy, HWMEIOIIMMHU OMNpPEJEICHHbIE PACIIUPEHHUs] WM HWHBIC
aTpuOyThl, C COOOIICHUSAMHU, TIEPEIABAEMBIMHU 10 CETH, TO €€ HOCUTEIISIMU SBJISIFOTCS:

MaKeThI IIepe1aBaeMbIX M0 KOMITBIOTEPHOU CETH COOOLICHMUI;
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¢aiinbl (TeKCTOBbIC, TpadUUecKue, UCIIOIHAEMbIE U T.J1.).

5.2. O0masi xapakTepucTuKa ysa3BUMocTeil ”HGOPMAIMOHHOM CHCTEeMBbI
NMEePCOHATbHBIX JTAHHBIX

VY a3BUMOCTH HHPOPMALIMOHHOM CUCTEMBI TEPCOHANIBHBIX JAHHBIX — HEIOCTATOK
WM clladoe MECTO B CHUCTEMHOM WIIM TPHUKJIAJTHOM IMPOTrPaMMHOM (IIPOTrpaMMHO-
anmapaTHOM) OOECIEYeHUH aBTOMATU3MPOBAHHONW WH(GOPMAIMOHHON CHCTEMBI,
KOTOpBIE MOTYT OBITh HCIIONB30BAHBI ISl peaju3allid yrpo3bl OE30MacHOCTH
MIePCOHAIILHBIX TAHHBIM.

[TprurHaMU BO3HUKHOBEHUS YSI3BUMOCTEH SIBIISIOTCS:

OMMUOKA TIPH TPOCKTHPOBAHUUA M Pa3pabOTKe MPOrpaMMHOro (IporpamMmHO-
anmnapaTHOro) ooecreueHus;

OPEIHAMEPEHHBIE  JIEWCTBUS 1O BHECEHMIO  YSI3BHUMOCTEH B XOJI€
MIPOCKTUPOBAHMUSI W  Pa3padOTKM MPOrpaMMHOro  (IporpaMMHO-AINIAPaTHOTO)
o0ecTIcUeHMS,

HEIMpaBUJIbHBIE HACTPOMKHA MPOrPaMMHOIO OO€CIEeUeHUsl, HEMPaBOMEPHOE
U3MEHEHUE PEeKUMOB pabOThl yCTPOMCTB U IPOrpaMM;

HECAaHKIIMOHUPOBAHHOE BHEAPEHUE U MCIOJIb30BAHUE HEYUTEHHBIX IIPOIPAMM C
HOCEAYIOUMM HEOOOCHOBAaHHBIM PacX0J0BaHUEM PECYPCOB (3arpy3ka Mporeccopa,
3aXBaT OMEPATUBHOM MaMAITH U NaMSITH Ha BHEIIHUX HOCUTEIISX);

BHEJIPEHUE BPEIOHOCHBIX MPOTPAMM, CO3AAIOIINX YSI3BUMOCTH B IPOrPAMMHOM
Y IPOTrPaMMHO-AIIAPATHOM 00eCIIeYEHNH;

HECAHKIMOHUPOBAHHbIC  HEYMBIIUICHHbIE  JIEMUCTBUA  MOJIb30BATEIEH,
IPUBOJSIINE K BOSHUKHOBEHHIO YSA3BUMOCTEN;

cobou B paboTe ammapaTHOrO W MPOTrpaMMHOTO oOecrieueHus: (BbI3BaHHBIC
cOOSIMH B JIEKTPONUTAHUU, BBIXOJOM U3 CTPOS allapaTHBIX 3JIEMEHTOB B PE3YJIbTATE
CTapeHUs U CHIKCHUS HaJC)KHOCTH, BHEIIIHUMU BO3JEHCTBUSIMU DJICKTPOMArHUTHBIX
MoJIel TEXHUYECKUX YCTPOUCTB U Ap.).

Knaccuduxarms ocnoBabix yszeumocteit UCII/H npuBeneHa Ha pucyHke 4.



Knaccudukanms ys3BuMocTeit
MIPOTrpaMMHOTO 00ecIIeueHUs

|
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[UKJIa TPOrpaMMHOTO

Ilo npuunne
BO3HHUKHOBEHUS

Ilo xapakrepy
MOCJIEACTBUM OT

obecrieueHns, Ha KOTOPOM YA3BUMOCTH peanu3anuu aTak
BO3HUKAET VSI3BUMOCTH
Cuctemnoe 10
Vs3BUMOCTH, Henocrarku Va3BumocTy,
1 ™| BosHuKaroMe HA MEXAaHN3MOB HCTIONb3YEeMBIe IS
UKJIaAHOC ayTeHTU(UKALUHA
P JTane MPOSKTUPOBAHHUS yT (xcant TICPCTIOTHEHHS
MIPOrpaMMHOE ] Hveh
6 MIPOTPaMMHOTO vihena
obecrneueHne
obecnedeHus Henocrarku v
3aIUTHl YYETHBIX S3BUMOCTH,
o HCTIOJTBb3YEeMBbIC JIIIS
peanuzaryu | 3anucen
noa00pa mapoIst WK
MPOTrPaMMHOTO
Hannaune naeHTuduKaTopa
obecreueHus .
(ynxumii,
HHCTAUTSALUH 1 MO3BOJISFOIINX
1 i VYsa3BUMOCTH,
»| HacTpoWku BBIOJTHSTH
HCTIOJIb3YEeMBIE IS
MPOTPaMMHOTO CCTPYKTUBHBIE
porp A N Py HU3MEHCHUs [IPaB
naticToua
JOCTyma
OTtcyrcTBHE
MPOBEPKU
> POBEP Ysa3BuMocTH,
KOPPEKTHOCTH
HCTIOIb3YEeMBbIe IS
BXO/JHBIX JTaHHBIX —>
peanu3anuy aTaku
«Otka3 B
00CITYKUBaHUIDY

Pucynox 4. Knaccudukanus ys3BUMOCTEH TPOrpaMMHOT0 o0ecriedeHust

Hwxke mpencraBieHa oOmas XapakTEpUCTHKA OCHOBHBIX TPYII YS3BUMOCTEH
NCII/IH, BKIFOYAIOMIMX:

VS3BUMOCTH  CHUCTEMHOTO TIPOTPaMMHOTO oOecredeHuss (B TOM  YHCIE
MPOTOKOJIOB CETEBOTO B3aMMOJICHCTBHS);

YSI3BUMOCTH MPUKIIAIHOTO MPOTPAMMHOTO 0OecrieueH sl (B TOM YUCJIE CPENICTB
3amUThl THHOPMALIHH).

5.2.1. O0mas xapakTepucTHKA YA3BUMOCTEeH CHCTEeMHOI0 NPOrpaMMHOI0
o0ecrieyeHns

VSA3BUMOCTH  CHCTEMHOTO  IMPOTPaMMHOIO  oOecreueHuss HeoO0XOIUMO
paccMaTpUBaTh C IPUBSA3KON K apXUTEKTYPE MOCTPOCHUS BBIUMCITUTENBHBIX CUCTEM.

[Ipu 5TOM BO3MOKHBI YSA3BUMOCTH:

B MHUKponporpammax, B npommuskax [13VY, TIII3VY;

B CpPEICTBax ONEPALMOHHON CUCTEMBI, NPEIHAa3HAYCHHBIX I YIPABICHUS
nokanbHeIMH  pecypcamu  WCII[IH (oOecmeunBaronux BBITIOJHEHUE (DYHKIIHIMA
yIOpaBleHUs MpoLeccaMy, NamsIThlo, yCTPOMCTBAMU BBOJ1a/BbIBO/A, UHTEPHEHCOM C
M0JIb30BATENIEM U T.I1.), pailBepax, yTUINTaXx;

B CpEACTBaxX ONEPALMOHHON CHUCTEMBI, MPEAHA3HAYEHHBIX JI BBITOJIHEHHUS
BCIIOMOTATENbHbIX QYHKUUN, — YTHIINTAX (apXUBUPOBaHMUS, AedparMeHTalMH U JIp.),
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CHUCTEMHBIX 00palaThIBAIONIMX MporpamMmax (KOMIMISTOPAaX, KOMIIOHOBIIUKAX,
OTJaI4YMKax M T.II.), IpOrpaMMax MpPeAOCTaBICHUS MMOJIb30BATEIIO TOTOIHUTEIbHBIX
ycIyr (CHenuanbHbIX BapuaHTax HHTepdeica, KaJabKylsiaTopax, Hrpax # T.IL.),
OuOIMOTEeKax MPOIEAYp Pa3TUYHOTO HazHayeHHs (OMOIMOTeKaX MaTeMaTHYEeCKHX
¢yHKui, QyHKIMI BBOJA/BBIBO/IA U T.11.);

B CpEICTBaX KOMMYHHKALIMOHHOTO B3aUMOJCHCTBUS (CETEBBIX CPEICTBAX)
OTIEePALIMOHHOMN CUCTEMBI.

VYS3BUMOCTH B MHUKPOIIPOIpaMMax M B CPEICTBAX OINEPAIlMOHHOW CHCTEMBI,

peIHa3HAYEHHBIX JUIsl YIPABJICHUS JOKAJIBHBIMU pECypcaMu M BCIIOMOTaTEIbHBIMU
(GYHKIUSIMEU, MOTYT MPEACTABIATH COOOI:

(YHKIIMM, TpOLENypbl, U3MEHEHHE IapaMEeTPOB KOTOPBIX OIpEAEICHHBIM
0o0pa3oM IMO3BOJIAET HMCHOJB30BATh UX JJII HECAHKUIMOHUPOBAHHOIO AocTyna 0e3
oOHapyKEeHUsI TAKMX U3MEHEHUH ONepaliMOHHON CUCTEMOM;

(parMeHTHl KoAa NporpaMm («AbIPbD», «JIIOKW»), BBEJICHHBIE Pa3pabOTUNKOM,
HO3BOJISAIOIIME O0XOAUTH MPOLEAYPhl WACHTU(PUKAINY, ayTeHTU(DUKALIMH, TTPOBEPKU
LEJOCTHOCTH U JIp.;

OTCYTCTBHE HEOOXOAMMBIX CPEIACTB 3alUThl (ayTEHTU(UKALMH, TNPOBEPKU
LIEJIOCTHOCTH, MPOBEPKHU dbopmarToB COOOILICHU, 0JIOKMpOBaHUS
HECaHKIIUOHUPOBAHHO MOIU(UIUPOBAHHBIX QYHKIUH U T.I1.);

OIIMOKH B Mporpammax (B 0ObsIBICHUHU MEPEMEHHBIX, (PYHKIUI U MpoLeayp, B
KOJaxX IMporpaMM), KOTOpbIE MpU ONPEICIICHHBIX YCIOBUSAX (Hampumep, INpu
BBIIIOJIHEHUH JIOTUYECKUX IEPEXO0J0B) MPUBOAAT K COOSIM, B TOM 4YHCIE K COOAM
(YHKIIMOHUPOBAHUS CPEJICTB U CUCTEM 3aLUThI HH()OPMALIUH.

VYS3BUMOCTH MPOTOKOJIOB CETEBOIO B3aMMOJICHCTBHSI CBSA3aHbI C OCOOEHHOCTSIMU

MX TPOrpaMMHOM peanu3alud U OOYCJIOBJIEHbl OrPAaHUYECHUSMHU Ha pa3Mepsl

npuMeHsieMoro Oydepa, HelmoCTaTKaMu MPOLEAYPbl ayTeHTU(UKALUHN, OTCYTCTBHEM

MIPOBEPOK MPABUIBHOCTHU CITy>k€OHOM nH(popMaluu u ip. Kpatkas xapakTepucTuKa 3TUX
YSI3BUMOCTEH MPUMEHUTENBHO K POTOKOJIaM IpUBE/IeHa B Ta0IuUIE 2.

Tabmuma 2

VYS3BUMOCTH OT/CIBHBIX MPOTOKOJIOB cTeKa mpoTokosioB TCP/IP,
Ha 0aze KOTOporo GyHKIIMOHUPYIOT rI100aJIbHBIE CETH OOIETO MOJIb30BaAHUS

HaunmenoBanne YpoBennb HaunmenoBanne Copepxanne HapylIeHUs
NMPOTOKO.J1a cTeKa (XapaKkTepHCTHKA) YA3BUMOCTH | Oe3omacHocTH HHGpOpMannu
NPOTOKOJIOB
FTP (File Transfer |IIpuknaguoii, | 1. AyrenTudukanus Ha 6aze B03MOXHOCTE IIepexBaTa JaHHBIX
Protocol) — NpEACTaBU- | OTKPBITOrO TEKCTa (apoiu Y4YETHOM 3amucu (UMeH
IIPOTOKOJI TEJIbHBIH, [IEPECHUIAIOTCS B 3aperucTpUPOBaHHBIX
niepegaun HauioB | CEaHCOBBIH He3alu(ppoBaHHOM BHUJIEC) TTOJTH30BATENICH, TTAPOJICii).
IO CETH 2. JlocTyn IO yMOJYaHHIO ITony4eHue ynaneHHOro NOCTyIa
3. Hanuume a1BYX OTKPBITHIX K X0cTaM
HIOPTOB
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telnet — mporokon | Ilpuxmamuoii, | Ayrentrdukanus Ha 6aze Bo3MoxkHOCTb nepexBara JaHHbIX

yIpaBICHUS MPEJICTABU- | OTKPBITOTO TEKCTA (Tapon YYETHOW 3aITUCH MOJIb30BaTEIsI.

yIaJICHHBIM TEJbHBIN, MIEPECHUIAIOTCS B [Tony4eHue ynaneHHOTO AOCTyMa

TepMUHATIOM CEaHCOBBII He3amu(GpoBaHHOM BHU/IC) K XOCTaM

UDP — mpotokon | Tpancnopr- | OTCyTCTBHE MEXaHH3Ma Bo3MoXHOCTE peanu3annn

nepeiayu JaHHbIX | HBIH MPEOTBPAIICHUS MTEPErpy30K UDP-mtopma.

0€3 yCTaHOBJICHHS oydepa B pesynbpTare 0OMeHa makeramu

COETMHEHUS MPOUCXOANT CYIIECTBEHHOE

CHI)KEHHE TIPOM3BOIUTEIBHOCTH
cepsepa

ARP — mpotokon CereBoit Aytentudukanus Ha 0aze Bo3moxHOCTE TIEpexBara

npeoOpa3oBaHUs OTKPBITOTO TeKcTa (MHpopMaIis | Tpaduka moIb30BaTess

IP-anpeca B nepechUIaeTcs B 3JI0YMBIIUICHHUKOM

¢dusnueckuii agpec He3aInppOBaHHOM BUJIE)

RIP — mpotokon Tparcnopt- | OTcyTcTBHE ayTeHTH(PHUKAIIH Bo03MOXHOCTE TIepeHanpaBIcHUS

MapupyTHOH HBIH YHPaBISIONINX COOOIIeHHH 00 Tpaduka gepes XocT

nH(pOopMaIuu W3MEHEHUU MapIIpyTa 3JI0YMBIIUICHHUKA

TCP — nporokon Tpancnopr- | OTCyTCTBHE MEXaHU3MA CylIecTBEHHOE CHIDKEHUE

yIpaBJICHUS HBIH MIPOBEPKU KOPPEKTHOCTH CKOpOCTH OOMeHa U Jaxe

nepenaven 3aIIOTHEHUS CITY)KEOHBIX TIOJTHBINA Pa3phIB MPOU3BOIBHBIX
3aroJ0BKOB IAaKeTa coeauHeHui no nporokory TCP

DNS —nporokon | [Ipuknamuol, | OTcyTcTBHE cpenacTs npoBepku | Danbcudukanus oTBeTa

YCTaHOBJICHUS OpEACTaBU- | ayTeHTU(UKAIMN TOTYYESHHBIX DNS-cepBepa

COOTBETCTBHS TEJbHBIN, JTAHHBIX OT HCTOYHUKA

MHEMOHHYECKUX CEaHCOBBII

HMMEH M CETEBBIX

aJIpecoB

IGMP — nporokon | CeteBoii OtcyTcTBUE ayTeHTH(DUKAITUH 3aBHCaHUE CHCTEM

nepenavn coo0IeHni 00 U3MEHEHUH Win 9x/NT/200

COOOIIeHHH 0 MapaMeTpoB MapIIpyTa

MapIIpPyTU3aIUU

SMTP — npotokon | [Ipuknanuoit, | OTCyTCTBHE TOIACPKKU Bo03MOXXHOCTEL MOAAETBIBAaHNS

obecrnieueHus MPENICTaBU- | ayTeHTU()UKAIINY 3aT0JI0BKOB COOOIIEHUH IEKTPOHHOH MOYTHI,

cepBHca JOCTaBKU | TEIHHBIH, co00IIeHu a TarxKe ajpeca OTIPABUTEINS

cooO01IeHHi o CEaHCOBBII cooOmeHus

3JIEKTPOHHOM MOYTE

SNMP — mpotokon | [Ipuknanuoit, | OTCyTCTBHE MOIISPKKA B03MOXHOCTB TeperoTHeHus

yIpaBIeHUS MPENICTaBU- | ayTeHTU()UKAIINY 3aT0JI0BKOB MPOITYCKHON CIIOCOOHOCTH CETH

MapUIPyTHU3aTOPAMHU | TENbHBIMH, CO00IIeHU I

B CETAX CEaHCOBBII

Jlns  cucreMartW3alMM  ONHMCAHUS MHOXECTBA YSA3BUMOCTEH HMCIOJIB3YETCS
enuHas 0aza ganHbIX ys3BuMoctet CVE (Common Vulnerabilities and Exposures),

B pa3pabOTKe KOTOPOW NPUHUMAIH Y4YaCcTHE CIICIIHATUCTBI MHOTHX HW3BECTHBIX
KoMIaHui u opranusanuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR, L-
3, CyberSafe, CERT, Carnegie Mellon University, uactutyr SANS u 1.1. Ota 0a3a
JTAHHBIX MTOCTOSTHHO TTOTIOJHSCTCS W MCIIONB3YETCs TTPH (POPMHUPOBAHUN 0a3 JaHHBIX
MHOTOYHCIICHHBIX MPOIPAMMHBIX CPEACTB aHAIM3a 3alUIIESHHOCTH H, IPEXKIC BCETO,

CETEBBIX CKAaHEPOB.

5.2.2. O61mas xapakTepUCTHKA YI3BUMOCTE NMPUKJIATHOTO MPOTPAMMHOIO
odecnmeueHus

K npuknagHoMy mnporpaMMHOMY OOECIEUYEHHIO OTHOCSTCS MPUKIAIHbIC
IPOrpaMMbl OOILIETO MOJIb30BAHUS U CTIEHIUATIbHBIE MPUKIIAIHBIE IPOTPAMMBI.
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[IpuknanHeie mporpaMMbl OOIIETO MOJIb30BAHMS — TEKCTOBBIE U TpaduyecKue
pPEMaKTOphl, MEAua-MporpamMmbl (ayIuo- W BUIACONPOUTPHIBATENN, MPOTPAMMHEIC
CpeICTBa TpUeMa TEICBU3MOHHBIX MPOTPaMM M T.I1.), CHCTEMbI YIIPaBJICHUs 0azaMu
JaHHBIX, TPOTpaMMHBIC TUIATGOPMBI OOIIETO TMOJB30BAHUS JUIS  Pa3pabOTKH
nporpaMMmHubix npoaykToB (tmma Delphi, Visual Basic), cpeactBa 3amuThl
UHPOpPMAITUHU O0IIETO MOJIb30BaHUS U T.11.

CrennanbHple TMPUKIAJHBIE TPOTPaMMBI — 3TO TPOTPAMMBI, KOTOpPBIE
pa3pabaThIBalOTCSl B MHTEpECaxX PelIeHUs] KOHKPETHBIX MPUKIIAJHBIX 3a7a4 B TAHHOU
NCTI/IH (B TOM unciie mporpaMMHBIE CPEACTBA 3aIIUTHI HHGOPMAIUH, pa3padOTaHHbIC
st koukpeTtHovt UCTI/IH).

VYS3BUMOCTH TPUKIATHOTO MPOrPAMMHOTO OOECTICUEHHUsI MOTYT MPEACTABISATh
co00if:

(GYHKIIMH U TPOLEAYPHI, OTHOCSIIKECS K Pa3HBIM MPHUKIAIHBIM IPOTpaMMaM

U HECOBMECTHMBIE MEXAY cO00i (He (YHKIMOHHUPYIOIIHME B OJHON ONEpallMOHHON
cpelne) u3-3a KOHQJIMKTOB, CBA3aHHBIX C PACIPEACIICHUEM PECYPCOB CUCTEMBI;

(YHKIMM, NOpPOLENypbl, U3MEHEHUE ONpEICIIEHHbBIM O0pa3oM IapaMeTpoB
KOTOPBIX MMO3BOJIIET UCIIOJIB30BATh UX ISl MIPOHUKHOBEHHS B ONEPALMOHHYIO CPEIY
NCII[lH u BbI30Ba IITAaTHBIX (PYHKIUN OMEPANMOHHON CHUCTEMbI, BBITIOJHEHUS
HECAaHKIIMOHMPOBAHHOTO  JocTyna 0e3  oOHapyKeHus  TaKuX  M3MEHEHHH
OIIEPALMOHHON CUCTEMOM;

(parMeHThl KoJa NporpaMm («IbIPbDY, «JIFOKW»), BBEACHHBIE Pa3padOTUYUKOM,
HO3BOJISAIONIME O0XOAUTH MPOLEAYPhl WACHTU(PUKAIINY, ayTEHTUPUKALIUH, IPOBEPKU
LEJIOCTHOCTH U JIp., IPETYCMOTPEHHBIE B ONEPAIUOHHON CUCTEME;

OTCYTCTBHE HEOOXOAMMBIX CPEICTB 3alUThl (ayTeHTU(UKALMH, TNPOBEPKU
LIEJIOCTHOCTH, MPOBEPKHU dbopmaroB COOOILICHU, OJIOKMPOBaHUS
HECAaHKIIMOHUPOBAHHO MOAU(MUIIUPOBAHHBIX (DYHKIIMM U T.I1.);

OIIMOKH B Mporpammax (B 0ObsBICHUU MEPEMEHHBIX, (PYHKIMI U poLeayp, B
KOJaxX IMporpaMM), KOTOpbIE MpHU ONPEICIICHHBIX YCIOBUSAX (Hampumep, NOpu
BBINIOJIHEHUU JIOTHYECKUX MEPEXOA0B) MPHUBOAAT K COOAM, B TOM 4HCIEe K cOOsSM
(YHKIIMOHUPOBAHUS CPEACTB M CHUCTEM 3allUThl HMH(OPMaLUU, K BO3MOXKHOCTHU
HECAaHKIIMOHUPOBAHHOTO J0CTyNa K HH(OpMaIiu.

JlanHbie 00 YS3BUMOCTSX pa3padaThIBAEMOr0 M PACIPOCTPAHSIEMOrO Ha
KOMMEPYECKOH OCHOBE MPHUKIATHOTO IMPOrPAaMMHOTO OOECIeUSHHsI COOMparoTCs,
0000IIArTCs U aHAMM3UPYIOTCs B Gasze nanabix CVEL

5.3. O01masi XapaKTepuCTHKA YIPO3 HENMOCPEACTBEHHOT0 10CTYNA
B ONEPALIMOHHYIO cpexy HHGPOPMAIMOHHOI CHCTEMBI MEPCOHAJIBHBIX JaHHBIX

VYrpo3sl goctyna (IPOHUKHOBEHUS) B ONEPAIIMOHHYIO Cpely KOMIbIOTEpa U
HECAaHKIMOHUPOBAHHOTO noctyna K [IJ[H cBA3aHbI ¢ JOCTYIIOM:

1 BepeTtca 3apybexHoit dnpmoit CERT Ha KOMMepUecKoit ocHoBe
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K HH(OpMaLMK U KOMaHAaM, XpaHsAMMcs B 0a30BOI cucTeMe BBOa/BBIBOJA
(BIOS) UCII/IH, ¢ BO3BMOXHOCTBIO IIEpeXBaTa yIpaBiIeHHs 3arpy3Koi OnepanoHHON
CUCTEMBI U MOJYYECHHEM ITPaB JOBEPEHHOIO MOJIb30BATENS;

B ONEPALMOHHYIO Cpely, TO €CTh B cpeAy (DYHKIIMOHUPOBAHUS JIOKAIHHOU
ONEPAIMOHHON CUCTEMBI OTHAENBHOro TexHudyeckoro cpencrea WCIIAH c
BO3MO>KHOCTBIO BBIIIOJIHEHUSI HECAHKIMOHWPOBAHHOTO JOCTyNa IIyTEM BbI30Ba
IITATHBIX IPOrpaMM  OMNEPAIMOHHOM CHUCTEMBI WM  3allyCKa CIEHUAIbHO
pa3pabOTaHHBIX MPOrPAMM, PEATH3YIOIINX TaKHE IEUCTBHUS;

B cpeny GYHKIIMOHUPOBAHUS PHUKJIATHBIX MPOTpaMM (HaIIpUMeED, K JTJOKATHHOM
CUCTEME YIIpPaBJICHUS] Oa3aMU JaHHBIX);

HEIOCPEICTBEHHO K MH(POPMAIIUU TI0JIb30BaTels (K (paitiiam, TEeKCTOBOM, ayTho-
u rpadudeckoit nH(GOpPMAIUH, TTOJSIM U 3aIUCSAM B DJICKTPOHHBIX 0a3ax JaHHBIX) U
00yCIIOBJIEHBI BO3MOKHOCTBIO HapyLICHHs €€ KOH(PUICHIIMATFHOCTH, ETOCTHOCTH U
JOCTYITHOCTH.

DT yrpo3bl MOTYT OBITH peaiM30BaHbl B Ciy4yae MOJMyYeHUS (PUINYECKOTO
nocryna k UCIIIn wiu, mo kpaitHeil Mepe, K cpeficTBaM BBoj1a HH(MOpMaIuu
B UCII/IH. Ux MOXXHO 0OBETUHUTH IO YCIOBUSM pealiu3allii Ha TPU TPYIIIHL.

[lepBas rpymma BKJIOYaeT B ceOs Yrpo3bl, peaiu3yeMble B XOJI€ 3arpy3Kd
OTEePAlIMOHHON CUCTEMBI. DTH Yrpo3bl 0€30MacCHOCTH MH(POPMAIMKM HAIPABJICHBI HA
nepexBaT Mapojied WM HUJICHTU(PUKATOPOB, MOAUPUKANUIO MPOrPAMMHOIO
obecrieuennst 06azoBoii cuctembl BBonma/BeiBojma (BIOS), mepexsar ympaBieHus
3arpy3kod ¢ H3MEHEHHWEM HEOOXOAMMOM TEXHOJOTrMYecKol uHGpopMaluu aJis
nonyuenuss HCJl B omepanmonnyro cpeny MCII/In. Yame Bcero takue yrpo3sl
pEeaNU3yroTCs C UCIOJIb30BAHUEM OTUYK/Ia€MbIX HOCUTENEH NH(POPMALIIH.

Bropas rpynna — yrpo3sl, peajiuzyeMble N0CIIe 3arpy3Ku ONEPAlMOHHOMN Cpe/Ibl

HE3aBUCUMO OT TOr0, Kakas MPUKJIAJHAs MPOTrpaMMa 3allyCKaeTcsl MOJIb30BATEJIEM.
OTH yrpo3bl, KAaKk NPaBUJIO, HANPABIECHbl HA BBIIOJIHEHWE HEMOCPEICTBEHHO
HECaHKIIMOHUPOBAHHOTO JocTyna K uHpopMmanuu. [Ipm mnomydyeHuu poctyna B
ONEPAILMOHHYIO CpPENy HAPYLIMTEIb MOKET BOCIOJB30BaThCA KAK CTAHAAPTHBIMU
GYHKIUSAMH ONEPAIIMOHHON CHUCTEMBI WJIM KaKOW-TMOO TPHUKIAJAHONW TPOrpaMMbl
oOl1Iero moJyib30BaHusl (HampuMep, CUCTEMBbI yIpaBieHHUs 0a3aMu JaHHBIX), TaK U
CHEUMAIbHO CO3JaHHBIMU JUIS BBIINOJHEHHUS HECAaHKIWOHUPOBAHHOTO JIOCTYIIA
[IpOTpaMMaMU, HaIlpUMep:

nporpaMMamMu MpocMOTpa U MoAU(UKaLIMK peecTpa;

IporpaMmMamMu MOHUCKa TEKCTOB B TEKCTOBBIX (haiiyiaX Mo KIIOYEBBIM CIOBAM U
KOIMPOBAHUS;

crenuaIbHBIMM MpPOrpaMMaMHu IMPOCMOTpAa M KONMMPOBAaHMS 3amuceil B 0azax
JAHHBIX;

nporpaMmamMu  OBICTPOrOo  HpocMOTpa  rpadguyeckux  (QaitnoB,  ux
peAaKTUPOBAHUS WM KONMPOBAHMS;

nporpaMmMamMu TOAJEPKKH BO3MOXKHOCTEH PpPEeKOHPUTypaluyd MNpOorpaMMHON
cpenbl (Hactpoitku UCII/IH B MHTEpecax HapyLIUTENs ) U Jp.
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Hakonern, TpeThsi rpynma BKIIOYaeT B ce0s yrposbl, peajau3anus KOTOPBIX
ONPENEIIACTCA TEM, Kakas U3 IPUKIAIHBIX [POrpaMM 3alyCKaeTcs I0JIb30BaTElEM,
win (hpakToM 3armycka Jr000i U3 MPUKIaIHBIX IporpamMM. bosblas 4acTh TaKuX yrpo3
— 3TO YIPO3bl BHEAPEHUS BPEIOHOCHBIX IIPOTPAMM.

5.4. Oﬁll_laﬂ XapaKTepucTuka yrpo3 0€30MaCHOCTH MNEPCOHAJTbHBIX NaHHbIX,
pPe€aIn3yEeMbIX ¢ UCII0JIb30BAHUEM IIPOTOKOJI0B MEKCETEBOI'0 B3aUMOAEHCTBHS

Ecmm UCII[In peanmm3oBana Ha 0Oa3e JOKAIBHOW WM paclpelelIeHHOM
UH()OPMAIIMOHHOM CHCTEMBI, TO B HEM MOTryT OBITh peaIU30BaHbl YIPO3bI
O0e3omacHOoCTH WHGOPMAMK TyTeM MCIOJB30BAHUS TMPOTOKOJIOB MEKCETEBOTO
B3auMojiericTeus. Ilpu stom Moxker oOecneuuBarbess HCJ x  II[IH  winm
peann30BBIBaTHCS YIpo3a 0TKa3a B 00caykuBaHus. OCOOCHHO OIMAaCHbBI YIPO3bl, KOTJa
HUCII[a npencraBiaser cobOoi pacnpelelleHHYI0 HH(POPMAIMOHHYIO CHCTEMY,
MOJKIIOYCHHYIO K CETSM OOIIEero MOJIb30BaHUS U (WJIM) CETSIM MEXIyHApOJIHOTO
uHpopmarmonHoro oomena. Kiaccudukanuonnas cxema yrpos, peaju3yeMbIX IO
CEeTH, MPUBEJICHA HA PUCYHKE 5. B €e OCHOBY M0JIOKEHO CEMb CJICAYIOMINX TEPBUYHBIX
IPU3HAKOB KJIaCCU(PUKAIINH.

1. Xapaktep yrpossl. [Io 3ToMy mpu3HaKy yrpo3bl MOTYT OBITh IMACCUBHbBIC U
akTuBHbIE. [laccuBHAsA yrpo3a — 310 yrpos3a, Ipu peayin3auy KOTOPOU HE OKa3bIBACTCS
HernocpencTBeHHoe BiugHue Ha paboty HMCII/IH, HO MoOryr OBITH HapylIEHBI
YCTaHOBJICHHBIC IIpaBuia pasrpaHnueHus gocrymna K I[[JIH unm cereBpiM pecypcam.
[IpumepoM Takux yrpo3 sBISIETCA yrpo3a <«AHaIU3 CETeBOro Tpadukay,
HalpaBJICHHAs Ha IMPOCIYyIIMBAHWE KAHAJIOB CBA3M M I[IEpEXBAT MEPEAABAEMOM
uH(popmanuu.

AKTHBHas yrpo3a — 3TO yrpo3a, CBsI3aHHAs C BO3JEHCTBUEM Ha PECypChl
NCIIJH, npu peanu3ainu KOTOPOW OKa3bIBAETCS HEMOCPEACTBEHHOE BIHSIHUE
Ha pabOTy cUCTEeMbI (M3MEHEHHE KOH(DUTYpaIu, HapylieHne paboToCoCOOHOCTH
U T.J.), U C HAPYLIEHUEM YCTaHOBJIEHHBIX IPABUJI pa3rpannuenus gocryna K [1J{H niu
ceTeBbIM pecypcam. Ilpumepom Takux yrpo3 sBisercs yrpo3a «OTka3 B
oOcIyKUBaHUMNY, peann3yemas Kak «mrTopM T CP-3ampocoBy.

2. llenp peanmuzanmu yrpo3el. [lo »TOMy mpu3HaKy yrpo3bl MOTYT OBITH
HaIlpaBJeHbl HAa HapylleHUWE KOH(HICHLIMATBHOCTH, LIEIOCTHOCTH U JOCTYIHOCTH
uHpopmaluu (B TOM uucie Ha HapymeHue padorocnocooHoctu UCII[H umu ee
AJIEMEHTOB).

3. YcioBue Hayana oCyIIeCTBIECHUS Mpoliecca peanu3auuu yrpo3sbl. [1o stomy
MIPU3HAKY MOXKET PEaTM30BhIBATHCS YIPO3a:

IO 3aMpocy OT 00BEKTa, OTHOCUTEIBHO KOTOPOTO peajn3yercs yrposa. B atom
Cllydae HapylIuTedh OKHJIAeT Mepeadyul 3arnpoca OMpeIe]ICHHOTO TUTA, KOTOPHINA H
OyZIeT ycmoBHUeM Havaya OCYyIIEeCTBICHUS HECAHKITMOHUPOBAHHOTO JTOCTYIIA;
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M0 HACTYIUICHUIO OKUJAEMOTO COOBITHS Ha OOBEKTE, OTHOCUTEIHLHO KOTOPOTO
peanusyeTrcss yrpo3a. B 3ToM ciyyae HapylIUTENb OCYHIECTBISET MOCTOSHHOE
HaOI0/IeHKe 3a cocTosiHMEM onepaiinoHHon cucteMbl MCII/IH v ipy BO3HUKHOBEHHUH
OMPEIEICHHOTO COOBITHS B 3TOM CUCTEME HAUMHACT HECAHKIIMOHUPOBAHHBIN JOCTYII;

Oe3yciioBHOE Bo3feicTBHE. B 3TOM cllydae Hayajgo OCYIIECTBIEHUS

HECAaHKIIMOHUPOBAHHOTO JIOCTYyNa O€3yCIOBHO MO OTHOLIEHHIO K LEIW JOCTyHa, TO
€CTh YIp03a peajan3yeTcs HEMEUIEHHO U O€30THOCUTENIBHO K COCTOSIHUIO CUCTEMBI.

4. Hannmuue oOpatHoit cBszu ¢ UCII[u. Ilo stomy mpusHaky mpolecc
pean3aluy yrpo3bl MOXKET OBITh C OOpPAaTHOM CBSI3bIO U 0€3 00paTHOM CBA3M. YTpo3a,
ocyuiecTisieMas npu Hanuuu oopatnoi cszu ¢ UCIIIH, xapakTepusyercs TeM, 4TO
Ha HEKOTOpbIe 3anpockl, nepenannsie Ha MCII/IH, HapymmTento TpeOyeTcs MoIyYuTh
otBet. CrnenoBatensHo, Mexxay Hapymutenem u UCIIIH cymectByeT oOpaTHast CBA3b,
KOTOpasi IO3BOJISIET HApYLIMTENIO aJEeKBAaTHO pearupoBaTb Ha BCE H3MEHEHMH,
npoucxomamue B MCII[IH. B ornmume oT yrpo3, peanms3yeMmblX NpH HaJu4duu
obpatHoii cBs3u ¢ UCII/IH, mpu peanu3zaiuu yrpo3 6€3 oOpaTHOM CBSI3U HE TpeOyeTcs
pearupoBaTh Ha Kakue-1u00 u3meHenus, npoucxoasmue B UCII/H.

5. Pacnionosxenue napymmrens orHocutesnbHo MCIT/IH. B cooTBeTcTBUM € 3TUM
IIPU3HAKOM yTpO3a peanu3yercsi KaK BHYTPUCETMEHTHO, TAK M MEXCETMEHTHO.
CermeHT cetu — ¢uznueckoe o0beIuHEHUE XOCTOB (TexHuueckux cpeacts UCIIx
MJIM KOMMYHUKAIIMOHHBIX 3JIEMEHTOB, UMEIOIINX CETeBOM aapec). Hampumep, cerment
NCTI[Jn o0pa3yeT COBOKYMHOCTb XOCTOB, MOAKIIOYEHHBIX K CEpBEpPY IO CXEMe
«obmias mmHa». B ciydae, korgja uMeeT MECTO BHYTPHCETMEHTHAas Yrposa,
HapyHIUTEeNh UMeeT pusnyeckuii noctyn k anmapatHbeiM daementaM MCIIIu. Ecnu
MMEET MECTO MEKCETMEHTHAsl yrpo3a, To Hapymurenb pacnonaraercs BHe UCII/H,
peanusys yrpo3y U3 Apyroii cetu wim u3 apyroro cermenra UCIT/IH.

6. YpOBeHb DTalOHHOW MOJENH B3aUMOJEHCTBUS OTKPHITHIX CHCTEM -
(ISO/OSI), na xotopom peanusyercs yrposa. [lo sTomy mpu3HaKy yrpoza MOXET
peann30BbIBAaThCSA Ha (PU3NYECKOM, KAHAJIbBHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
NPEeJCTaBUTEIILHOM U TpuKiagHoM ypoBre moaenu |SO/OSI.

7. CooTHolIeHWE KoauyecTBa Hapymurened u  snemeHtoB  WCII/H,
OTHOCHUTEJNIbHO KOTOPBIX peaiun3yercs yrpo3a. [1o aTomy npusHaky yrpo3a MOXXeT ObITh
OTHECEHA K KJIACCy YIpo3, PEAIN3yEMBIX OJTHUM HapYLIUTEIEM OTHOCUTEIBHO OJTHOTO
texuuueckoro cpeacrsa MCIIJIH (yrpo3a «oauH K OAHOMY»), cpa3y OTHOCHUTEIBHO
HecKobkuX TexHuueckux cpencts WCIIu (yrpo3a «oaMH KO MHOTHUMY) WIH
HECKOJIbKUMHM HapYLIUTEISIMU C Pa3HbIX KOMIIBIOTEPOB OTHOCHUTENIBHO OJHOTO WU
HECKOJIBKUX TEXHUYECKUX CpEICTB NCIIIu (pacripesesieHHbIe 158105

1 MexayHapogHaa OpraHusauma no CraHgaptmsaumm (ISO) npuHana craHgapT ISO 7498, onucbiBalowmii

B3aMmofelicTeme OTKPbITbIX cuctem (OSI).
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KOMOWHUPOBaHHBIE YTPO3bI).

C yderoM MpoBENEHHOW KiIacCH(HUKAIIMK MOXKHO BBIICIWTH CEMb Hambosee
9aCcTO PeaTM3yeMbIX B HACTOSIIIEE BPEMS YTPO3.
1. Ananu3 ceteBoro Tpaduka (PUCYHOK 6).

<_

Xoct 1

Mapuipytuszarop 1 Mapupyrtusarop 2

KaHaJia|CBsA3H

,= Ny

Xoct N

s

N

.

Xoct M
Pucynox 6. Cxema peanuzanuu yrpo3bl «AHAIA3 CETEBOTO Tpaduka

Ota yrpo3a pealim3yercsi C MOMOINIBIO CIIEIUATBLHON MPOrpaMMbI-aHATN3aToOpa
nakeToB (Sniffer), mepexBaTeiBaroIeil BCe MakeThl, IEpeaBaeMbIe 10 CETMEHTY CETH,
Y BBIJICNIAIONIEH CpEN HUX T€, B KOTOPBIX NMEPEIAIOTCS HICHTU(PUKATOP MOTH30BATENS
U ero napoJib. B xoae peanuzanuu yrpo3sl HAPYIIUTENb U3YYaeT JIOTUKY paOOThI CETH
— TO €CTh CTPEMUTCS OJYUYUTh OJHO3HAYHOE COOTBETCTBUE COOBITHIM, MPOUCXOASIINX
B CHCTE€ME, U KOMAaH]l, MEPEeChUIaeMbIX MPU 3TOM XOCTaMH, B MOMEHT MOSIBICHUS
JAHHBIX COOBITHIM. B manpHeliieM 3TO TO3BOJISET 3JIOYMBINLICHHUKY Ha OCHOBE
3aJlaHusl COOTBETCTBYIOIIUX KOMAaH]I TOJY4YUTh, HANpUMEp, MPUBWICTUPOBAHHBIC
IpaBa Ha JIEHCTBUS B CUCTEME WJIM PACIIUPUTHh CBOU TTOJIHOMOYHUS B HEH, IEPEXBATUTD
MOTOK TIEpeaBaeMbIX TAaHHBIX, KOTOPHIMH OOMEHHBAIOTCS KOMIIOHEHTHI CETEBOMU
OTEpAIlMOHHON  CHUCTeMBI, NS  W3BJCUEHUS  KOHQUACHIMAIBHOW  WIH
uACHTUUKAIMOHHON  uHpopManuMu  (HampuMep,  CTAaTUYECKUX  TMapoJieh
MOJIb30BATEJICH /JIs1 IOCTYMA K YAAJICHHBIM XOocTaM 1o npotokoiam FTP u TELNET,
HE Mpe1yCcMaTpUBAOIIUM KU (POBAHUE), €€ MOAMEHBI, MOAU(UKAIIUHI U T.I1.

2. CkaHMpOBaHHE CETH.

CymHocTh nponecca peajin3alii yrpo3sl 3aKI0YaeTCs B Iepeaade 3arpocoB
cereBbIM ciyk6am xoctoB MCIIJIH m aHanmu3e oTBETOB OT HHX. Llenb — BBIsABICHUE
UCIIOJIb3YEMbIX IPOTOKOJIOB, JOCTYHHBIX TIOPTOB CETEBBIX CIYX 0, 3aKOHOB
dbopMupoBaHUS UIACHTU(PUKATOPOB COCTUHEHUH, OINMPEACIICHUE aKTHBHBIX CETEBBIX
CEPBUCOB, MOJ00P UACHTU(PUKATOPOB U MAPOJICH MOTH30BATEIICH.

3. Yrpo3a BBISIBICHHS TapoJIs.

[lens peanuzauuu yrpossl coctouT B nosiydenun HC/[ myrtem mpeomoneHus
NapoJbHOM 3alUTHI. 3JOYMBIIUIEHHUK MOET PEeaii30BBIBAaTh YIpO3y C MOMOUIBIO
LEJIOT0 psiia METOAOB, TaKUX KaK MPOCTOW mepebop, mepedop ¢ HCIOIb30BaHHEM
CHEeIUaIbHBIX CIIOBApEl, yCTAaHOBKAa BPEIOHOCHOW TIPOrpaMMbl I TepexBara
napoJisi, moaMeHa joBepeHHoro oOwekrta cetu (IP-spoofing) m mepexBar makeToB
(sniffing). B ocHOBHOM I pealu3alydyd yrpo3bl HMCIOJIB3YIOTCS CIeNHaIbHbIC
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pOrpaMMbl, KOTOpPbI€ MBITAIOTCA  MOJYYUTh JIOCTYl K XOCTy IyTeM
MocJieI0BaTeIbHOTO Noa0opa maposieil. B ciydae ycrexa, 3JI0yMBIIUICHHUK MOXET
CO3/IaTh JJIs ce0sl «Ipox0oa» JJisi OyAyIIero A0CTyIa, KOTOPbIH OyaeT JeiCTBOBATH,
JIaXe eCJIM Ha XOCT€ U3MEHUTh MapoJib JOCTyMa.

4. [logMeHa MOBEPEHHOTO OOBEKTa CETH W Iepelaya IO KaHajlaM CBSI3U
COOOIIEHUH OT €ro UMEHHU C IPUCBOCHUEM €T0 IPaB JA0CTyNa (PUCYHOK 7).
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1. Xocr X Bener HabironeHue 3a xocramu A u B 1 orpeziernsier HyMeparuro
ITaKETOB COOOIIICHHUH, HITYIIyIO OT XocTa B

i

Ve

Xoct B
Xoct X - XOCT HapyILLUTENS

S
XocT A - 10BEpEHHBIN XOCT

2. Xoct X noceutaet Ha xocT A cepuro TCP-3anpocoB Ha co3jaHUe COCIUHCHUS,
3aIlOJIHASL TEM CaMbIM O4Y€pPEAb 3aIlIPpOCOB C ICJIBIO BBIBECTH U3 CTPOSI HA HEKOTOPOEC
BpeMs XxocT A

~
CcT X \%‘ \ Xocr B
XOCT A
S
ISSx

TCP-3anpoc Ha OTKPBITHE COSTUHEHUS OT UMEHU XOcTa A Xoct B
SYN-OUT CHHXPOHHU3AIMH HOMEpa MOCIEA0BATEIILHOCTH

ISSX-TIpOM3BOJIBHBIN HOMEP MOCIIEIOBATECIIBHOCTH
@ XOCT A BBIBEJIEH U3 CTPOSI

&
;/
o

\4

&
o

OTBet xocta B Ha TCP—3arM

Xocr X SYN, ACK, ISSh Xocr B
ACK(ISSx+1)

@\‘“ SYN-6UT CHHXpOHH3AIUH HOMEDPA TIOCIIENOBATENBHOCTH
I1SSb-Tpon3BOEHEIH HOMEP MOCIIEAOBATENBLHOCTH X0CcTa B
Xocr A ACK(ISSx+1)-nomep noarsepxkaeuus npuema TCP-nakera ot

xocta A, paBHbIil ISSX+1

ASK(ISSb+1)-nomep oaTBepxaeuus npruema TCP-makera ot Xocta B,
B KOTOPOM aTaKyIOIIUil yKa3bIBaeT moao0panHsii Homep 1ISSh+1

ACK, ISSx+1

ACK(ISSb+1) -7

,%”’/&SK(|SSX+1)-HOMep oo B
- crnenyromiero T CP-nakera

OtcyTcTByeT coobiieHue o pa3peiBe T CP-coequHeHUs OT
BBIBEJICHHOTO U3 CTPOs XocTa A (MakeT ¢ 3am0THEHHBIM
CITy>keOHBIM 3arojioBkoM RST)

Pucynox 7. Cxema peanuzanuu yrpo3sbl «IlogMeHa 70BEpeHHOTO 00bEKTa CETH

Takas yrpo3a 3¢GdEeKTUBHO peanu3yeTcss B CHCTeMax, TIJie NPUMEHSIOTCS
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HECTOWKHE alrOpUTMBbl HACHTU(DUKAIIMYA U ayTeHTU(UKAIIMH XOCTOB, MOJIb30BaTENeH
u T1.0. llong noBepeHHBIM OOBEKTOM IOHUMAETCS OOBEKT CETH (KOMIIBIOTED,
MEKCETEBOM IKpaH, MApIIPYTU3ATOP U T.I1.), JIETATBHO MOAKIIOYEHHBIN K CEPBEPY.

MoryT OBITh BBIJIETICHBI IBE PA3HOBUAHOCTU MPOIECCa PeaTU3allui YKa3aHHOM
YTPO3bI: C YCTAHOBJIEHUEM U 0€3 YCTaHOBJIEHUSI BUPTYAJIBHOTO COEAMHEHUSI.
[Ipouecc peanu3anuy ¢ yCTaHOBICHUEM BUPTYAJIbHOTO COCIUHEHUSI COCTOMUT B

NPUCBOCHUM TIPaB JIOBEPEHHOTO CyOBEKTa B3aUMOJCHCTBUSA, YTO TIO3BOJISCT
HApPYIIUTEI0 BECTH CEaHC paboThl C 0OBEKTOM CETH OT UMEHH JOBEPEHHOTO CYOBEKTa.
Peanuzanus yrpo3sl JaHHOTO TUTIA TPEOYET MPEOT0ICHUS] CUCTEMBI HICH TH(UKAIIH
U ayTeHTU(UKauu cooOmieHni (Hanpumep, ataka rsh-cayx0s1 UNIX-xocta).
[Ipomtecc peanm3anuu yrpo3sl 0€3 yCTaHOBJICHUS BHUPTYAIBHOTO COCIUHEHUS
MOXXET MMETh MECTO B CETSIX, OCYIIECTBIISIONINX HUACHTH(PHUKAIUIO MepeIaBaeMbIX
COOOILIEHUH TOJBKO MO CETEBOMY ajpecy oTmpaBuress. CylIHOCTh 3aKIIOYAETCs B
nepeaade CiyKeOHbIX COOOIIEHWHA OT MMEHH CETEBBIX YIPABISAIOIIMX YCTPOMCTB
(HamprMep, OT MMEHH MapIIpyTU3aTOPOB) 00 HM3MEHEHHH MapIIPYTHO-aPeCHBIX
gaHebIX. [Ipm  3TOM HEoOXOgMMO WMETh B BHAY, UTO €JIMHCTBEHHBIMH
UICHTH(PHUKATOpaMU a0OHEHTOB U coeauHeHus (mo nportokoiy TCP) sBistoTcs nBa
32-outHeix apametpa Initial Sequence Number — ISS (HoMep moce10BaTEIIBHOCTH )
u Acknowledgment Number — ACK (Homep noaTepxaenusi). CiaenoBaTeabHO, s
dopmupoBanus noxHoro TCP-makera HapymMTETI0 HEOOXOAMMO 3HATh TEKYIIHE
UACHTU(DUKATOPBI JIsl TaHHOTO coearHeHus — 1SSa u ISSb, rae:

ISSa — HekoTOopoe dHCIIEHHOE 3HA4YeHHE, XapaKTepU3YIOIIee MOPSAIKOBBIN
Homep otnpaBmsgemoro |CP-makera, ycranaBmmuBaemoro | CP-coennHeHwMS,
WHUIMAPOBAHHOTO XOCTOM A

ISSb — HekoTOpOE YHCIIEHHOE 3HAYCHHE, XapaKTePU3YIOIIee MOPSAAKOBBIA HOMEp
otmpasisiemoro TCP-makera, ycranaBmBaemoro TCP-coeHeHus, THUITUMPOBAHHOTO
xocToM B.

3nauenne ACK (Homepa moaTBepxaeHus yctaHoBieHus CP-coemuHeHMs)
ompeneNnseTcss Kak 3Ha4eHHe HOoMepa, MOJYyYeHHOro oT pecnoHaeHta ISS (Homep
nocnenoBareabHocTH) mwitoc eauauna ACKb = ISSa+1.

B pesynbrare peanuszandy yrposbl HapylIUTedb TOJy4aeT MpaBa JOCTYIIa,
YCTaHOBJICHHBIC €0 TOJIb30BATENIEM JIJIsl JJOBEPEHHOTO a0OHEHTa, K TEXHUYECKOMY
cpeactBy MUCITIH — uenu yrpos.

5. HaBsi3piBaHM€ 0KHOTO MapIipyTa CETH.

JlanHass yrpo3a peamu3yeTcs OJHMM H3 JBYX CIOCOOOB. TyTEM
BHYTPUCETMEHTHOTO  WJIM  MEXKCETMEHTHOTO  HaBs3bIBaHUA.  B03MOXHOCTH
HABS3BIBAHUS JIOXKHOTO MapmipyTa oOyCJIOBJieHa HEAOCTaTKaMH, MPHUCYIIIHMHU
aIropuTMaM MapuipyTU3aluu (B YAaCTHOCTH, H3-3a MPOOJIEMBbl WACHTH(PUKAINH
CETEBBIX YIMPABIIAIONIMX YCTPOUCTR), B pe3yJIbTaTe Yero MOKHO TOMACTh, HAIIPUMED,
Ha XOCT WJIM B CETh 3JIOYMBIILICHHHUKA, TJIe MOYKHO BOWTH B ONEPAIMOHHYIO CPEIY
TexHuueckoro cpeacta B coctaBe MCII/IH. Peanuzanus yrpo3sl OCHOBBIBAETCS
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Ha HECAaHKIMOHHPOBAHHOM HCIIOJIb30BaHWU MpPOTOKOJ0B MapupyTtusauun (RIP,
OSPF, LSP) u ynpasnenus cetsto (ICMP, SNMP) 1151 BHECeHUsI H3MEHEHH I

B MapUIpyTHO-aipecHble Tabnuupl. [Ipu 3TOM HapymHTE 0 HEOOXO0AUMO MOCTIATh OT
UMEHM CETEBOI0 YHPABIIOLIEIO YCTPOMCTBA (HApUMEp, MaplIpyTHU3aTOPA)
ympasJsitoiee cooOmieHne (pucyHku 8 u 9).

1. Ilepenaua HapymmTeneM Ha XocT 1 oxxHOro coobmenus mo nporokoiry |ICMP Redirect ot
HMMEHH MapipyTusatopa 1 06 u3MeHEeHHH TabIIHIBI

%) %— HnTepuer

Mapuipytuzarop 1 MapupyTusarop 2

JloxxHOe coobieHne Cepsep
ICMP Redirect top.secret.com
Xocr 2 Xocr Hap:ymmena

2. Ilaketsl Ha top.Secret.COM HampaBISIOTCS Ha HECYIECTBYOLIMI MapLIpyTU3aTop (XocT 2), a
clieZIoBaTelbHO, CBs3b ¢ tOp.Secret.com Hapymaercst

Tabmuua > * %— _%7 Hurepuer

MApIIpy THSAIH MapmpyTusarop 1 MapupyTusarop 2 |

top.secret.com: <—> @
gateway=xoct 2 \S %

Cepsep
top.secret.com

Pucynok 8. Cxema peanuzanmu ataku « HaBsi3piBaHHE JTI0KHOTO MapLIpyTa»
(BHyTpHCErMEHTHOE) ¢ ucroiab3oBanueM npotokona ICMP ¢ niensio HapymeHus
CBSI3U

1. ®aza nepemaun moxxHOoro coobmienust ICMP Redirect ot umenn mapuipyrusaropa Ha xoct 1

Jloxknoe coobmienre ICMP Redirect  Mapiuupytuszarop
B HAWJTy4IIEM MapuIpyTe K XOCTY
% top.seclret.com

Xocr 1 Xocrt 2

HNnTepHer

&

XocT HapyHmuTens

2. daza mpueMa, aHaIU3a, BO3ACICTBUS U Iepeladu IepeXBadeHHON HH(OpMaAUK Ha JTIO)KHOM

CEpPBEPC
%_ WnTepHer
Mapupytuszarop 1 MapmpyTtuszatop 2,

Xoct 1 nepenaet
ITaKeTHI,
npeaHa3HaYeHHbIe
top.secret.com, na

XOCT aTaKyHoLIEro
XocT HapyHIuTeNst

ATakyronuii OT UMEHHU
xocTa 1 nepenaet nakeTbl
Ha top.secret.com

G

Xocr 1 CepBep top.secret.com
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Pucynox 9. Cxema peanuzanuu yrpo3sl «HaBsi3piBaHN€E JTOKHOTO MapIIpyTa
(MeXCerMeHTHOE) C IeJIbI0 MepexBaTa Tpaduka

6. Bueapenue 105KHOro 00BbeKTa CeTH.

Orta yrpo3a OCHOBaHa Ha WCMOJB30BAHUHM HEIOCTAaTKOB aJTOPUTMOB
yIQJICHHOTO TorcKa. B ciyuae, eciii 00BbEKThI CETH M3HAYAIBHO HE UMEIOT aJIpeCHOM
uH(OpMAIMU NIPYT O JAPYyTe, HWCIOIB3YIOTCS Pa3IUYHBbIC MPOTOKOJBI YIAAICHHOTO
noucka (Hanpumep, SAP B cersx Novell NetWare; ARP, DNS, WINS B cetsix co
crekoM nporokosioB TCP/IP), 3aknrouatonimecs B mepenade 1mo CeTH CHEIHaIbHBIX
3alpOCOB U TIOJIYYEHUM Ha HHUX OTBETOB C HCKOMOUM wuHpopmaruei. [lpu 3Tom
CYIIIECTBYET BO3MOKHOCTh TIepeXBaTa HapyIIUTEIEM MOUCKOBOTO 3alpOca M BBIJAYH
Ha HEro JIO)KHOTO OTBETAa, MCIOJIb30BaHHE KOTOPOTO IIPUBEIET K TpedyemMomy
M3MCHCHUIO MAapIIPyTHO-apPECHBIX JAaHHBIX. B  majdpHEHIeM BeCh TOTOK
uH(popMaIMK, acCOIMMPOBAHHBIM C OOBEKTOM-XXEPTBOM, OyJEeT MPOXOIUTH UYepe3
JIOXHBIN 00beKT ceTr (pucynku 10 - 13).
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1. ®a3a oxunanus ARP-3ampoca
&>
|

Mapupytuzarop

ATaKyIOIUHA MPOCTyIHBAET
KaHaJ, OKUJas mepenagy
ARP-3ampoca

WHTepuer
XOCT HapyLIUATENs
2. ®aza peanu3aniy yrpo3bl
Xocr nepepaer ITepexBatuB ARP-3ampoc, Mapuipyrusarop
ARP-3anpoc aTaKyIOUINH NepeaaeT JIOKHBIN
> ARP-otBeT
WHTepHer

Xocr 1 Xocrt 2

XocT HapymuTens

3. ®a3a nprueMa, aHaIIN3a, BO3ICHCTBUS U Iiepeaun IepexBadeHHON HHpOpMaIUU Ha
noxaoM ARP-cepsepe

% Mapupyrtuszarop
Cesi3b xocTa 1 ¢ |
MapuIpyTH3aTOPOM HPOUCXOIHUT |
uepe3 JoxHbIH ARP-cepBep :

& O e

S '
I
Xocr 2 :

JloxHbri
ARP-cepsep

Pucynox 10. Cxema peanuszanuu yrpo3sl «Baenpenue noxnoro ARP-cepsepa»
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1. ®aza oxumanus atakyromum DNS-3ampoca ot xocta 1 (atakyromuit HaX0IuTCst THOO HA XOCTE
Hapymmtenst 1, 1160 Ha XOCTe HapyIIUTEIs 2)

Cepsep
% top.secret.com

MapupyTtuzarop

VLS

Xoct 1 Xocr 2

Xoct HapymmTens 1 Xoct HapyuIuTes 2

2. ®aza nepenauy aTakyronwM J1oxHoro DNS-oTBeTa (atakyromuit HaXoAUTCs JIHOO HA XOCTE
HapymmTens 1, mubo Ha X0CTe HapyIIHTEs 2)

& §
MapupyTtuzaTtop Cepsep top.secret.com
f @ X I S
OKHBIN 0
DNS-3anpoc Tosueii  MapupyTusarop MapupyTtuzarop DNS-otper

% @ DNS-otBet DNS-cepsep

Xocr 1 XOCT 2

Xoct HapymmTens 1 XocT HapymuTens 2

3. ®a3a npuemMa, aHaIN3a, BO3ACHCTBYS U ITepeiady NepexBaueHHON HH(OPMAIMN Ha JIOKHOM CEpBEpe

(a4

MapuupyTusarop Cepgep top.secret.com

|

| A
| |
| |
| |
| |
' l
| R

N :
MapmpymsaTop : MappyTtuzatop :
- | |
i % @ ! DNS-cepsep !
|

IS ZS N — ! ;
| j——————

L Xoerl __ ch_T_Z_ _ Q e - 2

Xoct HapymHTens 2

(a4

—

=
o
Q
=
%
e
<
E
=
=
o
=
M

[

Pucynok 11. Cxema peanuszanuu yrpo3sl «Baenpenue noxxnoro DNS-cepsepa»
nyteM nepexBara DNS-3anpoca
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1. Hapymmrens nepenaet HampasieHHbIH mropm DNS-oTBeToB Ha xocT 1

Mapuipytusarop

MapmpymaTop Cepgep
top.secret.com
ITopM NOXKHBIX

% . AWDJVS-OTBGTOB or
6/%( nmenn DNS-

/%0 . | MapmpyTtuzarop Mapupyrusarop cepBepa Ha XocT 1
DNS-ceprep

Xocr 1 Xocr 2

JloxHblit cepBep
(xocT HapymmTENs)

2. Xoct 1 moceuaer DNS-3anpoc u HemennenHo nony4aet joHbii DNS-oTBeT

MapuipyTuzarop

MapiupyTtusarop

LITop™m n0XKHBIX

% . ws-owems oT
< Y nMenu DNS-

¢
T Ve
P O MapupyTtuzatop
DNS-3anpoc‘é§0} MapmpmiaTop cepBepa @ DNS-cepBep
Xoct 1 : Jlo>xHBIM cepBep

(xocT HapymmTes)

3. ®a3a npuema, aHaM3a, BO3JCHCTBUS U TIepelady MepexBaueHHON HHPOPMAIIH Ha JIOXKHOM CepBepe

Mapupytusarop

Cepsep
op.secret.com

as/a

MappyTusarop

MapmpyTtuzarop Mapupyisatop DNS-cepsep

L

JloxHbIlt cepBep
(xocT HapyuUTes)

Pucynok 12. Cxema peanuzanuu yrpo3sl «BHeapeHue j1oxHoro DNS-cepsepa»
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nyteM mropma DNS-oTBeTOB Ha KOMIIBIOTED CETH

1. HapymmTens co3naeT HanpaplIeHHbIH ITOPM JIOKHBIX DNS-0TBETOB OT MMEHH OTHOTO U3 KOPHEBBIX
DNS-cepBepoB # pu 3TOM POBOIKMPYET ITOT CEPBEP Ha OTBET, Mochuias Ha Hero DNS-3ampoc

E""’-ﬁg Hurepuer

MapupyTuzarop

X90T1 % |
“«— % ~

Mapupyruzarop MapupyTtuzatop

L DNS-3anpoc Ha IOHCK @ Kopresoi
top.secret.com DNS-cepsep

XOCT HapyLIUTEs

Mapupyruzatop

DNS-cepsep

2. DNS-cepBep nepenaer DNS-3anpoc Ha kopHeBoit DNS-cepBep 1 HememaneHHO mony4aet J1okHBIH DNS-oTBeT 0T
aTaKyIoIEero

.Fr.},,% HuTepHeT

MapupyTuzarop

Xocr 1 % |
Mapi;pym:;amp

MapmipyTtuzaro
DNS-3anpoc PHIpY P

Hampasnennsiit mropm
noxHbeIX DNS-oTBETOB
OT UIMEHU KOPHEBOTO Kopuesoit
DNS-cepsepa DNS-cepsep

XOCT HapyLIUTEsA

7

Mapiupyruzatop

DNS-cepsep

3. Xoct HapymuTens u3menseT kanr-taduiy DNS-cepBepa u obecrieunBaeT mpoxoxacHue Tpaduka uepes
noxHuslil Cepsep top.secret.com

S R S
X ‘ S
N to S(f(l:ar]z?z:om * N oxHbIil CepBep
P- ' top.secret.com
g BNS HaTepner _«— DNS-3amnpoc na mouck
Kom rabamua DNS- TOP.SECRET.COM
cepBepa
top.secret.com: DNS-oTBeT ¢ JI0)KHBIMU
IP agpec arakyromero CBEJICHUSIMH O XOCTE

Mapupyruzarop

Xocr 1

TOP.SECRET.COM
DNS-ceprep
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Pucynok 13. Cxema peanuszanun yrpo3sl «Baeapenue noxuaoro DNS-cepsepa»
nytem mropma DNS-otBeToB Ha DNS-ceprep

7. OTka3 B 00CITy’)KHBaHUMU.

OTH yrpo3bl OCHOBAHBI HA HEJOCTATKAaX CETEBOTO MPOrPaMMHOT0 0OecTieueHusl,
€ro ysA3BUMOCTSIX, MO3BOJISIOIIMX HApPYLIUTEN CO3/aBaThb YCIOBHS, KOIJa
ofepalMoOHHasi CUCTEMa OKa3bIBAE€TCS HE B COCTOSHMM 00palaThiBaTh MOCTYHAIOIINE
MTAKETHI.

MoryT ObITh BbIICJIEHBI HECKOJIBKO Pa3HOBUAHOCTEN TaKUX yTPO3:

a) CKpBITBIII OTKa3 B OOCIY>KMBaHWHW, BBI3BAHHBIA IPHUBJICYCHHEM YacCTU
pecypcoB MCII/In Ha 006pabOTKy MakeToB, MEPEaBaCMbIX 3JIOYMBIIUICHHUKOM CO
CHIDKCHHEM TMPOIMYCKHOM CIIOCOOHOCTH KaHaJOB CBSI3U, MPOU3BOAUTEIHLHOCTU
CETEBBIX YCTPOWCTB, HAapyLIEHHUEM TPEOOBAHUN KO BPEMEHHU OOpaOOTKM 3aIpOCOB.
[Ipumepamu peanuzauuud yrpo3 MogoOHOTO poAa MOTYT CIY>KHThb: HalpaBJIECHHBINI
ITOpM 3X0-3ampocoB mo mporokony ICMP (Ping flooding), mTopm 3ampocoB Ha
ycranoBiienne TCP-coenunenuii (SYN-flooding), mropm 3ampocoB k FTP-cepsepy;

0) ABHBII OTKa3 B 00CITYKUBaHUU, BRI3BaHHBIN cuepnanueM pecypcoB UCIIIH
pu 00pabOTKE MAKETOB, MEPEAABAEMBIX 3JIOYMBIIUIEHHUKOM (3aHSITHE BCEW MOJIOCHI
IpOINyCKaHMs KaHAJIOB CBSI3U, IEPEIIOJIHEHUE OUepeIeil 3alIpOCOB Ha 00CITYKUBAHUE),
P KOTOPOM JIETalbHBIE 3alPOCHl HE MOTYT OBITh MEPENAaHbl YEpe3 CETh H3-3a
HEJOCTYITHOCTH CpPEeIbl Nepesadyn JIMOO MOJMy4yaroT OTKa3 B OOCIYXMBAaHUU BBULY
MEPENOJHEHU O4Yepe/iell 3alpocoB, JUCKOBOIO IMPOCTPAHCTBA MaMITH W T.JA.
[Ipumepamu yrpo3 MaHHOIO THIA MOTYT CIYKHTh IITOPM IIMPOKOBEIIATEIBHBIX
ICMP-3x0-3anipocoB  (Smurf), wnampapiennsnii mropMm (SYN-flooding), mmropm
COOOIICHUI TIOYTOBOMY cepBepy (Spam);

B) IBHBIM OTKa3 B OOCIYy)XMBAaHWH, BBI3BAHHBIA HApPYIIEHUEM JIOTMYECKOU
CBSI3HOCTU Mexay TexHuueckumu cpencramu MCII/IH npu nepenade HapylmuTenaemM
YOPABJISIIOUIUX COOOIIEHUI OT UMEHH CETEBBIX YCTPOIMCTB, MPUBOASIIAX
K U3MEHCHHIO MapIIpyTHO-apecHbIX naHHbIX (Hanpumep, ICMP Redirect Host,
DNS-flooding) niu naeHTHUKAMOHHON U ayTCHTU(UKAITUMOHHOW WH(POPMAIINY;

T') SBHBIM OTKa3 B 0OCITY)KMBAaHWHU, BbI3BAHHBIN TIepeaauei 3J10yMbIILIEHHUKOM
MAKETOB C HECTaHIApTHBIMU arpuOyrtamu (yrpo3sl thma «Land», «TearDropy,
«Bonk», «Nuke», «UDP-bomby») wmu wumerOmux UIMHY, OPEBBIMIAOIIYIO
MaKCHMaJIbHO JOMYCTUMbIN pa3Mep (yrpo3a tuna «Ping Deathy), uro moxkeT npuBecTn
K cOOI0 CETEeBBIX YCTPOWCTB, yYacCTBYIOIIMX B 0OpaOOTKE 3ampoCOB, MPH YCIOBUU
HaJIM4YUs OIIMOOK B MPOrpaMMax, peaiu3yIolnuX IPOTOKOJIbI CETEBOTO OOMEHaA.

PesynpraTomM peanuzanuy JJaHHOM yIrpo3bl MOXET CTaTh HApYILIECHHE
pabOTOCIOCOOHOCTH COOTBETCTBYIOIIEH CIIY)KObI TMPEIOCTaBICHUS yAAICHHOTO
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noctyna K [1/In 8 UCII/IH, nepenaya ¢ 0IHOrO agpeca TaKOTO KOJIMYECTBA 3alPOCOB
Ha MOAKIIIOUEHHUE K TeXHUUeCKoMY cpenctBy B coctaBe MCII/IH, kakoe MakCUMaIbHO
MOXKET «BMECTUTH» TpauK (HAMpaBICHHBIN «IITOPM 3alpOCOB»), YTO BIEYET 3a
co0OO0ll TepenoJHeHUe OuYepear 3alpoCcOB M OTKAa3 OJHOM M3 CETEBBIX CIYKO MU
ITOJIHYH0 OCTAHOBKY KOMITBIOTEPA U3-3a HEBO3MOKHOCTH CUCTEMBI 3aHUMATHCSI HUYEM
IPYTUM, KpoMe 00pabOTKH 3alpOCOB.

8. Y naneHHsbI! 3a1yCcK MPUIOKEHUH.

VYrpo3a 3akiarouaercs B cTpeMiieHnH 3amyctuth Ha xocte MCIIIH pa3znuuHbie
IIPEABAPUTEIIBHO BHEJIPEHHBIE BPEAOHOCHBIE IPOTPAMMBI: MPOrPAMMBI-3aKIaJKH,
BUPYChI, «CETEBbIE€ UINUOHBD, OCHOBHAsA IL€JIb KOTOPBIX — HapyIICHUE
KOH(UICHIIMATBHOCTHA, IEJIOCTHOCTH, JOCTYMHOCTH HWH(MOpPMAMA W  TOJHBINA
KOHTPOJIb 3a paboToil xocta. Kpome TOro, BO3M0K€H HECaHKLIMOHUPOBAHHBIN 3aITyCK
MPUKIIAIHBIX TPOTPaMM IIOJIb30BATENEN I HECAHKIIMOHUPOBAHHOTO ITOJTYYEHHMS
HEOOXOMUMBIX HAPYUIUTENIO JaHHBIX, I 3alycka YIPaBISIEMbIX MPUKIATHON
MPOrpaMMON MPOLIECCOB U JIp.

Boiensitor Tpu nojkiacca JaHHBIX Yyrpo3:

1) pacipoctpanenue  (aiiIoB,  COAEpKAIIMX  HECAHKI[MOHUPOBAHHBIH
HUCIOJIHSIEMBIN KOJI;

2) yIaJeHHBI  3alyCcK MNPWIOKEHUS IyTeM IepenojHeHus Oydepa
MIPUIIOKEHU N -CEPBEPOB;

3) yaaneHHbIH 3amyCcK NPUJIOKEHHS IyTEM HMCIIOJIb30BaHMS BO3MOXKHOCTEH
YAQJICHHOTO yIPABJICHUS CHCTEMOM, TIPEIOCTABIAEMbIX CKPBITBIMHA ITPOTPAMMHBIMH U
anmapaTHBIMU 3aKJIaIKaMH JTMOO0 MCIIOIh3yEeMbIMU IITATHBIMUA CPEJICTBAMH.

TunoBsle yrpo3bl MEPBOTO M3 YKa3aHHBIX MOJKIACCOB OCHOBBIBAIOTCA HA
aKTUBHU3aLUU PACTIPOCTPAHSIEMBIX (aillioB NpHU CiIydyallHOM OOpalieHUu K HHM.
[Ipumepamu Takux (aiaoB MOTYT CIIYKHUTh: (ailiibl, COAEpKAIINE UCTIOTHAEMbIN KO
B BHJIe MakpokoMaH (nokymentsl Microsoft Word, Excel u 1.11.); html-nokymenTsl,
CoJiepiKalie WCIOJHICMBIH KOJ B BHiae 3jemeHToB ActiveX, Java-ammiertos,
UHTEPIPETUPYEMBbIX CKPHUIITOB (Hampumep, TEKCThl Ha JavaScript); <aiinsl,
coJiep Kallne UCTIOIHSAEMbIe KOIbI porpamMm. s pacnpocTpanenus (aitiioB MOTYT
UCIIOJIb30BAThCS CIIYKOBI DJIEKTPOHHOM MOYTHI, Tiepeaaun (HansioB, ceTeBoi (aiaoBon
CUCTEMBI.

[Ipu yrposzax BTOpOro MOAKJIAcCa MCHOJB3YIOTCS HEIOCTaTKHA IPOrpam,
peau3yIolUX CEeTeBble CEpBUCHI (B  YACTHOCTH, OTCYTCTBHE  KOHTPOJI
nepenoyiHeHuss Oydepa). HacTpoilkoli CHCTEMHBIX PETrHCTPOB HWHOT/AA YIAeTCs
NEPEKITIOYUTH MPOIIECCOP MOCTE MPEPbIBaHMS, BI3BAHHOTO MEepenoiHeHneM 0ydepa,
Ha MCIIOJIHEHHE KO, CoJieprKallierocs 3a rpanuuei oydepa. Ilpumepom peanuzanmu
TaKOW yrpo3bl MOXKET CIIYKUTh BHEJIPEHUE IIMPOKO U3BECTHOTO «BUpyca Moppucay.

[Ipu yrposax TpeTbero mnojKjIacca HapyUIUTENb HCIOJb3YET BO3MOXKHOCTH

yIQJICHHOTO YIPABJICHUS CHCTEMOM, MPEIOCTABIsSEMbIC CKPBITBIMU KOMITIOHCHTaMU
(Hammpumep, «TpossHCKUME» mporpammamu Tuma Back Orifice, Net Bus) mm6o
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IOTATHBIMU CPCACTBAMU YIIPABJICHUA U aAMUHHUCTPHUPOBAHUSA KOMIIBIOTCPHBIX ceren
(Landesk Management Suite, Managewise, Back Orifice u T. m.). B pe3synbrare nx
HCIIOJIb30BaHUA yAACTCs I[O6I/ITBC$I YAAJICHHOI'O KOHTPOJIA Hal CT&HL[I/ICFI B CE€TH.
CxeMaTHUYHO OCHOBHBIE DTaIlbI pa6OTBI OTHUX IIPOTrpaMM BBIITIAAAT CIICOAYIOIIUM
oOpazom:
HHCTAJJIATIHUA B IIaMATH,

OXKHJIaHWE 3alpoca C YJAJICHHOTO XOCTa, Ha KOTOPOM 3alylleHa KIHCHT-
mporpamMma, 1 0OMEH ¢ Heil COOOIIEHUSIMH O TOTOBHOCTH;

nepenaya rnepexBauyeHHON HMH(OpMAIMU KIUCHTY WIIM IPEIOCTaBICHUE €My
KOHTPOJIS HaJl aTAKyeMbIM KOMITBIOTEPOM.

Bo3MoOXHBIE TOCJICACTBUS OT pealu3alldd Yrpo3 pPa3juYHBIX KIIaCCOB
IIpUBEJICHBI B Ta0OuUIIEe 3.

Tabmuia 3
Bo3MoskHBIE TOCTIEACTBUS peaNn3allii yrpo3 Pa3IMdHbIX KIacCOB

Tun araku Bo3MosKkHBIE ITOC/IEICTBUSA

1 AHanus ceTeoro Tpaduka HccnenoBanne  XapakTepUCTHK  CETEBOTO  Tpaduka,
mepexBaT IepeNaBaeMBIX JaHHBIX, B TOM YHCIE
UAECHTU()UKATOPOB U IapoJiei mosib30BaTeNnei

2 |Cxanmpopanue cetn Omnpenernenye MpoTOKOJIOB, JOCTYIMHBIX MOPTOB CETEBBIX
ciyx0, 3aKkoHOB (opMHpOBaHUS HICHTU(DUKATOPOB
COe/IMHEHHH, aKTHUBHBIX CEeTEeBBIX CEePBHCOB,
UAECHTU(PUKATOPOB U IapoJieit mosib30BaTeneit

3 «ITaponpHash aTaka Brommonmaenne  mo0oro  AeCTPYKTUBHOTO  JIEHCTBUS,
CBA3aHHOTO C TOJNYyYEeHHEM HECAHKIIMOHHUPOBAHHOTO
JlocTyna

4 [TonMeHa oBepeHHOTO OOBEKTA CETH N3menenne  Tpaccel MPOXOXKAEHUSA COOOILEHUH,
HCCBHKHI/IOHI/IpOBaHHOB U3MCHCHUC MapmpyTHo—

aIpEeCcHBIX JaHHBIX. HeCaHKIMOHMPOBAHHBIA MOCTYI K
CETEeBBIM pecypcam, HaBsI3bIBAHHE JIOXKHOH MH(OpMaIH

5 Hags3piBadue J10KHOTO Maplpyra HeCﬂHKHHOHHpOBaHHOC HU3MCHCHHUC MapaIpyTHO-
aIPE€CHBIX JaHHBIX, aHaJIn3 n MOI[I/Iq)I/IKa]_H/Iﬂ

nepeaaBacMbIX JaHHBIX, HaBA3bIBAHUC JIOKHBIX

COOOIICHUI

6 BHesipeHue J0KHOT0 00beKTa CeTH [TepexBaT u mpocMoTp Tpaduka. HecaHKIIMOHUPOBAHHBIH
JIOCTYIT K CETEBBIM pecypcaM, HaBsI3bIBaHHE JIOXKHOU

uHpOpMAIIH

YacTtuyHoe HUCYEepIIaHUE PECYPCOB CHIKEHHE HpOHYCKHOI\/'I CITOCOOHOCTH KaHAJIOB CBsA3H,
MMPONU3BOAUTECIIBHOCTH CETECBBIX YCTpOﬁCTB. CHmxeHue

IIPOU3BOAUTENBHOCTH CEPBEPHBIX MTPUIIOKEHUN

TTonHoe HCYEPIIAHUE PECYPCOB HeBo3MOXKHOCTH nepcaadyun COOOIIeHUH H3-3a OTCYTCTBUA
OoCTyna K Cpe€aec mnepeaadyd, OTKa3 B YCTAaHOBJICHUMN
COCOUHCHUA. Otkaz B IpeaoCTaBJICHUN cepBuca

(3MEeKTPOHHOI TOYTHI, (aIOBOTO U T.JI.)
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Hapymenne norudeckoii | HEeBO3MOXKHOCTB Tepead, COOOIIEHUH 13-3a OTCYTCTBHS
CBA3HOCTH MEXKIy aTpuOyTamu,|KOPPEKTHBIX MapIIpyTHO-aIPECHBIX JTAaHHBIX.
JaHHBIMH, 00BEKTAMH HeBo3MOXHOCTH MOJTyYeHUs yCIIyT BBHIY
HECaHKIIMOHUPOBAHHOH Moau(pUKAITIU
UACHTH()UKATOPOB, MAPOJICH U T.11.

Ucnonpsosanne  omwmnbOK  B|Hapymenue paGoTOCIOCOGHOCTH CETEBBIX YCTPOHCTB
porpamMMax

ITyrem PacCBUIKH ¢aiinos,
COJeprKaINX JECTPYKTHBHBIN
HCIOJHAEMBI  KOJZ, BHMPYCHOE
3apaxKeHue

[lyrem mnepenonnenus Oydepa
CEPBEPHOIO MPHIIOKCHUS

IIyreM ncmosnp30BaHus BO3MOJK-| CKpEITOE YIpaBIeHHE CHCTEMOM
HOCTEH yJAJIEHHOTO YIpaBJICHUS

CHCTGMOfI, IIPEaOCTAaBISACMBIX
CKPBITBIMH  NIPOTrpaMMHBIMU U
armapaTHbIMU 3aKJIaIKaMUn 6o
HCIIOJB3YCMBIMU M TaTHBIMH

CpencTBamMu

[Ipouecc peanuzanuu yrpo3bl B 001EM CIIy4ae COCTOUT U3 YEThIPEX ITAIOB:

cbopa uHbopmaiuu;

BTOPKEHUSI (IPOHUKHOBEHUS B ONEPAIIIOHHYIO CPENY);

OCYLIECTBJIEHUS HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

JUKBUAALMH CJIEJOB HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

Ha stane coopa nnpopmanviy HApyImuTenIss MOTyT HHTEPECOBATh Pa3JInYHbIE
ceeaenus o0 UCII/IH, B ToM ynce:

a) O TONOJIOTUM CETH, B KOTOpPOW (YHKIMOHUpPYET cuctema. lIpu 3TomM Moxer
MCCIIE0BAThCS 001aCTh BOKPYr CETH (HalpUMep, HAPYIUIUTENs MOTYT MHTEPECOBAThH
ajipeca IOBEpEHHbBIX, HO MEHEE 3allMIIEHHBIX X0CTOB). J{J1s onpeneneHus J0CTyITHOCTH
XOCTa MOTYT MCIIOJIb30BaThCsl MPOCTEHINME KOMaHIbl (HampuMep, KOMaHaa ping Jyist
noceikn ICMP-3anipocoB ECHO REQUEST ¢ oxwumanuem Ha Hux ICMP-oTBETOB
ECHO REPLY). CymecTByloT  yTWIMTBI, OCYIICCTBIISIONIME  TapajlieIbHOE
OTlpeNeieHne JIOCTYMHOCTH XOCTOB (Takue Kak fping), KOTOpble CHOCOOHBI
POCKAHUPOBATh OOJIBIIYIO0 00JIACT aJIPECHOT0 MPOCTPAHCTBA HA PEAMET JOCTYIHOCTH
XOCTOB 3a KOPOTKHW MPOMEXYTOK BpeMEHHU. TOMOJIOrUs CETH 4acTo OIpENessaeTcsl Ha
OCHOBAaHUM «CYETYMKA Y3JI0B» (AMCTaHUMM MeXay xoctamu). Ilpm stom Moryt
IIPUMEHSATHCS TAKUE METOIBI, Kak «Moxyysaiuu TTLy» u 3anuen mapupyra.

Merton «monynsiuuu TTLy peanuzoBan mporpaMmoii traceroute (Jist
Windows NT — tracert.exe) u 3akmouaercs B Moayiun mojst TTL IP-makeros. s
3aIlMCU MapIIpyTa MOTYT UCToIb30BaThcsi [ICMP-nakeThl, co3aaBaeMble KOMaHI0# ping.

Coop nHopManKu MOKET ObITh TAK)KE OCHOBAH Ha 3ampocax:

k DNS-cepBepy 0 cnucke 3aperucTpupoOBaHHBIX (M, BEPOSITHO, AKTUBHBIX)
XOCTOB;
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K MapHipyTu3atopy Ha ocHoBe mporTokosia RIP 00 m3BecTHbIX MapmipyTax
(ma(bOpMALIHS O TOMOJIOTHU CETH);

K HEKOPPEKTHO CKOH(UTYpUPOBAHHBIM YCTPOMCTBAM, MOAIEPKUBAIOIIUM
nporokos SNMP (nHbopmatius o TONOJIOTUH CETH).

Eciun UCIIH nHaxomuTcs 3a MexceTeBbIM 3KpaHoMm (MD), Bo3MoxkeH cOop
uHpopmaiuu o koHpurypauuu M3 u o tononoruu UCIIIn 3a MO, B ToM uucie
IyTEM IOCBUIKH IMAKETOB HAa BCE MOPTHI BCEX MPEAIOIAraeMbIX XOCTOB BHYTPEHHEU
(3aiuinaemoit) cetu;

0) o tune onepanronnoi cuctemsl (OC) B UCIT/IH. CambIii H3BECTHBIN CITIOCO0
onpenenenus tuna OC xocTa OCHOBAaH HAa TOM, 4TO pa3inyHblie TUIbl OC no-pazHomy
peammsytor TpeboBanus crapgaptoB RFC k creky TCP/IP. 3to mo3Bosser
HApYLIUTENI0 yaaneHHo wuiaeHTuduimpoBats tun OC, yCTaHOBJIEHHOM Ha XOCTE
NUCTIJIlH myTeM TOCBIIKH CHEIHATBHBIM 00pa3oM Cc(HOPMUPOBAHHBIX 3alPOCOB H
aHaJn3a NOJIy4YeHHBIX OTBETOB.

CylecTByIOT CHEUHUANIBHBIE CPEACTBA, PEATU3YIOIINE JaHHBIE METOHBI, B
gactHocT, Nmap u QueSO. MoKHO OTMETHUTH TaK:Ke TAKOW METOT ONIpeIeTICHUS TUIIA
OC, kaK MNpoCTEWIIM 3ampoc HAa YCTAHOBIEHHE COEIWHEHHUS IO MPOTOKOIY
ynanenHoro jgocryna telnet (telnet-coemmuenus), B pesynbraTe KOTOPOTO IO
«BHEIIHEMY BHAY» oTBeTa MOXHO onpeaenuts tHo OC xocrta. Hannuwme
OTPENICIICHHBIX CEPBUCOB TAK)KE€ MOYKET CIY>KUTh JOMOJHUTEIbHBIM MPU3HAKOM JIS
onpenenenus tuna OC xocra;

B) 0 (YHKIMOHUPYIOIIMX Ha XOcTax cepBucax. OrmpeaeneHne CEepBUCOB,
WCTIOJHSAEMBIX Ha XOCT€, OCHOBAHO Ha METOJE BBISBJICHUS «OTKPBITHIX MOPTOBY,
HaIpaBJI€HHOM Ha cOop uH(OpManuuM O JOCTYMHOCTHM XocTta. Hampumep, ms
onpenenenus noctynHoctd UDP-nopra HEOOX0AMMO MOMYYUTh OTKIUMK B OTBET Ha
nockuiky UDP-makeTa cOOTBETCTBYIOLIEMY MTOPTY:

ectu B orBer mpunuio coobmenune ICMP PORT UNREACHEBLE, 1o
COOTBETCTBYIOIINN CEPBUC HEJOCTYIIEH;

€CJIM JJAHHOE COOOIIEHUE HE MOCTYIUIIO, TO TIOPT «OTKPBIT.

Bo3moskHBI BecbMa pazHOOOpa3HbIe BapuaIliu UCTIOIB30BaHUS 3TOTO METO/Ia B
3aBHCHMOCTH OT MCITIOJIb3YEMOTI'0 IPOTOKOJIa B cTeke mpotokosioB TCP/IP.

Jist aBTomatu3zanuu coopa undopmanuu 06 UCITJH paspaboTaHo MHOKECTBO
IpOrpaMMHBIX CPEACTB. B kauecTBe nprumepa MOKHO OTMETUTH CJIEAYIOIINE U3 HUX:

1) Strobe, Portscanner — oNTUMU3MPOBaHHBIE CPEACTBA  OIPEICICHUS
TOCTYTIHBIX CEPBHUCOB Ha OCHOBE onpoca TCP-mopTos.;

2) Nmap — cpeicTBo CKaHMPOBAaHUS JOCTYITHBIX CEPBUCOB, MpeIHA3HAUYCHHOE
mis OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. SIBisercs caMbiM
NOMYJISIPHBIM B HACTOSIIEE BPEMS CPEICTBOM CKAaHUPOBAHMS CETEBBIX CEPBUCOB;

3) Queso — BeicokoTOUHOE cpeAcTBO ompeneneHuss OC xocTa ceTH Ha OCHOBE
MOCBUIKM LIETH KOPPEKTHBIX W HEKOppeKkTHbIX TCP-makeToB, aHanu3a OTKIMKA WU
CpPaBHEHHMS €r0 C MHOXKECTBOM H3BECTHBIX OTKIMKOB pasziuunbix OC. JlanHoe
CPEACTBO TaKXe SBIACTCS TMOMNYJSIPHBIM Ha CETOJIHSIIHUN JEHb CpPEICTBOM
CKaHUPOBAHUS;
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4) Cheops — ckaHep TOIOJOIMH CETH TO3BOJIIET TOJIYYHUTh TOIOJIOTHIO CETH,
BKJIIOYAS KapTHHY JOoMeHa, oomactu IP-aapecoB u T.1. Ilpu stom onpenensiercs OC
X0CTa, a TAK)Ke BO3MOYKHBIE CETEBBIC YCTPONCTRA (IPUHTEPHI, MAPIIPYTH3aTOPHI | T.]1.);

5) Firewalk — ckanep, HCHOJB3YIOIIMKA METOABI IPOTPaMMbI traceroute B
HHTEpecax aHajau3a OTKJIMKa Ha IP-makeTsl i oOmpeieiacHus KOH(UTYypaIuu
MEKCETEBOTO KpaHa U MOCTPOCHHS TOMOJIOTHH CETH.

Ha sTare BTOp>KEeHUS MCCIIEAYeTCs HATHUUE THITOBBIX YSI3BUMOCTEM
B CHCTEMHBIX CEPBHCAX WM OMIMOOK B aJIMHHUCTPHUPOBAHHU CHUCTEMBI. Y CICIIHBIM
pe3yabTaTOM HCIIOJIb30BaHMS YI3BUMOCTEH OOBIYHO SBIISIETCS MOIYYESHHE IPOIIECCOM
HApYIIUTEIS  NPHUBHJICTUPOBAHHOIO  PEKMMa  BBINOJHCHHS  (HOCTyma K
[PUBHUICTUPOBAHHOMY PEKHUMY BBIITOJHEHHMS KOMAHIHOTO IIPOIlEccOpa), BHECCHHE B
CHCTEMY YUYETHOH 3aliCH HE3aKOHHOTO MOJIb30BaTelsl, MOoJyueHue ¢aiiia maposei
WJIM HapylIeHHe paboTOCIIOCOOHOCTH aTaKyeMOro XOCTa.

DTOT 3Tan Pa3BUTHS YIPO3bI, KaK MPaBUIO, sBiseTcs MHOrodasueM. K dazam
npoliecca pealn3aniuy yIrpo3bl MOTYT OTHOCHUTRCS, HAIIPUMED:

YCTAHOBJICHHE CBS3H C XOCTOM, OTHOCHTEIBHO KOTOPOTO PEaTM3yeTCs yrpo3a;

BBISIBIICHUE YSI3BUMOCTH;

BHEIPEHHE BPEIOHOCHOM MPOrpaMMbI B HHTEpPECaX pacliupeHusi paB H JIp.

YTpo3bl, peann3yeMble Ha dTare BTOPXKCHHS, MOAPA3ACISAIOTCS 10 YPOBHIM
creka nmpotokosioB TCP/IP, mockonbky GOpMUPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM HITH
IPUKJIATHOM YPOBHE B 3aBHCHMOCTH OT MCIIOJIb3YEMOI0 MEXaHU3Ma BTOPIKEHHSL.

K THmOBBIM yrposam, peain3yeMbIM Ha CETEBOM M TPAHCIOPTHOM YPOBHSX,
OTHOCSTCS TAKHE KaK:

a) yrpo3a, HarpaBJCHHAs HA TIOJMEHY JIOBEPEHHOTO 00BEKTA;

0) yrpo3a, HampaBJIeHHAs Ha CO3/IaHKUE B CETU JIOKHOT'O MapIIpyTa;

B) YIpO3bl, HallpaBJICHHbIE HA CO3/IaHUE JIOKHOTO 00BEKTa C MCIOIh30BAaHHEM
HEJI0CTATKOB JITOPUTMOB yIAJIEHHOTO TTOUCKA;

T') yTPO3bI THMA «OTKa3 B 00CTYKUBAaHUN», OCHOBAaHHBIC Ha
IP-nedparmenrtanuu, Ha hopmupoBanun HekoppekTHbIX ICMP-3anpocos (Hampumep,
araka «Ping of Deathy u «Smurfy), Ha hopMupoBaHNE HEKOPPEKTHBIX
TCP-3anpocos (ataka «Land»), Ha co31aHum «IITOpMa MaKeTOB C 3alPOCaMU
Ha coenuHenue (ataku «SYN Flood») u ap.

K TunoBeiM yrposzam, peanu3yemMbiM Ha TPHUKIAJTHOM YPOBHE, OTHOCATCS
yrpo3bl, HAIMPaBJICHHbIE HAa HECAHKIIMOHMPOBAHHBIN 3aIyCK MPUIIOKEHHUH, YrpO3HbI,
peanu3aiys KOTOPBIX CBSi3aHA C BHEJIPEHHUEM TNPOTPAMMHBIX 3aKJIQOK (THMa
«TPOSIHCKHH KOHBY), C BBISIBICHHEM TapoJiel TOCTyIa B CETh WM K OMPEACICHHOMY
XOCTY U T.JI.

Ecnmu peanmuzanus yrpo3bl HE TpHHECTA HAPYIIUTENIO HAWBBICIIMX IpaB
JI0CTyTIa B CHCTEME, BO3MOXKHBI MOMBITKU PACIIUPEHUS dTUX MPaB 10 MaKCUMAIHHO
BO3MOXKHOTO YpOBHS. J[Js1 3TOrO0 MOTYT HCHOJIB30BAThCS YA3BUMOCTH HE TOJIBKO

CCTCBBIX CCPBHUCOB, HO U YA3BUMOCTH CHUCTCMHOIO IIPOIrpaMMHOI'O oOecreyeHus
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xoctoB UCTIaH.

Ha »rame peanuzanuu HECAHKIIMOHMPOBAHHOTO JIOCTYIA OCYIIECTBISETCS
COOCTBEHHO JOCTHKEHHE LIETH peaTn3aii yIPO3bl:

HapyIIeHHUE KOH(UACHIINATBLHOCTH (konmupoBaHHUe, HEIIPaBOMEPHOE
pacnpoCcTpaHEHHE);

HapyIlIEHNUE HEIOCTHOCTH (YHUUTOXKEHHUE, U3MEHEHUE);

HapyIIeHNue JOCTYITHOCTH (OJIOKUPOBAHHE).

Ha sToM xe 3Tarme, mocjie yka3aHHBIX JEHCTBUH, KaK MPaBMIIO, POPMHUPYETCS
TaK Ha3bIBa€MbIl «YEPHBIA BXOA» B BHUJAE OJHOTO W3 CEPBUCOB (IEMOHOB),
OOCITy’>KMBAIOIIMX HEKOTOPBIH MOPT U BBINOJHSIOMIUX KOMAHJbl HapyIIUTEIS.
«YepHbIil BXO/1» OCTABIISIETCS] B CUCTEME B MHTEpECAX 00ECIICUEHHUS:

BO3MOKHOCTH MOJYYUTh AOCTYH K XOCTY, JaXKe €CIIM aIMUHUCTPATOP YCTPAHUT
UCIIOJIb30BAaHHYIO JUIsl YCIEIIHON peaanu3aluy YIrpo3bl YA3BUMOCTb;

BO3MOKHOCTH IOJIYYUTb JOCTYI K XOCTY KaK MO>KHO 00JI€€ CKPBITHO;

BO3MOKHOCTH MOJIYYUTh TOCTYII K XOCTY OBICTPO (HE MOBTOPSIS 32aHOBO MPOLIECC
peau3aiyu yrposebl).

«YepHbIf BXOA» TMO3BOJIAET HAPYLIMTENI0 BHEAPUTh B CEThb WM Ha
OTpe/IeNICHHBIA XOCT BPEJOHOCHYIO MPOrpamMmy, HallpUMEp, «aHAJIU3aTop Maposiei»
(password sniffer) — mporpaMmy, BBIIEIISIONTYIO TIOIB30BATEIBCKIE UACHTUPUKATOPHI
U [IapOJIH U3 CETEBOTO Tpaduka mpu paboTe MpoToKoI0B Beicokoro yposHs (ftp, telnet,
rlogin u T.1.). OOBEKTaMU BHEIPEHUS BPEAOHOCHBIX MPOTPaMM MOTYT OBITh
OporpaMMbl  ayTEHTU(QHUKAUUU U HWACHTU(UKALUM, CETEBbIE CEPBUCHI, AP0
ONepalMOHHON cUCTeMBI, (haiisioBasi cucTeMa, OMOJIMOTEKHU U T.JI.

Hakosel, Ha 3Tane JUKBUAAIMHU CIEA0B PEANM3alUU YIPO3bl OCYIIECTBISIETCS
HOMBITKA YHUYTOXKEHUS CIENOB JeHWCTBUM Hapymwmrtensa. llpu stom ypamsiorcs
COOTBETCTBYIOILIME 3allMCH M3 BCEX BO3MOKHBIX JKYpHAJOB ayJIWTa, B TOM 4YHUCIIE
3anucH o (akte cOopa HHPOpPMaLUU.

5.5. O0masi XxapakTepucTHKA YIPo3 NPOrpaMMHO-MAaTeMaTHYECKHX
BO3/1eHCTBHI

[IporpaMMHO-MaTEMaTUYECKOE BO3JECUCTBUE — ATO BO3JEUCTBHE C MOMOILBIO
BPEAOHOCHBIX IporpaMm. [IporpamMmmoil ¢ MOTEHIMAIBHO OMACHBIMU MOCIEACTBUSIMU
WJIM BPEJJOHOCHOM MPOrpaMMOM Ha3bIBalOT HEKOTOPYIO CAMOCTOSITENBHYIO ITPOrpaMmy
(Ha®Op MHCTPYKIUIT), KOTOpasi CHOCOOHA BBITIOJIHATH JIF000€ HEMYCTOE MOAMHOXKECTBO
CleAYIOMMUX (yHKIIHM:

CKpBIBaTh MPU3HAKH CBOETO MPUCYTCTBUS B MPOTPAMMHOM CpeJie KOMIIbIOTEPA,;

00J1alaTh CIMOCOOHOCTBIO K CaMOAYyOJIMPOBAHUIO, ACCOLMMPOBAHUIO ce0s C
IPYTUMHU TIporpamMmamMu U (MJIM) MEPEeHOCY CBOMX (PparMEeHTOB B HMHBIE 00JIACTH
OIIEPATUBHOM WJIM BHELIHEHN MMAMSATH;

pa3pyuarth (MCKaXaTh MPOU3BOJIBHBIM 00pa30M) KO IIPOrpamMM B ONIEPATUBHOM
naMsTH;

BBITIOJIHATH 0€3 MHULIMUPOBAHUS CO CTOPOHBI MI0JIb30BaTEN (MOJIb30BATEIBCKON
OporpaMMbl B IITaTHOM PEXKHUME €€ BBIIOJHEHMS) JECTPYKTHUBHbIE (YHKUIUU
(konmupoBaHKE, YHUUTOXKEHUE, OJIOKUPOBAHUE U T.I1.);
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COXpaHATh (hparMeHThl MH(OPMALUK U3 ONMEPATUBHOW MaMSATH B HEKOTOPHIX
00JacTsX BHEIIHEN NaMATH MPSMOT0 10CTyNa (JOKAIbHBIX UM YAAJIECHHBIX);

UCKa)XaTh TMPOU3BOJIBHBIM 00pa3oM, OJIOKHpoBaTh H (WJIM) TOJMEHSTH
BBIBOJMMBIM BO BHEIIHIOK MaMATh WM B KaHAJl CBSI3M MaccuB HH(popmanuu,
oOpa3oBaBIIMiicA B pe3ylibTaTe pabOThl NPUKIAAHBIX HpPOrpaMM, HWIH YykKe
HaXOJSLIMECS BO BHEIIHEN IaMATH MaCCHUBBI JaHHBIX.

BpenoHocHble mporpaMMbl MOTYT ObITh BHECEHBI (BHEAPEHBI) KaK MPETHAMEPEHHO,
TaK M CIy4aiHO B MporpaMmMHoe obecneuenue, ucnoabzyemoe B CII/IH, B mpouecce ero
pa3pabOTKH, COTPOBOXKACHNS, MOAU(DUKAIIMK U HACTpoKu. Kpome 3Toro, BpeioHOCHbIE
nporpaMMbl MOTYT OBITh BHeCeHbI B mpotecce skciuryartaumu WCIIIH ¢ BHemmHux
HocuTeNe nH(pOpMAaLY WK MTOCPEJCTBOM CETEBOIO B3AUMOJIEHCTBUS KaK B pE3yJIbTaTe
HC/I, tak u cnyyaitno nonb3oBaresnssvu UCIT/IH.

CoBpeMeHHbIE BpPEAOHOCHBIE MPOrPaMMbl OCHOBaHbl Ha HCIOJIb30BaHUHU
YSI3BUMOCTEHN pa3IMYHOTO Poja MPOrpaMMHOTO oOecreueHus: (CUCTEMHOT0, 00IIero,
MPUKIAAHOTO) W Pa3HOOOpPA3HBIX CETEBBIX TEXHOJOTUH, 00JIaJaloT MIUPOKUM
CHEKTPOM  JIECTPYKTUBHBIX  BO3MOXHOCTEH  (OT  HECAHKUMOHUPOBAHHOIO
uccnenoBanus napamerpoB HCII[Im 06e3 BmemarenbcTBa B (PYHKIHOHUPOBAHHE
NCIIn, no yanuroxenus IIJIln m nporpammuoro obecnedenuss MCII/IH) u moryt
JIEMCTBOBATH BO BCEX BUJAX POrPAMMHOT0 o0ecrieueHus (CHCTEMHOT0, PUKIIATHOTO,
B JIpaiiBepax armapaTHOro 00ecrneyeHus 1 T.1.).

Hammune B MUCII[IH BpemoHOCHBIX MPOrpaMM MOXKET CIOCOOCTBOBATh
BO3HMKHOBEHHUIO CKPBITHIX, B TOM YHCJI€ HETPAJIUIIMOHHBIX KaHAJIOB TOCTYIIA
K MH(pOpMaIMK, TO3BOJISIOIUX BCKPBIBATh, O0OXOAUTh WM OJOKUPOBATH 3aIUTHBIE
MEXaHU3MBbI, IPETyCMOTPEHHBIE B CUCTEME, B TOM YHUCJIE MAPOJIbHYIO
Y KpUNTOrpaduyeCcKyro 3alluTy.

OCHOBHBIMM BUJaMH BPEIOHOCHBIX IPOTPAMM SIBIISFOTCSL:

IPOrpaMMHBIE 3aKIATKH;

KJIACCUYECKUE MTPOrpaMMHBbIE (KOMIBIOTEPHBIE) BUPYCHI;

BPEIIOHOCHBIE MPOTPAMMBbI, PACIIPOCTPAHSIONIUECS IO CETH (CETEBBIC YEPBH);

JIpYTHe BPEAOHOCHBIE IPOrPaMMBI, ITpeIHa3HaueHHbIe [yt ocymecTBienns HC/I.

K mnporpaMMHBIM 3akiajzkaM OTHOCSATCS MporpaMMbl, (parMeHThl Koja,

WHCTPYKIWH, (HOPMHUPYIONINE HEICKIApUPOBAHHBIE BO3MOXKHOCTH MPOTPAMMHOTO
obecrnieueHus. BpemoHOCHBIE TporpaMMmbl MOTYT MEPEXOAWTh M3 OAHOTO BHUAA B
ApyroM, HampuMmep, MporpamMMmHasi 3aKjiajka MOXKET Cr€HEepHUpOBaTh MPOrPaMMHBIN
BUPYC, KOTOPBIH, B CBOIO OYepeib, MMOMaB B YCIOBHs CETHU, MOXKET C(POPMHUPOBATH
CETEeBOr0 4YEpBsS WM JPYIyI0 BPEIOHOCHYIO IMpOrpaMMmy, IMpeIHa3HAUYEHHYIO IJis
ocymectBienus HCJI.

Knaccudukanus nporpaMMHBIX BUPYCOB M CETEBBIX U€pBEW MpeAcTaBicHa Ha
pucynke 14. KpaTkas xapakTepucTHKa OCHOBHBIX BPEIOHOCHBIX MTPOTPaMM CBOJUTCS K
clieAyIouieMy. 3arpy304Hble BUPYCHI 3alUCHIBAIOT ce0sl JIMOO B 3arpy304HbIM CEKTOp
nucka (boot-cektop), 100 B CEKTOP, COAEPIKAIINI CUCTEMHBIN 3arpy34lK BUHYECTEpa
(Master Boot Record), mnbo MeHsIOT yKka3aTtenb Ha aKTUBHBIN boot-cextop. OHH
BHE/IPSIOTCS B TMMaMATh KOMITBIOTEpA MPH 3arpy3ke ¢ mHpuupoBanHoro aucka. [Ipu
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ATOM CHUCTEMHBIH 3arpy34dK CYHTHIBAET COJEPKUMOE IEPBOIO CEKTOpa AMCKa, C
KOTOPOTO MPOM3BOAMUTCS 3arpy3ka, MOMEIIAaeT CYUTAHHYI0 UH()OPMAIMIO B MaMSTh U
nepenaeT Ha Hee (T.e. Ha BHpYC) ympasieHue. [locie 3Toro HauMHAIOT BBITOTHATHCS
UHCTPYKIIMU BUPYCa, KOTOPbIN, KaK MPaBUIIO, YMEHbBIIAET 00beM CBOOOHON MaMSITH,
KOIUPYET B OCBOOOAMBIILIEECS] MECTO CBOM KOJT M CYMTHIBAET C IUCKA CBOE MPOAOKEHUE
(ecin OHO €CTh), MepexBaThIBaCT HEOOXOAMMBbIE BEKTOpa MpephIiBaHUN (OOBIYHO —
INT 13H), cuuThiBaeT B mamsTh OPUTHHAIBHBIM bOOt-CEKTOp W TMepefacT Ha HETo
yIpaBJieHUE.

B nmanpHeiimiem 3arpy3ouHblif BUpPYC BeleT ceOsi Tak ke, Kak (ailloBbIii:
nepexBaThiBaeT OOpAICHHs ONEPALIMOHHON CUCTEMBI K IMCKaM U MHGULUPYET UX, B
3aBHCHUMOCTH OT HEKOTOPBIX YCIOBUH COBEpIIACT JECTPYKTHUBHBIC JCHCTBHUS,
BBI3bIBAET 3BYKOBBIC d3(DPEKThI M BU1E0IPDEKTHI.

OCHOBHBIMH  JIECTPYKTUBHBIMU  JCHCTBUSMH,  BBITIOJHAEMBIMA  JTUMHU
BUPYCaMH, SIBISIOTCS:

YHUUTOXKEHHE UH(POPMAITUU B CEKTOPaX JUCKET U BUHUECTEPA;

UCKJIIOYEHHE BO3MOXKHOCTH 3arpy3Kd OIEPAlMOHHOM cHUCTEeMBbl (KOMIBIOTED
«3aBUCACTY);

UCKaXXEHHE KOJIa 3arpy34HKa;

(dbopMaTHpOBaHUE TUCKET I JIOTUIECKUX AUCKOB BUHUECTEPA;

3akpbiTe goctyna k COM- u LPT-noprawm;

3aMeHa CUMBOJIOB IIPU ME€YaTH TEKCTOB,;

MOJICPTUBAHUS DKPaAHa;

M3MEHEHHE METKH JMCKA WU TUCKETHI;

CO3/1aHKE NICEBIOCOONHBIX KJIACTEPOB;

CO3J]aHE 3BYKOBBIX M(MJIM) BU3YyaJbHBIX 3 (PEeKTOB (Hanpumep, najcHue
OyKB Ha DKpaHe);

nopya (aiiyioB TaHHBIX;

nepesarpyska KOMIbIOTEPa;

BBIBOJ] HA PKpPaH Pa3HOOOPa3HBIX COOOIICHUI;

OTKJIIOYEHHUE MepuepuitHbIX YCTPOUCTB (HapuMep, KI1aBUaTyphl);

M3MEHEHHUE TaUTPHI DKPaHa;

3allIOJIHCHHEC OKpaHa IIOCTOPOHHUMHU CUMBOJIAMHU WJIN I/1306pa)KeHI/IHMI/I;
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MOTalIeHUEe SKpaHa U MEePEeBO/] B PEKUM OKUIAHUS BBOJA C KIIABUATYPHI;

MIU(PPOBAHUE CEKTOPOB BUHUECTEPA;

BBIOOPOYHOE YHUUYTOKEHUE CUMBOJIOB, BEIBOJIMMBIX Ha 3KpaH Ipu Habope
C KJIaBUATYPBI;

yMEHbIIEHUE 00beMa ONePaTUBHON NAMSATH;

BBI30B I€YaTH COJEPKUMOI0 SKPaHa;

OJIOKMpOBAHUE 3aMMHMCH Ha JUCK;

yHuuTOXKeHHe Tabmuipl paszdouenust (Disk Partition Table), mocme 3toro
KOMITBIOTEP MOXHO 3arpy3UTh TOJIBKO C (PIOMIH-TUCKA;

0JIOKMpPOBAHUE 3aITyCKa UCTIOTHSEMBIX (DaitsioB;

0JIOKMpOBaHUE JOCTyIa K BUHUECTEPY.

BonbIIMHCTBO 3arpy30UHBIX BUPYCOB MEPE3aNUCHIBAIOT ceOst Ha (IIOMIU-AUCKH.

@aitioBbIe BUPYCHI MPH CBOEM Pa3MHOKEHHUW TEM WJIM HMHBIM CIOCOO0M
HCIIONB3YIOT (PailIoByIO0 CUCTEMY KakOH-IHOO0 onepanroHHOM cucteMbl. 1o cioco0y
3apakeHus (aiiaoB  BUPYCHl JNATCS Ha  3aMmermaromrue  («overwritingy),
napasuTuueckue («parasiticy), KoMmaHbOH-BUPYCHI («companiony), «link»-Bupycsr,
BUPYCHI-UEPBU M BUPYCHI, 3apaxkaromue o0bekTHbie monynu (OBJ), 6ubnuorexu
koMrussiTopoB (LIB) u uicxoaHble TEKCTHI TIPOTPaMM.

MeTon 3apakeHHs «OVErwriting» sBisercss HawOoyiee IPOCTHIM: BHPYC
3aMHChIBA€T CBOM KOJ BMECTO KoOAa 3apaxaemoro (aiiga, yHHYTOXAs €ro
comepxxkumoe. EctecTBeHHO, 4TO mpu 3TOM (aitn mepectaer paboTaTh W HE
BOCCTaHaBNIMBaeTCs. Takue BUPYChl OYEHb OBICTPO OOHAPYKMBAIOT CeOsl, TaK Kak
oIepaloHHasl CUCTEMA U MPUJIOKEHUS JOBOJIBHO OBICTPO MEPECTAOT paboTaTh.

K mapasurnueckum OTHOCSTCS Bce (hailJloBble BHUPYCHI, KOTOpPbIE TIpU
paclpoCTpaHEHUH CBOMX KOMUN 0053aTeIbHO HU3MEHSIOT COJEpPKUMOE (aiios,
OCTaBlsisi caMu (Daiifibl MPU STOM TOJHOCTHIO WJIM YaCTUYHO PabOTOCTIOCOOHBIMH.
OCHOBHBIMU THIIAMH TaKHX BUPYCOB SIBJISIOTCSI BUPYCHI, 3aMCHIBAIOIIMECS B HAYAJIO,
cepenuHy win KoHel — ¢ainoB. OTnenbHO cileayeT OTMETHTh  JOBOJBHO
HE3HAYUTEIbHYIO TPYMIY Mapa3uTHUYECKUX BHPYCOB, HE MMEIOIIMX «TOYKH BXOJa»
(EPO-Bupycht — Entry Point Obscuring viruses). K HMM OTHOCSTCS BHPYCHI, HE
3aMUChIBAIONIME KOMaHAy Mepeaadn yrpaiieHus B 3arojioBok COM-daitnos (JMP) u
HE U3MEHSIoUME aapec Touku craprta B 3aroioBke EXE-¢aiinos. Takue BUpyCHI
3aMKCHIBAIOT KOMaHIy TMepexoja Ha CBOM KO/l B Kakoe-Tr00 MEeCTO B cepeanHy ¢aiina
U MOJYy4aroT YIpaBJIeHWE HE HEMOCPEICTBEHHO IPH 3alyCcKe 3apaxxeHHoro (aiiia, a
IpU BBI30BE MPOLIEAYPHI, COAEpIKALLEH KO Mepefaun ynpaBieHUs Ha TEJIO BUpYycCa.
[Ipudem BBIMOMHATHCA Ta MPOIIEAypa MOKET KpaiiHe peako (Hampumep, pHu BBIBOJIEC
COOOIIEHUSI 0 KaKoW-1MOo crneuuduueckoil ommoOke). B pesynpraTe BUPYC MOKET
JONTHE TOJBl «CTaTh» BHYTPU (Gailia W TPOSBUTH CeOsl TOJIBKO MPU HEKOTOPHIX
OTPaHUYEHHBIX YCIOBHUSX.

K kareropun «koMmaHbOH» OTHOCSITCSI BUPYCHI, HE MU3MEHSIONIUE 3apaskaeMble
daitnpl. ATTOpUTM pabOThI 3TUX BUPYCOB COCTOUT B TOM, UTO JIJIs 3apaskaeMoro ¢aiiia
co3maercs (haiin-IBOMHUK, TIPUYEM TIPH 3alyCKe 3apakeHHOro (aiina yrpaBicHHE
Mojay4aeT WMEHHO JTOT [BOMHHMK, TO €cTh Bupyc. Hamboiee pacmpocTpaHeHbI
KOMITaHbOH-BUPYCHI, UCTIONB3YIOIIHEe 0COOEHHOCTh DOS mepBhIM BHITOTHATH (ailiibl
¢ pacuipenueM .COM, eciau B OJHOM KaTajore NpucyTCTBYIOT ABa (aiisia ¢ oqHIM
U TE€M XK€ UMEHEM, HO pa3nuuHbiMu pacipenusiMu umeHu — .COM u .EXE. Takue
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Bupychl co3narot At EXE-daiinos Qaiapl-CllyTHUKH, UMEIOIIHNE TO Ke CaMOe UMS, HO
¢ pacumpenuem .COM, nanpumep, mns ¢aiina XCOPY.EXE cosmaercs daiin
XCOPY.COM. Bupyc 3anuceiBaercs B COM-¢aiin u Hukak He uzmensier EXE-daitn.
[Tpwu 3amycke Takoro daitna DOS nepBbiM 06Hapy>kUT U BeIoHUT COM-daiti, To ecTb
BUpPYC, KOTOpbIH 3aTeM 3anycTuT U EXE-daitn. Bropyro rpymnmy cocTaBisioT BUPYCHI,
KOTOpBbIE TIpU 3apaKEHUU TNEPEMMEHOBBIBAIOT (haiijl B Kakoe-T1ubO JIpyroe ums,
3alIOMHHAIOT €r0 (U1 MOCIEAYIOIIEro 3amycka (paiaa-xo3siMHa) U 3alrChIBAIOT CBOM
KOJ Ha JWUCK TOJ uUMeHeM 3apaxaemoro ¢aima. Hanmpumep, ¢aitn XCOPY.EXE
nepernmeHoBbiBaeTcst B XCOPY.EXD, a Bupyc 3anuchiBaeTcs IOJ HMEHEM
XCOPY.EXE. Ilpu 3anmycke ymnpapl€eHHWE NOJIy4aeT KOJ BHUpPYCa, KOTOPBIM 3aTEM
3amyckaeT opurnHaibHbli XCOPY, xpansumiica nonx umeHeM XCOPY.EXD.
WNuTtepecen TOT (akT, 4YTO JaHHBIM MeTox paboTaer, MO-BUAMMOMY, BO BCEX
OINEPAlIMOHHBIX CUCTEMAaX. B TpeThIo Irpymiy BXOJAT TaK Ha3bIBa€MbIE
«Path-companion» Bupycsl. OHHM JHOO 3alKCHIBAIOT CBOW KOJA TOJI HMEHEM
3apaxkaemoro (haiiia, HO «BbIIIE» Ha OJIMH YPOBEHb B MPOMUCHIBAEMBIX ITyTIX

(DOS, Takum oOpa3om, IEpBbIM OOHAPYKHUT U 3aIyCTUT (pailii-BUPYC), TMOO MEPEHOCST
(air-KepTBY Ha OJMH MOAKATAJIOT BBIIIE U T.I.

Bo3MOXHO  cymiecTBOBaHME M JAPYTMX THIOB  KOMIIAHBOH-BHPYCOB,
MCIIOJIb3YIOIINX WHBIE OPUTUHAIIBHBIE UJIEU WIIM OCOOEHHOCTH JPYTUX ONEPALIMOHHBIX
CHUCTEM.

daiinoBbie YepBU (WOrms) sIBJISIOTCS, B HEKOTOPOM CMBICIIE, PA3HOBUAHOCTHIO
KOMIIaHbOH-BUPYCOB, HO IIPY 3TOM HUKOMM 00pa3oM HE CBA3BIBAIOT CBOE MPUCYTCTBUE
C KaKuUM-JIMOO BBINONHSAEMBIM (aiiiom. [lpu pa3MHOXEHUM OHHM BCETO JIMIIb
KOMUPYIOT CBOM KOJI B KaKHe-TM00 KaTaJIOru JUCKOB B HAJIEXKIE, UTO ST HOBBIE KOIIUU
OynyT Korga-iu0o 3amylleHbl Mojb3oBareneM. MHorga 3T BUpPYCHI JAlOT CBOUM
KOIUSIM «CIIEHHUATIbHBIE)» UMEHA, YTOObI IOJITOJIKHYTh MOJIb30BATENS HA 3aIyCK CBOEH
kormuu — HanpuMmep, INSTALL.EXE nnun WINSTART.BAT. CymiecTByroT BUPYCHI-
YepBU, UCIOJIB3YIOLUIUE JOBOJIBHO HEOOBIUYHBIE MPUEMBI, HAIIPUMEp, 3alMChIBAIOIINE
ceou komuu B apxuBbl (ARJ, ZIP u npoune). Hekotopwie BHpPYCHI 3aMUCHIBAIOT
KOMaH/Iy 3amycka 3apaxxeHHoro ¢aiina B BAT-¢amsl.

He cnemyer mnyrath (hailioBble BHUPYCHI-UEPBU C CETEBBIMH YepBsAMHU. [lepBbie
HCTIONB3YIOT TOJIBKO (DailioBble (YHKIIMM KAKOW-TUOO OINEpPallMOHHOM CHUCTEMBI,
BTOPBIE 7K€ IPA CBOEM PA3MHOXKEHHH IOJIb3YIOTCA CETEBBIMU ITPOTOKOIAMM.

Link-Bupychl, Kak ¥ KOMIIAHbOH-BHUPYChI, HE W3MEHSIOT (DU3NIECKOTO
COAEpXKUMOro (haiiioB, OJJHAKO MPH 3alyCKe 3apakeHHOro (Qaiina «3acraBisitory OC
BBITIOJIHUTH CBOM KOJI. TOM IEJIM OHM JIOCTUTAIOT MOU(DHUKAITEH HEOOXOIUMBIX MOJIei
(baitI0BOM CUCTEMBL.

Bupycel, 3apaxaroniye OMOIMOTEKH KOMMOWISTOPOB, OOBEKTHBIE MOAYJIU U
UCXOJHBbIE TEKCThl MPOTPaMM, JOCTATOYHO OSK30THYHBI W TMPAKTUYECKH HE
pacnpoctpaneHsl. Bupycei, 3apaxkatomue OBJ- u LIB-daiinel, 3anuceiBaloT B HUX
CBOM KO/ B hopMaTe 0OBEKTHOTO MOTYJISI MJIM OMOTHOTEKH. 3apaKeHHBIN aiii, TaKuM
oOpa3oM, He SBJSETCS BBIIOJHAEMBIM M HE CHOCOOCH Ha JalbHeifliee
pacrpoCTpaHEHUE BHpPYyCa B CBOEM TEKYIIEM COCTOSSHUHM. HocuTenem ke «KUBOro»
Bupyca cranoButrcas COM- wiu EXE-daiin.

[TonyunB ymnpanenue, (aiaoBblii BHPYC COBEpPLIAET CIEAYIOIIME OO0IIHe
JICUCTBHUS:
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MPOBEPSIET ONMEPATHUBHYIO MaMATh HAa HAJIM4YME CBOCH KOMUM M UHOUIUPYET
aMATh KOMITBIOTEPA, €CJIM KONUS BUPYCa HE Hali[ieHa (B Cily4ae, €CJIM BUPYC SBIIAETCS
PE3UIICHTHBIM ), MINET He3apaKeHHbIE (Daliibl B TEKYIIEM U (MJIH) KOPHEBOM KaTaJloTe
NyTeM CKaHUPOBAHUS JIepeBa KaTaJlOrOB JIOTMUECKHX JIMCKOB, a 3aTe€M 3apakaer
oOHapyXeHHbIe (pailyibl;

BBITIOJIHAET JIOMOJIHUTEIbHBIE (€CIM OHU €CTh) (PYHKIMU: JECTPYKTHBHBIC
AeicTBUs, TpaduIecKue Ui 3BYKOBbIE 3(D(EKTH U T.1. (JOMOIHUTEIbHBIE PYHKIINN
PE3UJIEHTHOTO BHpYyCa MOTYT BBI3BIBATBCS CHOYCTSI HEKOTOPOE BpEMsS IMOCHE
aKTUBU3AIlMM B 3aBUCHMOCTH OT TEKYIIETO0 BpPEMEHHU, KOH(PUTYPALUU CHUCTEMBI,
BHYTPEHHHX CUETYMKOB BUpPYCa WU JIPYTUX YCIOBUM, B 3TOM Cllyd4ae BUPYC NpU
aKTUBHU3allUU 0OpabaThIBAET COCTOSIHUE CHUCTEMHBIX YacoOB, YCTAaHABIIMBAE€T CBOU
CYCTYUKHU U T.1I.);

BO3BpAIla€T  yNPAaBIEHHE OCHOBHOM mporpamMmMe (€cid OHa  €CTh).
[Tapazutuueckre BUPYChl IPH 3TOM JTUOO JieyaT (ailii, BEIIOJIHSAIOT €ro, a 3aTEM CHOBA
3apaXkaroT, JMOO BOCCTaHABIMBAIOT MporpamMmy (HO He (aiiia) B HUCXOJHOM BHUJE
(manpumep, y COM-nporpamMmbl BOCCTAHABIIMBAETCS HECKOJIBKO MEPBBIX OaiT, y
EXE-nporpamMmmbl  BbIUMCISIETCS MCTUHHBIM CTapTOBBIM  ajpec, Yy JApaiiBepa
BOCCTaHABJIMBAIOTCS 3HAYEHUS aJPECOB IIPOrpaMM CTPATETUU U IPEPHIBAHUA).

HeoOxonmuMo OTMETHUTh, YTO 4YeM OBICTpee pacHpOCTPaHSETCS BHPYC, TEM
BEPOSITHEE  BO3HMKHOBEHHME  JIUJAEMUM  3TOr0  BHpyca, 4YeM  MeJJICHHee
pacIpoCTpaHseTCs BUPYC, TEM CIIOKHEE €ro OOHAPYKUTh (€Ciid, KOHEYHO K€, TOT
BUpYC Heu3BecTeH). HepesuaeHTHbIE BHPYCHl 4YacTO SIBIISIIOTCA «MEIJICHHBIMU) —
OOJIBIIMHCTBO M3 HUX MPU 3aITyCKe 3apakaeT OJUH WU ABa-TpU (aiijia U HEe yCIeBaeT
3aIl0JIOHUTh KOMIIBIOTEP 10 3allyCKa aHTHBHPYCHOM MpOrpaMMbl (MM TOSBICHUS
HOBOW BEpPCHM aHTUBUPYCA, HACTPOEHHOW Ha JaHHBIA BUpYC). CylecTBYIOT, KOHEUHO
e, HEPE3UACHTHBIE «OBICTPHIE» BUPYCHI, KOTOPHIE MPU 3aITyCKE UILYT U 3apa)karoT BCE
BBINIOJHSAEMbIE (haiiiibl, OJHAKO TAKWE BUPYChl OUYE€Hb 3aMETHBI: MPH 3aIlyCKe KaxKI0ro
3apa)k€HHOro (pailyla KOMIBIOTEp HEKOTOpPO€ (MHOTAA JIOCTaTOYHO JI0JITO€) BpeMms
aKTUBHO paboTaeT C BHHYECTEPOM, UTO JeMackupyeT Bupyc. CKopocTh
pacnpocTpaneHus: (MHPUIUPOBAHUS) Y PE3UICHTHBIX BUPYCOB OOBIYHO BHIIIC, YEM Y
HEPE3UJICHTHBIX - OHHU 3apaxaroT (aiiabl Mpu Kakux-auOo oOpaileHusx K HuUM. B
pe3yJibTaTe Ha AUCKE OKa3bIBAIOTCS 3apaKEHHBIMU BCE MJIM MTOYTH BCE (DANIIBI, KOTOPbIE
MIOCTOSIHHO UCHOJB3YIOTCS B pabote. CKOPOCTh pacnpocTpaHeHus (MHPUIUPOBAHU)
PE3UACHTHBIX (ailIOBBIX BUPYCOB, 3apakalolluX (ailyibl TOJBKO MPH MX 3allyCKe Ha
BBITIOJIHEHUE, OyJIET HUKE, YEM Y BUPYCOB, 3apaKaroux (aisibl U IpU UX OTKPBITHH,
NepeUMEHOBAaHUY, U3MEHEHHUH aTprOyTOB (haiina u T.1.

Takum o00Opa3oM, OCHOBHBIE JECTPYKTHUBHBIE JCHCTBHUS, BBINOJHIEMbIC
(alijIoBBIMU BUPYCAMH, CBS3aHBI C MOpaXeHHeM (ailyioB (yarie MCIONHIEMBbIX WU
(GaiijoB NaHHBIX), HECAHKIIMOHUPOBAHHBIM 3aIlyCKOM pa3JIMYHBIX KOMaHI (B TOM
qrciie, KoMaua (OpMaTUPOBAHUS, YHUUTOXKECHUS, KOMUPOBAHUS U T.I1.), U3MEHECHHEM
TaOJIUIBl BEKTOPOB MpepbIBaHui U Ap. Bmecte ¢ TeM, MOT'YT BBIIIOJHATHCS U MHOTHE
JNECTPYKTHUBHBIE JEHCTBUSA, CXOJHBIE C TEMHU, KOTOPBIE YKA3bIBAIMCH JJIS 3arPy30UHbIX
BHUPYCOB.

MakpoBupycbl (macro viruses) SBISIOTCS MporpaMMaMyd Ha  sI3bIKax
(Makposi3bIKax), BCTPOCHHBIX B HEKOTOPbIE CUCTEMbI 00pa0OTKU JAHHBIX (TEKCTOBBIC
PEAAKTOPbI, AIEKTPOHHBIE TAOIUIBI U T.1.). JJI1 CBOET0 pa3MHOKEHUS TAKUE BUPYCHI



61

HCIOJIB3YIOT BO3MOXKHOCTH MAaKpOS3BIKOB M IMPH HUX IMOMOIIU IMEPEHOCAT cels M3
OJIHOTO 3apakeHHoro damna (JoxkymMeHTa wid Tabmauibl) B apyrue. HaumbOosbiiee
pacmlpoCTpaHEHHE TMONYYHJIA MaKpOBHUPYCHI JUIS TMaKeTa MPHUKIAJHBIX MPOrpaMM
Microsoft Office.

J1J1s cyIiecTBOBaHUS BUPYCOB B KOHKPETHOM CHCTEME (PEIaKTOpe) HEOOXOAMMO
HaJIMYME BCTPOCHHOTO B CUCTEMY MaKpOS3bIKa C BOBMOKHOCTSIMU:

1) npuBSI3KK POTPAMMbI Ha MaKpOs3bIKE K KOHKpETHOMY (haiiy;

2) KOTIMPOBaHUs MaKpOIIPOTPaMM M3 OHOTO (aiisia B IpyToii;

3) mony4eHuss  ympaBJICHUS  MaKpONporpaMMoil  0e3  BMeIIaTelbCTBa
MOJIb30BaTENS (ABTOMAaTUYECKHE WM CTAaHAAPTHBIE MAKPOCHI).

JIaHHBIM YCIIOBHSIM YIOBJIETBOPSIOT MpUKIaAHbIe TporpaMmbl Microsoft Word,
Excel u Microsoft Access. Onu comepxkat B cebe makposi3siku: Word Basic, Visual
Basic for Applications. ITpu s3ToMm:

1) MakpoIporpaMmbl IPHUBsI3aHbI K KOHKPETHOMY (hailiTy WIIM HaXOASTCS BHYTPH
daiina;

2) MakposI3bIK  TO3BOJISICT ~ KONMUpOBaTh  (Gaiibl WM IepeMellarh
MaKpOIporpamMMsl B ClTy>kKeOHbIE (haliiibl CUCTEMBI U pEJAKTHPyEMbIE (ailiibl;

3) npu paboTe ¢ BaitsioM Mpu ONPEACTCHHBIX YCIOBUIX (OTKPBITHE, 3aKPBITHE U
T.J.) BBI3BIBAIOTCS MAKPONPOrpaMMbl (€CIIM TaKOBBIE €CTh), KOTOPHIE OINpeaeICHbI
CrenuaIbHbIM 00pa30oM WM UMEIOT CTaHIapTHBIC UMEHA.

JlanHast OCOOEHHOCTh MAaKpOS3BIKOB IMpEeAHa3HAYeHa MJisi aBTOMATHYECKOU
00pabOTKM JaHHBIX B OOJIBIIUX OPTAHU3AIUAX I B TJIOOAIBHBIX CETSIX U MO3BOJISET
OpraHu30BaTh TaK Ha3bIBAEMbI «aBTOMATU3UPOBAHHBIN JTIOKyMEHTOO00pOoT». C
APYrofl CTOPOHBI, BO3MOKHOCTH MAaKpOSI3bIKOB TAKHUX CHUCTEM IIO3BOJISIIOT BUPYCY
MEPEHOCUTh CBOM KOJI B Ipyrue (aiiibl U TAKUM 00pa3oM 3apakaTh UX.

BOnBIIMHCTBO MaKpOBUPYCOB AKTHUBHBI HE TOJBKO B MOMEHT OTKPBITUS
(3akpeiTHs) (haiina, HO O TeX MOp, MOKa aKTUBEH caM penaktop. OHUM coaepKar Bce
cBou (yHknuu B Buae craHaaptHbix makpocoB Word/Excel/Office. CymectByror,
OJTHAKO, BUPYCHI, UCIOJB3YIOIINE MPUEMbI CKPBITHS CBOETO KOJIa U XPAHSIINE CBON
KO/ B BHJIe HE MakpocoB. M3BeCTHO TpH MOJOOHBIX MpUEMa, BCE OHU HCIOJIb3YIOT
BO3MOXHOCTh MaKpOCOB CO37]aBaTh, PEAAKTUPOBATh U UCIIOIHATH JPYTHE MAKpPOCHI.
Kak mpaBuio, momoOHble BUPYCHl UMEIOT HEOOJNbINOW (MHOTAA — MOIMMOP(dHBIN)
MaKpOC-3arpy3uuK BUPYCa, KOTOPBIN BBI3BIBAET BCTPOCHHBIN PEIAKTOP MaKpOCOB,
CO3/1a€T HOBBIM MaKpOC, 3aII0JIHSAET €r0 OCHOBHBIM KOZIOM BUPYCa, BHITIOJIHAET U 3aTEM,
KaK MpaBWJIO, YHUUTOXKAET (UTOOBI CKPBITh CIEbl MPUCYTCTBUS BUpyca). OCHOBHOM
KOJI TAKUX BUPYCOB MPUCYTCTBYET JINOO B CAMOM MaKpOCE BUPYCa B BHUJI€ TEKCTOBBIX
CTpoK (MHOTAa — 3amudpoBaHHBIX), JUOO XpaHUTCS B O0JaCTH TMEPEMEHHBIX
JOKYMEHTA.

K ceTeBbIM OTHOCATCSI BUPYCHI, KOTOPBIE IJIs1 CBOETO PACpOCTPAHEHHS aKTHBHO
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HCIOJIB3YIOT TPOTOKOJBI W BO3MOXHOCTH JIOKANbHBIX M TJIOOATBHBIX CETEH.
OCHOBHBIM TNPUHIUIIOM pabOTBl CETEBOTO BHpYyca SBISETCS BO3MOXHOCTb
CaMOCTOSITENIBHO IIE€pelaTh CBOM KOJ Ha yNaJCHHBIN CepBEp WIM PadOYyl0 CTAHLUIO.
«IlonHOLEHHBIE» CETEBBIE BUPYCHl IPHU ATOM OOJANAIOT €HI€ U BO3MOXKHOCTBIO
3aIlyCTUTh Ha BBINOJHEHHUE CBOM KOJ HA YJAJECHHOM KOMIIBIOTEPE WM, IO KpaWHEW
Mepe, «IOATOIKHYTH)» MOJIb30BATENsI K 3aIyCKY 3apakKeHHOT0 (Qailna.

BpenonocHeiMu miporpamMmmamu, obOecneunBaromuMu ocyiectienne HC/I,
MOTYT OBITh:

IPOrpaMMBbI TOI00pa ¥ BCKPBITHS TTAPOJICH;

IPOTPaMMBI, PEATU3YIOIINE YTPO3bI;

IpOrpaMMbl,  JAEMOHCTPHUPYIOIIME  HCIOJh30BAaHUE  HEJACKIapHUPOBAHHBIX
BO3MOXHOCTEH MPOrpaMMHOTI0 U IIporpaMMHo-amnmapaTtHoro oodecreuenust UCIIIH;

IPOrpaMMbI-T€HEPATOPHI KOMIIBIOTEPHBIX BUPYCOB;

IPOrPaMMBbI, IEMOHCTPUPYIOIIHNE YI3BUMOCTH CPEJICTB 3aIUThI
uHdopmaluu u Jp.

B cBs3u ¢ ycnokHeHMEM W BO3pacTaHMEM pa3HOOOpa3usi MPOrPaMMHOTO
00ecreYeHHs YUCIIO BPEAOHOCHBIX MPOrpaMmM OBICTPO Bo3pactaeT. Cero/iHs U3BECTHO
6osee 120 ThICSIU CUTHATYP KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ Tem, Jajeko He Bce u3
HUX TPEJICTABISIIOT PEalIbHYIO YTpo3y. Bo MHOTHX ciTydasix yCTpaHEeHHUE YS3BUMOCTEH B
CUCTEMHOM WJIM MPUKJIAJTHOM IPOrPaMMHOM OOECIIEUEHUHU MPUBEIIO K TOMY, YTO P
BPEIOHOCHBIX MPOTPaMM YK€ HE CIOCOOEH BHEAPUTHCA B HHUX. YacTO OCHOBHYIO
OITACHOCTb MPEACTABIISIOT HOBBIE BPEJOHOCHBIE MPOTPAMMBI.

5.6. O0masi XapakTepucTUKA HETPATUIIHOHHBIX MHPOPMAIMOHHBIX KAHAJIOB

Herpaaummonnsiit ”HPOPMAIMOHHBIN KaHAIl — 3TO KaHaJI CKPBITHOW Mepeavn
uH(pOPMAIIUN C HCIOJIb30BAHUEM TPAJAUIIMOHHBIX KAHAJIOB CBS3M U CIEIUATbHBIX
npeoOpa3oBaHui nepenaBaeMoit nHpopmaruy, HE OTHOCSIIMNXCS K
KPUTITOTpa)UIECKHUM.

st hopMupoBaHUS HETPATUIIMOHHBIX KAHATOB MOT'YT HCIIOJIb30BATHCSI METO/TBI:

KOMITBIOTEPHOM cTeraHorpaduu;

OCHOBAHHbIE Ha MaHUMYJISAUUUA pa3nuuHbix xapakrepuctuk MCII/IH, koTopbie
MOXXHO TIOJTy4aTh CAHKIIMOHUPOBAHO (HAmpUMep, BPEMEHH OOpaOOTKH pa3IMYHBIX
3aMpocoB, OOBEMOB JOCTYIMHOM TaMSATH WM  JOCTYNHBIX JUIS  YTEHUSA
UACHTU(UKATOPOB (PailIOB UK TIPOIIECCOB U T.11.).

MeToapl KOMIBIOTEPHOU cTeraHorpaduu NMpeIHa3HAuYeHbI ISl CKPBITUS (haKkTa
nepenayn cooOIleHrs MyTeM BCTpauMBaHUs CKphIBaeMOW WHGOpMAIMM BO BHEIIIHE
0e300uIHbIE JaHHBIE (TEKCTOBbIE, Tpaduueckue, ayauo- WM BHICOGMAWUTBI) H
BKJIFOYAIOT B €01 IBE TPYIIBI METO/I0B, OCHOBAHHBIX:

Ha WCMOJb30BAHUM CIEIUATBHBIX CBOWCTB KOMITBIOTEPHBIX (OpPMATOB
XpaHEHWUsI U TIepeIavr TaHHBIX;

Ha U30BITOYHOCTHU ayIM0-, BU3YaJTbHOM MM TEKCTOBOM HH(GOPMAIINH C TTIO3UITHH
MCUXO(PU3UOTOTHIECKUX OCOOCHHOCTEH BOCIIPUSATHS YEIOBEKA.

Knaccudukamms MeTonoB KOMIBIOTEpHOW cTeraHorpadguu TmpuBeneHa Ha
pucynke 15. Ix cpaBHUTENbHAS XapaKTePUCTHUKA TIPUBEICHA B Ta0wuIIe 4.
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HauGosnbiiee pa3BuTie W MPUMEHEHHUE B HACTOSIIEE BPEMS HAXOAT METOIIBI
COKpBITHSI HMH(pOpManuu B TpadHUuecKUx CTETOKOHTEHHepax. OTo 00yCIOBICHO
CPaBHHUTEIHHO OONBIIMM 00BbEMOM HH(OpPMAIMH, KOTOPBIA MOXXKHO pPa3MECTUTh B
TaKUX KOHTEWHEepax 0e3 3aMETHOT0 NCKAKEHUS N300paKCHUS, HATMYUEM allPHOPHBIX
CBEJCHWI O pa3Mepax KOHTEHHepa, CYIIECTBOBAaHHEM B OOJBIIMHCTBE PEAbHBIX
N300paKCHUI TEKCTYPHBIX O0JACTe, MMEIOIHUX ITYMOBYIO CTPYKTYPY M XOPOIIO
NOIXOISAIIMX U1 BCTpaumBaHUs HH(pOpMamuu, TpOopabOTaHHOCTBIO METOOB
dpoBoii  00pabOTKU u300pakeHUH U IUPPOBBIX (HOpMATOB MPEACTaBICHUS
n300pakeHHid. B HacTosIIee BpeMs CyIIeCTBYET eI Psii KaK KOMMEPUYECKUX, TaK
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Pucynok 15. Knaccudukanus Mmeronos creranorpaguyeckoro npeodpazosanust uHpopmanuu (CITN)
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Tabnuma 4

CpaBHI/ITeJII)HaJI XApaKTCPUCTHKA CTCFaHOFpa(bI/I‘leCKI/IX MCTOJ0OB

npeoOpa3zoBanus HHPpOpMaIUn

Crerano Kpatkas Henocratku [IpeumymecTn
rpadu- yeckui XapaKTepHCTHKA MeToAa a
MeTo/
Mertozp! COKpBITHS HHGOPMALIUK B ayJHOKOHTEHHEepax
Merton OcHOBaH Ha  3aluCH Hesslicokas CKpBITHOCTB JocTarouno
COKPBITHS B | cooOmeHus nepenadn COOOIIEHNS. Huskas | BbIcOkas €MKOCTh
HaMMEHBIINX B HauWMEHbIINE 3Hauamye OUTHl | yCTOHYMBOCTH KOHTeHHepa
3HaYaIMX OuTax HCXOMHOTO cHrHaima. B kauecTBe | K MCKakeHWsIM. Vcmonb3yercs Tonbko | (7o 25 %)
KOHTEHHEepa HCIOJB3YeTcs, KakK | IS ONpeneNeHHBIX (OPMaToB ayIHo-
MIPaBUJIO, HECXKATBIN ayAMOCUTHAI ¢aitnos
Merton OcHOBaH Ha TCHEpaIHU Huskuit ko3 urment CpaBHUTEIBHO
COKPBITHS Ha | ICeBIOCITy-4aifHOTO nryma, | MCHOJIB30BaHHUS KOHTEHHepa. | BBICOKas CKPBITHOCTD
OCHOBE SIBJIAIOIIETOCS ¢ynkuued | 3HaUMTEIBHBIE BBIYHCIHTENFHBIE | COOOIIEHUS
pacmperneneHus Mo | BHEAPSIEMOTO coo0mieHwus, 1 | 3aTpaTsl
CIEKTpY MOAMEIIMBAaHUT MOJY4EHHOT O
IlyMa K OCHOBHOMY CHTHAIy-
KOHTeHHEepY B KauecTBe
aJJUTUBHON COCTaBJIAIOIIEH.
Koamposanue notokoB napopManim
MyTeM paccesHus] KOIMPOBAHHBIX
JAHHBIX 10 CIIEKTPY YacTOT
Merton OcHoBaH Ha Huskuit K03 duImeHT CpaBHUTEIBHO
COKPBITHS Ha | WCIONB30BAaHUN B Ka4ecTBE | HCIIOIb30BaHUS KOHTEHHepa. | BBICOKAs CKpPBITHOCTD
OCHOBE IIyMONOAOOHOTO CHUTHaja camoro | 3HaYMTENbHBIE BBIYHCITUTENIBHBIE | COOOIICHHUS
HCTIOJIb30BaAHUS ayAnOCHUTHANA, 33/lep)KaH-HOTO Ha | 3aTparsl
9X0-CHUTHAJIa pa3NUYHBIE TIEPUOABI BPEMEHH B
3aBUCHUMOCTH  OT  BHEIPSIEMOro
coo0mIeHNs («103BOHOYHOTO Xa))
Meron OcHoBaH  Ha  (akre Maunsrit koo umeHT Obnanaer
COKPBITHS HEYYBCTBUTENIb-HOCTH yXa | HCHONB30BaHMS KOHTEHHEepa 3HAYUTENHHO Goiee
B (haze curHaia qeJioBeKa K a0CoMIOT-HOMY BBICOKOH  CKPBITHOCTBIO,

3HA4YCHUIO (a3l TAPMOHHK. AyAHO-
CUTHAI pasbuBaeTcs Ha
T0C/Ie/IOBATEIBHOCTh ~ CErMEHTOB,
COOOIIIEHNE BCTPaMBAETCS ITyTEM
MO (PHKAITIH

¢da3sl  TmepBoro

CErMEHTa

YEM METOIBI COKPBITHA B

H3b

MeTobI COKpBITHSI HHPOPMALIMH B TEKCTOBBIX KOHTEHHEpax

Merton
COKPBITHUS Ha

OCHOBE IPOOEITOB

OcHoBaH Ha BCTAaBKC

HpO6eJIOB B KOHII€ CTPOHYCK, IIOCJIE
3HAaKOB

NpeTIMHaHus, MEXAy

MeTO,I(I)I YYBCTBUTCJIbHBI K

MIepeHOCy TEKCTa U3 OJHOTO hopMara B

JocTraTouno
OospIrast MIPOITYCKHAS

CIIOCOOHOCTH




Crerano Kpatkas Henocratkn IpenmymecTs
rpadu- yeckui XapaKTepHCTHKA MeToAa a
MeToj
CIOBaMU  IpU  BBIPABHHUBAaHUU | JPYTOM. Bo3moxna norepst
JUTHBI CTPOK coobmenus. HeBbicokast CKpBITHOCTB
Merton OcHOBaH Ha TOM, 4TO OueHb HHU3Kas MPOIyCKHas CymectByer
COKPBITHS Ha | mpaBuUNa IYHKTyallUH MOOMYCKAIOT | CIIOCOOHOCTB. CI0XHOCTh | MOTEHIMANIbHAS
OCHOBE HEOJHO3HAYHOCTH TIPU PACCTAHOBKE | AETEKTHPOBAHUS COOOIIEHUS BO3MOKHOCTh T0ZI00paTh
CHHTAaKCHIECKUX 3HAKOB NPENHHAHUS TaKoit METO/I, pu
ocobeHHOCTEH KOTOpOM  HOTpeOyroTcs
TeKCTa BECbMa CJIOXKHBIE
TIPOLE Ty PEI TUTSt
PACKPBITHS COOOIIEHUS
Merton OcHOBaH Ha  BCTaBKe CnoXeH NPUMEHHUTENBHO K OnuH u3
COKPBITHS Ha | MH(GOPMAIMH B TEKCT NPH IOMOLIM | PYCCKOMY SI3BIKY B CBSI3U ¢ OoNbIIMM | Haumboiee

OCHOBC CHHOHUMOB

uepeaoBaHust CJIOB U3 Kakou-1mmbo

pa3sHooOpa3sueM OTTCHKOB B Pa3HBIX

NEPCHEKTUBHBIX METOIOB.

TPYMIBI CHHOHIMOB CHHOHHMaXx Ob6namaer CpaBHUTEIHLHO
BBICOKOH  CKPBITHOCTBIO
COO0IIEeHHS
Meton OcHOBaH Ha MaCKHPOBKE Hesbicokas MIPOITyCKHas Becbma npoct B
COKPBITHS Ha | UHQOPMAIIMOHHBIX ~ OMTOB  MOX | CIIOCOOHOCTB. BBICTPO BCKpBIBaeTCsA | MpPUMEHEHHH.  Bbicokas
OCHOBE €CTCCTBCHHbBIC OIIMOKM, OINEYaTKH, | HPY CTaTHCTUYECKOM aHAIIU3E. CKPBITHOCTb IIPU aHAIIU3e
HCTIONb30BAHUS HapyLmIeHUs] TPaBWJI  HANHCAHUA YEeTI0BEKOM
omrboK COYETaHWH TJIACHBIX U COTJIACHBIX,
3aMeHe KUPUJUTULIB Ha
AQHAJIOTHYHBIE 110 BHEIIHEMY BHUIY
JIAaTHHCKHE OYKBBI U Ap.
Merton OcHOBaH Ha TIeHepaluu Hesslicokas MPOITyCKHast CKpBITHOCTb
COKPBITHUS Ha | TEKCTOBOI'O KOHTelHepa C | CHOCOOHOCTS. BeccMbicieHHOCT | ompezensercss MeToJaMU

OCHOBE TE€HEpannuu

UCTIONB30BaHWEM Habopa MpaBHII

CO3JaHHOT'O TEKCTa

mudpoBaHUI  H, Kak

KBa3UTEKCTa HOCTPOCHUS HPEUIOKESHHUH. MpaBMIIO, BECbMa BBICOKA
Hcnone3yercst CUMMETPUYHAS
KPHUIITOTpaus
OxoHuaHue TaOIULBI
Cterano Kpatkas Hengocratku [IpeumyiecTs
rpadu- yeckui XapaKTepHCTHKAa MeTo/a a
MeTOo]
Meton OcHOBaH Ha  BCTaBKe Jlerko  BbIABISETCS  NIPH Bricokuit
COKPBITHS Ha | uHGOpPMAIMK 3a CYET HM3MEHEHHs | MpeoOpa3oBaHUH maciuTaba | xodddunmeHt
OCHOBE tuna mpudra U pasmMepa OykB, a | JOKYMEHTa, TIpPH  CTATHCTUYECKOM | MCHOJIb30BaHMUS
HCTIOJIb30BaHUS TaKxke Ha BO3MOYXHOCTH | CTErOaHaIn3e KOHTelHepa
ocobeHHOCTeH BCTpanBaHKsi HHOOPMAIMHU B OJIOKH
mpudra C HEM3BECTHBIMH MJs1 Opaysepa
uaeHTH(HUKATOpaMH
Merton OcCHOBaH Ha pa3MeIICHHH Huskass CKpBITHOCTE TIpH IIpoct B
COKPBITHSI Ha | WHOPMAIMH B 3apE3ePBUPOBAHHBIX | M3BECTHOM (opmate (daiina MPUMEHEHUH
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OCHOBE
HUCIIOJIb30BaHUsA

KO/a JTOKyMEHTa U

nu HEUCIIOJIb3YEMBIX oJIAX

MepeMeHHON JJTMHBI

¢aiina

Meron OcHOBaH Ha WU3MEHEHHHU Huskas NIPOITyCKHAs IIpoct B
COKPBITHS Ha | 3HaYCHUH CIOB CIIOCOOHOCTD. ¥Y3KO CHEUATN3UPOBaH. | IIPUMEHEHUH
OCHOBE Hu3skas ckpbITHOCTD
HCTIOIb30BaHUS
KaproHa

Merton OcHOBaH Ha T€HEpaIHU CnoxHOCTh  (HOPMHUPOBAHHSA Hoctarouno
COKPBITHS Ha | TekcTa —KOHTelHepa C | KOHTeHHepa u COOOLICHHs BBICOKasi CKPBITHOCTD TIPH
OCHOBE (hopmupoBaHuEM CIIOB aHaJIN3€ YEIIOBEKOM
HCTIONIb30BAHUS OTIpeeNeHHON JUTHHBI o
JepeaoBaHHs U3BECTHOMY TPABUITYy KOJHPOBAHUS

JJIMHBI CJIOB

Merton OcHOBaH Ha BHEJIPEHHUU CH0XXHOCTh  COCTaBJICHUS [Jaer Oompuryro
COKPBITHS Ha | cooOmmeHus: B mepBble OYKBBHI CIOB | cooOmieHMs. Hu3kas  CKpBITHOCTB | CBOOOIY BBIOOpA
OCHOBE TEKCTa ¢ MoJ00pPOM CIIOB COOOIIEHUS oreparopy,
HCTIOJIb30BAHUS TIPUTYMBIBAIOLIIEMY
MEPBBIX OyKB cooOrieHne

Mertonp! cOKpBITHS HHPOPMAIMU B TpapUUECKUX KOHTEHHEpax

Merton OcHOBaH Ha  3allUCH Hesslicokas CKPBITHOCTh JocTarouno
COKPBITHS B | cooOmIeHHs B  HauMEHbIIUE | Nepegayu COOOIIECHYS. Huskas | BbIcOKas €MKOCTh
HaNMEHBIINX 3HaYaIme OUTHI HCXOJHOTO | YCTOHYHMBOCTH K HCKAKCHHUSAM KOHTelHepa
3HAYaNMX OuTax MU300paKEeHUS (mo 25 %)

Meton OCHOBaH Ha peAyKUUU IIpumensercs CpaBHUTEIBHO
COKPBITHS Ha | (3aMeHe) [BETOBOM MANUTPHl ¥ | MPEUMYIIECTBEHHO K CKaTBIM | BBICOKAs E€MKOCTh
OCHOBE YHOPAJ0YMBaHUU L[BETOB B | M300paXeHUSIM. HeBbicokast | KoHTelHepa
MoOAHpUKAIIMN MHUKCEISIX C COCETHUMH HOMEpaMH CKPBITHOCTh Nepeadr COOOIICHHS
WH/IEKCHOTO
¢dopmara
MpeJCcTaBICHHs

Meron OcHOBaH Ha TIOHCKE C CJ0XHOCTB pacyeToB YcroitunBocTh
COKPBITHS Ha | IPIMEHEHHUEM K OOJBIIHMHCTBY
OCHOBE ABTOKOPPEIALUOHHON ¢dyHKIIT HEJTMHEeHHBIX
HCIIOJIb30BAHUS oOmacTelf, comep)KalluX CXOJHBIE npeoOpazoBaHuil
aBTOKOPPEJSILIMOH- | JaHHEIE KOHTelHepa
HOM QyHKIMN

MeTton OcHOBaH Ha MOAYJALMU Hwuzskas TOYHOCTH JlocTatouHO
COKPBITHUS Ha | TICEBIOCIYYaifHOTO CUTHANla | JETeKTUpOBaHUs. VckakeHHs BBICOKAs CKPBITHOCTh
OCHOBE CUTHAJIOM, coJiep KaIM cooOmIeHust
HCIIOJIb30BaHUS CKpBIBaEMYI0 HHPOPMALIUIO
HEJIUHENHHOU
MOTYJISIIAN
BCTPanBaeMoro

Cco001IEeHNS




Meton OcHOBaH Ha MOAYJSALHU Huskas TOYHOCTh HocraTouno
COKPBITHUS Ha | IICEBIOCIYYaifHOTO CUTHANIa | JeTeKTUpoBaHus. VckakeHus BBICOKAst CKPBITHOCTh
OCHOBE OUITOISIPHBIM CHUTHAJIOM, cooO0reHnst
HCIIOJIb30BAHUS coJeprKaIiuM CKPBIBAEMYIO
3HAKOBOI HHPOPMAIIHIO
MOIYJISALIUN
BCTPanUBaeMOro
coo0IIeHUs

Meton OcHoBaH Ha CHOXHOCTB pacuyeToB Bricokas
COKPBITHS Ha | OCOOCHHOCTSX BelBIIET- CKPBITHOCTh
OCHOBE  BEHBIIET- | MpeoOpa3oBaHUH
npeoOpa3oBaHus

Merton OcHoBaH Ha CJ0XKHOCTB pacyeToB Bricokas
COKPBITHS Ha | 0COOECHHOCTSX JIUCKPETHOTO CKPBITHOCTh
OCHOBE KOCHHYCHOTO IIpe00pa30oBaHus
HCTIOJIb30BAHUS
JIUCKPETHOTO
KOCHHYCHOTO
npeoOpa3oBaHus

u OecIUIaTHBIX IIpOrpaMMHBIX IIPOAYKTOB, JOCTYIIHBIX O6I>I‘{HOMy ITOJIB30BaTCIIIO,
PCAINIYIOINIUX U3BCCTHBIC CTGFaHOI"pa(l)I/ILIGCKI/IG MCTOAbI COKPBLITHUA I/IH(l)OpMaI_[I/II/I. HpH
9TOM IIPCUMYIICCTBCHHO UCIIOJIb3YIOTCA rpa(bﬂquKHe )51 aYIIHO-KOHTCfIHepLI.

B HCTPAJUIIMOHHBIX I/IH(l)OpMaI_[I/IOHHBIX KaHaJlaX, OCHOBAHHbIX Ha MaHHUITYJIALNHU

paznuuHbIX xapaktepucTuk pecypcoB MCII/IH, ucnonb3yroTes s Mepeaadyd JaHHBIX
HEKOTOphIE paziensieMbie pecypchl. [Ipu 3ToM B KaHanax, UCHOIB3YIOUIUX BPEMEHHBIC
XapaKTePUCTHKHU, OCYIIECTBISETCS MOMYJSLUS MO BPEMEHU 3aHSATOCTH Pa3JEIsieMOro
pecypca (Hampumep, MOAYJIUPYSI BpeMsi 3aHATOCTH MPOIIECCOpPa, MPHUIOKEHUSI MOTYT
0OMEHUBATHCS JAHHBIMU).

B xananax maMsatu pecypc UCIOJIb3yeTcs Kak TPOMEKYyTOUHbIN Oydep (Hampumep,
NPWIOKEHUST MOTYT OOMEHUBATbCS JaHHBIMH TYT€M IIOMEIIEHUsS WX B HMEHa
co3naBaeMbIX (aiioB U AupexkTopuit). B kananax 0a3 JaHHBIX U 3HAHUN UCIOJIB3YIOT
3aBUCUMOCTH MEXIY JTaHHBIMHU, BO3HHMKAIOIIMMU B DPENISIIMOHHBIX 0a3ax MaHHBIX U
3HAHUMU.

Hetpanuuronnsie MHPOPMAIIMOHHBIE KaHAJBI MOTYT OBITh C(OPMHpPOBAHBI Ha
paznuyHbIX ypoBHAX ¢pyHKunoHuposanus MCIIT/Ix:

Ha alapaTHOM YPOBHE;

Ha YPOBHE MUKDPOKOJOB U IpaiBEPOB YCTPOMCTB;

Ha YPOBHE ONEPALMOHHON CUCTEMBI;

Ha YPOBHE MPUKIAJHOTO IPOrPAMMHOTO 00€CIIeUEHUS;

Ha ypoBHE (QYHKIIMOHUPOBAHUS KAHAJIOB TIEpEeIaun JaHHBIX U JIMHUMA CBSI3U.

OTH KaHAJIbl MOTYT UCIOJIb30BaThCA KaK JJIsl CKPBITOM Mepeayu CKOMMPOBAaHHOMN
uH(pOpMAIUK, TaK U JJI1 CKPBITHOW Mepeaur KOMaH I
HA BBINIOJIHEHUE IECTPYKTUBHBIX JEUCTBUM, 3aITyCKa MPUJIOKEHUH U T.II.



JInst  peanm3anmuMyM  KaHAJIOB, Kak MPaBWIO, HEOOXOAUMO BHEJAPUTH B
ABTOMATU3UPOBAHHYIO CHUCTEMY MPOTrPaMMHYI0 WM  MNPOrPaMMHO-ANIMAPATHYIO
3aKjIa/IKy, 0OecreunBaronyo (opMHUpPOBaHKE HETPAJAUIIMOHHOTO KaHaIa.

Herpaaunmonnsiii mHGOPMAIIMOHHBIA KaHal MOKET CYIIECTBOBATb B CHUCTEME
HEMPEPHIBHO WJIM aKTUBU3UPOBATHCS OJJHOPA30BO WIIM MO 3aJaHHBIM yciaoBusM. [Ipu
ATOM BO3MOKHO CYIII€CTBOBaHHE 00paTHOM cBs3U ¢ cyobekToM HC/I.

5.7. O0masi XapaKkTepucTHKA Pe3y/JIbTATOB HECAHKIIMOHUPOBAHHOTO
WIN CJIYYaiHOT o J0CTynAa

Peanuzanus yrpo3 HCJI k nHpopManuy MOXKeT NPpUBOANUTD K CIEAYIOIIUM BUAaM
HapylIeHus ee 0€30MaCHOCTH:

HAPYILLICHUIO KOH(PUJIECHIIUAIBHOCTH (konupoBaHue, HETPABOMEPHOE
pacnpocTpaHeHue);

HApPYIICHHUIO IEJIOCTHOCTH (YHHYTOXKCHUE, H3MCHEHUE);

HapyIICHUIO TIOCTYMHOCTH (OJIOKMpOBaHUE).

Hapyuienne KoHQUACHIIMAIBHOCTA MOXKET OBITh OCYILIECTBIICHO B CIy4ae YTEUKU
uH(popmanuu:

KOIIMPOBAHUS €€ Ha OTUYKJa€Mbl€ HOCUTEIU UH(POpMAIIH;

nepelady ee o KaHaJlaM [epeayu JaHHbIX;

IpU IPOCMOTPE WM KOUPOBAHUU €€ B X0JI€ PEMOHTA, MOAU(PUKALIUU
U YTUJIM3ALHUH IPOTPaMMHO-aNapaTHBIX CPEICTB;

npu «cOopke Mycopay» HapyuuTesneM B mpouecce 3kcrutyarauud UCIT/IH.

Hapymenue nenoctHocTH MH(OpPMALUK OCYIIECTBIISIETCS 32 CUET BO3JAEUCTBUSA
(Monu@ukanuy) Ha OporpaMMbl U JaHHBIE MOJB30BATENSA, a TAKXKE TEXHOJIOTHYECKYIO
(cucteMHy10) HHGOPMAIIKIO, BKIIFOYAIOIIYIO:

MHKPONPOrpaMMBl, TAHHBIE U IpaliBEPA YCTPOMCTB BBIUYNCIUTEIBHON CUCTEMBI,

MporpamMMbl, JaHHblE M JipaiiBepa YCTPOMCTB, OOECIEUMBAIOMIMX 3arpys3Ky

OIIEPAIMOHHON CHUCTEMBI;

MpOrpamMMBbl U JaHHBIE (IECKPUIITOPHI, OMUCATENTHN, CTPYKTYPbI, TAOIUIIbI
Y T.J1.) OTIEPAlUOHHOUN CHUCTEMBI;

MPOrpamMMBbl U JaHHBIE MPUKIIATHOTO IPOrPAMMHOTO 00ECTICUEHHS;

MPOrpamMMBbl U JaHHBIE CIIELIMAIBHOTO MTPOTPAaMMHOT0 00€CTIEUEHUS;

IPOMEXYTOUHBIE (OIepaTUBHbIC) 3HAUEHUS MTPOrPaMM U JIaHHBIX B IPOLECCE UX
o0paboTku (4TeHMsi/3amucu, MpuUeMa/mepenadyn) CpeacTBaMu W YCTPOWCTBaAMHU
BBIYHCIINTEIbHON TEXHUKH.

Hapymenue nenocruoctu unpopmaruu B UCITJIH MoxeT Takke ObITh BBI3BAHO
BHEJPEHUEM B HEE BPEAOHOCHOM MPOrpaMMbl IPOrPAMMHO-AIIIAPATHON 3aKJIAKH WU
BO3/ICIICTBHEM Ha CUCTEMY 3alIUThl HHPOPMAIIUHU WU €€ DJIEMEHTBHI.

Kpowme storo, B8 UCII/IH BO3MOKHO BO3JECHCTBUE HA TEXHOJOTMYECKYIO CETEBYIO
uH(pOopMaIMIo, KOTOpas MOXKET o0ecreurnBaTh (PYHKIIMOHUPOBAHUE PA3IIUYHBIX CPEACTB
yIPAaBJICHUS BBIYUCIUTEIBHON CEThIO:

KOH(UTypaluen ceTu;

aJpecaMy U MapuIpyTU3alMen nepeaadyn JaHHbIX B CETH;

(yHKUIHOHATBHBIM KOHTPOJIEM CETH;



0€30MacHOCTbIO HHPOPMAIINH B CETH.

Hapymenue nocrynHoctu uHpopManuu odecrnedynBaeTcs myreM (popMupoBaHUs
(MoaMQuUKaLnN) HCXOJHBIX JaHHBIX, KOTOpPBIE IPU 00paOOTKE BBI3BIBAIOT HEMPABUIILHOE
(YHKIIMOHUPOBAaHKE, OTKa3bl ammapaTypbl WM 3axBaT (3arpy3Ky) BBIYMCIUTEIBHBIX
PECYPCOB CHCTEMBI, KOTOpPbIE€ HEOOXOAMMBI JI BBIIIOJIHEHUS MPOTpaMM M PabOThI
anmnaparyphl.

Vka3aHHblE JE€WCTBUA MOTYT TMPUBECTH K HApPYLIEHUIO WIM  OTKazy
(YHKIIMOHUPOBAHUSA MTPAKTHUECKH JTHO0BIX TexHudeckux cpencts UCIT/Ix:

CpeacTB 00pabOTKU HH(POPMAIIHIH;

CpEeICTB BBO/A/BBIBOAA UH(OpMALINH;

CPEICTB XpaHEeHHs UH(pOopMaInH;

anmapaTyphl ¥ KaHaJOB Mepeadn;

CPEICTB 3aIIUTHl HH()OPMAITUH.



6. TUIIOBBIE MOJEJIN YI'PO3 BE3OITACHOCTH INTEPCOHAJIbHBIX JAHHBIX,
OBPABATBHIBAEMbIX B UHOOPMALMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX
JAAHHBIX

B 3aBucumoctu oT mened u coxaepkanus oopadotku II/[H omeparop MoxkeT
ocyuiecTBIATh 00padoTky [1/1n B UCIIIH pa3nuyHbIX THUIIOB.

[lo  crpykrype  uHGOPMAIMOHHBIE  CHUCTEMBI  TOJpA3JEisAlOTCI  Ha
aBTOMAaTU3UPOBaHHbIE paldoynMe MecTa, JOKaJbHble HH(POPMALMOHHBIE CHUCTEMBI U
pacnpeneneHHbIe HHPOPMAIIMOHHBIE CHCTEMBI.

[To HAMMYKIO MOAKITIOUYEHHUM K CETSIM CBSI3M OOIIETrO MOJIb30BAHUS U (WJIU) CETAM
MEXIYHApOMAHOTO  WH(GOPMAIIMOHHOTO  OOMeHa  WH()OpPMAIMOHHBICE  CHUCTEMBI
MOAPA3ACIAIOTCS HA CHCTEMBI, UMEIOIINE MOJAKIIOYEHHUS, U CUCTEMbI, HE HMEIOLIUE
HOIKJIIOYEHUH.

[To pexumy 0oOpaOOTKM MEPCOHAIBHBIX JAHHBIX B MH(POPMALMOHHON CHUCTEME
MH(QOPMAIIMOHHBIE  CHUCTEMBI  TMOAPA3JCISAIOTCS HA  OJHOIOJIB30BATEIILCKUE U
MHOTOIOJIb30BATENBCKUE.

[lo pasrpanuyeHuto mpaB JOCTyNa MOJb30BaTeNie MHGOOPMAIMOHHBIE CHUCTEMBI
MOJPA3JICTSAIOTCST HA CUCTEMbl 0€3 pasrpaHUYeHHs] IpaB JOCTYNla U CHUCTEMBI C
pasrpaHUyYCHUEM TIpaB JOCTYIIA.

NudopmaiimoHHble CHUCTEMbI B 3aBUCUMOCTH OT MECTOHAXOXJIEHUS HX
TEXHUYECKUX CPEICTB MOAPA3ACISIIOTCS Ha CHUCTEMBI, BCE TEXHHYECKUE CPEICTBA
KOTOPBIX HaxomsATca B mpenenax Poccuiickoit denepanuu, U CUCTEMBI, TEXHUYECKUE
CpPEACTBAa KOTOPBIX YAaCTUYHO WJIM ILEJIUKOM HaXOIATcs 3a mpeaenamu Poccuiickoit
denepanum.

B 3aBucuMoOCTH OT TEXHOJIOTHI, COCTAaBAa U XapaKTEPUCTUK TEXHUUECKUX CPEICTB
NCII[JH, a Taxxe omacHoctr peanusanuu YDBII/IH m HacTymueHus mociencTBUM B
pe3ysibTaTe HECAHKIIMOHUPOBAHHOTO WM CIY4alHOrO JOCTyHa MOXHO BBIICIIUT
cnenytromue turnsl UCITIH:

aBTOMATU3MPOBAHHBIE paboOUre MECTa, HE UMEIOIINE TTOIKITIOYEHHE K CETSIM CBSI3U
00111ero MoJIb30BaHUs U (W) CETAM MEXKTyHAPOIHOTO HH(POPMAIIMOHHOTO 0OMEHa;

aBTOMATU3UPOBAaHHBIC paboure MecTa, UMEIOIIUE MOAKIIOUEHHE K CETSIM CBSI3U
00111eT0 MO0JIb30BaHUS U (WJIM) CETSIM MEKIyHApPOHOT0 HH(OPMAIIMOHHOTO OOMEHA;

nokanbHple VICIIJIH, He wuMeromue MOAKIIOUEHHE K CETSIM CBSI3U  OOIIEro
MOJIb30BaHUS U (MJIM) CETSIM MEXAYHApPOIHOTO HH(DOPMAITMOHHOTO OOMEHa;

nokanbHple MCII[{H, wuMerImMe MOAKIIOYEHHE K CETSAM CBS3H  OOIIEro
MOJIb30BaHUS U (WIJIH) CETAM MEXKIYHAPOAHOT0 MHPOPMALIMOHHOTO OOMEHA;

pactpenenennubie UCIIJH, He uMeromue NOAKIIOUYEHUE K CEeTSIM CBSI3U OOIIEro
MOJIH30BaHUS U (WJIM) CETAM MEKIyHAPOAHOTO HHPOPMAIIMOHHOTO OOMEHA;

pacnpenenennbie MCIIIH, umMeromnye MOAKIIOUYEHUE K CETAM CBsI3U OOIIEero
MOJIH30BaHUS U (WJIM) CETAM MEKIYHAPOIHOTO HH(POPMAITMOHHOTO OOMEHa.

[TpumennTensHo k ocHOBHBIM TunaM MCIIIH cocTaBisitoTCS TUMOBBIE MOJETH
yrpo3 ©Oe3omnacHoctu [I/IH, xapakTepu3yroude HACTYIUICHUE pa3JIMYHBIX BUIOB
MOCIEACTBUM B pe3yJibTaTe€ HECAHKIMOHUPOBAHHOIO WJIA CIy4allHOTO AOCTyNa H
peanuzanuu Y BITIH.



Yactaple mMomenu yrpo3 OeszomacHocTH [I/[H mpuUMEHUTENHHO K KOHKPETHBIM
NCIIH cocraBisitoTcst orneparopamMu, 3aka3dukamu W paspadorunkamu MCIIJIH Ha
ATanax Mx co3JaHus U (WJIM) IKCILTyaTalH.

6.1. TunoBasi Mmoesb Yrpo3 6€30NacHOCTH MEePCOHAIbHBIX JAHHBIX,
o0padaTbiBaeMbIX B aBTOMATU3MPOBAHHBIX Pa00YMX MeCTax,

He MMEKIINX NOJAKIIOYEHHUS K CeTAM CBSI3U 00111ero MoJib30BaHUA
U (MJIM) ceTsIM MEKIYHAPOIHOT0 MH(POPMALMOHHOT0 00MeHa

[Ipu o6pabotke I1/lH Ha aBTOMATH3MPOBAaHHOM pabOUYeM MECTE, HE MUMEIOIIEM
MOJKJIIOYEHHUS K CETSAM CBSA3U OOILEro MOoJIb30BaHUS U (WJIM) CETSIM MEXIyHapOIHOTO
UH(}OpPMaIMOHHOTO OOMEHAa, BO3MOKHA pean3alus
ciuenyromux Y bII/IH:

yrpo3 yTeuku HHPOPMAIIMH 110 TEXHUUECKUM KaHajaM;

yrpo3 HCJI k I1/IH, o6padaThiBaeMbIM B aBTOMATU3UPOBAHHOM paboyeM MecTe.

VYTrpo3bl yTeuku HHPOPMAIIUU 110 TEXHUYECKUM KaHajaM BKIIIOYAIOT B ceOsl:

YIPO3bl YTEUKH aKyCTHUYECKOU (peueBoii) nHGOpMaLIHH;

YIpO3bl YTEYKHU BUO0BOM MH(pOpMaLINH,

yrpo3sl yTeuku uHdopmanuu no kanary [ID9MUH.

Bo3HUKHOBEHHE yrpo3 YTEUKM aKyCTHYEeCKOH (pedyeBoid) uHGOpMAINH,
coAepKalleicsi HEMOCPEACTBEHHO B MPOM3HOCUMOM peun mnoJb3oBatens WMCIIH,
BO3MOXHO Mpu HanmuureMm GyHKuuid ronocoBoro BBoja [1/1n 8 UCII[In unu dyHKImit
BocniponsBeneHus [1/1n akyctnueckumu cpencrsamu UCII/IH.

Peanuzanus yrpo3sl yreukyd BUJI0BOM HH(POPMaLMA BO3MOKHA 33 CYET MPOCMOTpPa
MH(pOpMAITUU C TTOMOIIIBIO ONTUYECKUX (ONTUKOAIEKTPOHHBIX) CPEACTB
C DKpPAaHOB [UCIUJIEEB U JIPYTUX CPEACTB OTOOPaKEHHsS] CPEACTB BBIYMCIMTEILHON
TEXHUKH, WHQPOPMAITMOHHO-BBIUUCIUTEIBHBIX KOMILJIEKCOB, TEXHUYECKUX CpEICTBa
00paboTku rpaduyeckom, BUAeo- 1 0yKBeHHO-IIM(POBOM HHPOPMALIUU, BXOAAIIUX
B coctaB UCII/IH.

Yrpo3sl yreuku uHdopmarmu no kaHainy [IDOMUH Bo3MoXHBI W3-3a Haau4us
ANIEKTPOMATHUTHBIX U3Jy4Y€HU, B OCHOBHOM, MOHHUTOpPAa W CHUCTEMHOro OJIOKa
KOMIbIOTEpPA. OCHOBHYIO ONACHOCTH NPEACTABISAIOT YIrpO3bl YTEYKH HM3-3a HAJIUYHS
3JIEKTPOMArHUTHBIX U3Ty4EHU MOHUTOPA.

Yrpo3st HCJI B aBTOHOMHOM APM cCBsi3aHbl C JEWCTBUSMH HApYIIUTEIEH,
nmeromux aoctyn k MCIIIH, Bxmrowas mnoss3oBatenenn MCIIIH, peanusyrommx
yrpo3sl HenocpenctseHHo B MCII/IH. Kpome atoro, ncrounnkamu yrpo3 HC/J
K uHpopmaiuu B APM MoOryT ObITh anmapaTHble 3aKJIaJKH U OTUYKIaeMble HOCUTEIIH
BPEIOHOCHBIX MPOTPaMM.

B UCIIln Ha 6a3e aBToHOMHOTO APM BO3MOXXHBI BCE BBl YSI3BUMOCTEH
NCIIJH, 3a HCKIIOUYEHHEM YSA3BUMOCTEHM, CBSI3aHHBIX C pPealu3alell MPOTOKOJIOB
CETEBOI0 B3aUMOJICUCTBUS U KaHaNIOB niepeaayn qaHHbIX. B Takux MCII/IH BO3MOXKHBI:

YI'pO3bl, PEATU3YEMBIE B XOA€E 3arpy3KU ONEPALUOHHON CUCTEMBI
Y HampaBJCHHBbICE HAa TEpPEXBaT MapoJied WiIM HUIASHTU(PUKATOPOB, MOAUDUKAIINIO
6a3oBoii cuctemsl BBo1a/BbiBojIa (BIOS), mepexBart ynpapneHus 3arpy3koii;



YI'PO3bl, PEATU3YEMBIE MTOCJE 3arPYy3KH ONEPALMOHHON CUCTEMBI
Y HalpaBJICHHBIE HA BBINIOJHEHUE HECAHKIIMOHUPOBAHHOTO JOCTYIa
C TMNpPUMEHEHHEM  CTaHJapTHbIX  (QYHKUMM  (YHUYTOXXEHUE, KOIMUpPOBAHUE,
nepeMenieHue, GopmMaTupoBaHWE HOCUTENCH WH(OpMAIMU WU T.M.) OMEPAIMOHHOU
CUCTEMBbl WJIM KaKOW-TUOO TMPHUKIAAHON MporpamMmbl (Hampumep, CHUCTEMBbI
yIpaBiaeHUsl 0a3aMu JaHHBIX), C IPUMEHEHUEM CIIEIUAIBHO CO3JaHHBIX
s BeinonHenuss HCJI mporpamm (mporpamMm mpocMoTpa U Moaudukanuu peectpa,
MOMCKa TEKCTOB B TEKCTOBBIX (ailsiax U T.11.);

YIpO3bl BHEJIPEHUS BPEJOHOCHBIX MPOTPAMM.

6.2. TunoBasi Mmoesb Yrpo3 0€30MacCHOCTH NMEePCOHAIbHBIX JAHHBIX,
o0padaTpiBaeMbIX B ABTOMATH3UPOBAHHBIX Pa00UnX MecTax,
HMEIUIUX MOAKIIYEeHHE K CeTAM CBA3H 0011ero nojib30BaHUs
U (MJIM) ceTsIM MeKAYHAPOIHOTr0 MH(POPMALIMOHHOT0 00MeHa

[Ipu o6pabotke II/IH Ha aBTOMATU3UPOBAHHOM pabOYeM MeCTe, HMEIOIIEM
MOJKJIIOYEHUSI K CETAM CBSI3M OOIIEro MOJIb30BaHUS U (WJIM) CETSAM MEXKYHAPOIHOTO
uHpopMamoHHOro oOMeHa, BO3MOKHA peanu3aius cieayronmx Y BIIH:

YIpo3bl yTeUKH UH(GOPMAIIUU 110 TEXHUYECKUM KaHajlaMm;

yrpo3bl HC/I x I1/]H, oOpabaTbiBaeMbIM Ha aBTOMaTU3UPOBAHHOM
paboueM  MmecTe.

Yrpo3sl yreuku nHGOpMaIlUK 10 TEXHUYECKUM KaHajiaM BKJIIOYAIOT B CEOs:

yrpo3bl YTEUKU aKyCTUUYECKOH (peueBoi) HHGOpMaIINH;

YIpO3bl YTEYKHU BUIOBOM MH(pOpMaIINH,

yrpo3bl yTeuku nHpopmaruu no kanairy [I9MIUH.

BosnuknoBenue YBII/IH B paccmaTpuBaembix MCII/IH o TEXHUYECKUM KaHallaM
XapaKTepU3yeTCsl TEMU K€ YCIOBUSIMU U (DaKTOpaMu, YTO U JIJIi aBTOMATU3UPOBAHHOTO
pabouero Mecta, He UMEIOIIETr0 MOAKIIOYEHUS K CETsIM OOIIero Mmojb30BaHus U (HIIN)
CETSIM MEXAYHAapOJIHOI0 MH(POPMALTMOHHOTO OOMEHA.

Yrpo3et HCJI B UCIT/IH cBsi3aHbI C A€UCTBUSMH HAPYIIUTENIEH, UMEIOIIUX TOCTYI
k HCII[In, Bkmarowas nouas3oBatenet  UWCII[H, peamu3yrommux  yrpo3sl
HenocpencteeHHo B MCII/IH, a Takke HapylIuTeneld, HE HMMEIIIMX JOCTyNa K
NCIIJIH, pean3yronux yrpo3bl U3 BHEITHUX CETEH CBS3HM OOIIETO MOIb30BaHUS U (WIIH)
ceTel MEeXIyHapOAHOT0 HH(OPMAIIMOHHOTO OOMEHa.

VYrpo3et HCJl B UCII/IH, cBA3aHHbIE C NEUCTBUSMHU HAPYIIUTENEH, UMEIOIINX
noctyn Kk UCIIJIH, aHamorudHel TeéM, KOTOPHIE UMEIOT MECTO ISl OTAEIbHOTO APM,
HE MOJIKITIOYEHHOTO K CETSAM CBSI3H OOIIETO MOJIb30BaHUS. YTPO3BI
13 BHEIIHUX CETEH BKIIOYAIOT B CEO0s:

YIpO3bl «AHaAIM3a CETEBOI0 TpaduKay C MepexBaToM rnepeaaBaeMoi BO BHEIITHUE
CETH M MPUHUMAEMOMN 13 BHENIHUX ceTel nHpopmaIuy;

yIpO3bl CKAaHUPOBAHWS, HAIPABJICHHBIC HAa BBISBICHHE THUIIA ONEPALMOHHOMN
cucteMbl APM, OTKPBITBIX TIOPTOB U CIIYKO, OTKPBITHIX COSTUHEHUH U JIP.;

YIpO3bI BBISABJICHHUS TTAPOJIEH;

yrpo3bl nonydenuss HCJI myTtem moMeHbl TOBEPEHHOTO O0OBEKTa;



yrpo3bl Trna «OTka3 B 00CITy)KHBAaHUNY,
YIPO3bl YAAJIEHHOTO 3alyCKa MPUII0KEHUH;
yIPO3bl BHEAPEHHUS 110 CETU BPEIOHOCHBIX MIPOTPAMM.

6.3. TUIIOBAA MO/ZIEJIb YT'PO3 BE3OITIACHOCTHU INEPCOHAJIBHBIX JAHHBIX,
OBPABATBIBAEMBIX B JIOKAJIbHBIX UHOOPMALTMOHHDBIX CUCTEMAX
[TEPCOHAJIbHbBIX IAHHBIX, HE UMEIOIIHUX [TOAK/IIOYEHUA K CETAM CBA3U
OBIIEIO [TOJIb30BAHUA U (UJIN) CETAM MEXAYHAPOZAHOT'O
MHO®OPMALIMOHHOI'O OBGMEHA

ITpu o6padotke I1/1x B nokansubix UCIIJ/IH, HE MMeroIIKe MOIKITFOYSHUS
K CeTSIM CBSI3M OOMIETO TMOJIb30BaHUS W (WJIM) CETAM  MEXKIyHapOJHOIrO
nH(opMaIiMoHHOT0 0OMEHa, BO3MOKHA peanu3aius cieayronmx Y BI1JIH:
YIpo3bl yTeUKH UHGOPMAIIUU 110 TEXHUYECKUM KaHajlaMm;
yrpo3sl HCJ] x [1/1H, o6pabaTbiBaeMbIM Ha aBTOMATH3UPOBAHHOM
pabouem  MmecTe.
VYTrpo3bl yTeuku HHPOPMAIIUU 110 TEXHUYECKUM KaHajaM BKIIIOYAIOT B ceOsl:
YIPO3bl YTEUKH aKyCTHUECKOU (peueBoid) nHpopmaluy;
yrpo3bl YTEUKU BUI0BOM MH(MOpMAITNH;
yrpo3sl yTeuku uHdopmanuu no kanany [ID9MUH.

BosnuknoBenue YBII/IH B paccmatpuBaembix MCII/IH o TEXHUYECKUM KaHallaM
XapaKTepU3yeTcsi TEMH K€ YCIOBUAMH U pakTopamu, uTo U A JokanbHeix UCIT/IH, He
UMEIOIIUX TOAKIIOUEHUSI K CETSIM CBsI3W OOIIero IMOib30BaHUA M (WJIHM) CETSIM
MEXAYHApPOIHOTO HH(DOPMAITMOHHOTO OOMEHA.

VYrpo3et HCJ] B nokanbhbix MCIIJIH cBsi3aHbl C JOEWCTBUSIMH HapyUIUTENEH,
umeronux aoctyn k MCII[H, Bkmatowas mnonab3oBarteneid MCIIIH, peanusyronmx
yrpo3bl HenocpeactBenHo B UCIT/IH.

Yrpo3st HCJI B UCII/IH, cBA3aHHBIE C NEHUCTBUSMH HAPYLIUTENICH, UMEIOIINX
noctyn K UCII/IH, aHanoruuHbl T€M, KOTOPbIE UMEIOT MECTO IS OTAEIbHOrO APM,
HE MOAKIIOYEHHOTO K CETAM CBsA3U OOIIero moJsib3oBaHus. Kpome Toro, B Takou
NCIIIH MOTYT HUMETH MECTO:

yIpo3bl «AHalu3a CeTeBOro Tpaduka» ¢ mepexBaToM IepeaaBacMoil MO CETH
uH(popmanuu;

YIPO3bl BBIABJICHHUS NIApOJIEH;

YIPO3bl YIAIEHHOIO 3ayCKa NPUI0KEHUN;

YIPO3bl BHEAPEHUS IO CETU BPENOHOCHBIX MPOTPAMM.

6.4. TunoBasi MoJeJIb YIpo3 0€30MACHOCTH MEePCOHAIBLHBIX JAHHBIX
o0padaTbIBaeMbIX B JIOKAJIbHBbIX HHPOPMAIIMOHHBIX CHCTEMAX
NMEPCOHAJILHBIX JAHHbIX, HMEIOIINX MOJAKIIYEeHHEe K CETAM CBSA3M 0011€ro
M0JIb30BAHMS U (MJIM) CeTAM MEKIYHAPOIHOr0 HH(POPMALIMOHHOT0 00MeHAa

IIpu o6padotke [1/In B nokansHbix UCIIIH, MMEIOMUX MOAKIIOYEHUE K CETIM
CBSI3M OOILEro MOJb30BaHMUS M (WJIM) CETAM MEXAYHapOAHOrO HH(OPMALMOHHOTO



oOMeHa, BO3MOKHA peanu3anus ciaenytomux Y BITIH:
yrpo3bl yTEUKU HH(POpPMAIIUU IO TEXHUYECKUM KaHalam;
yrpo3bl HC/I k I1/]H, oOpabaTbiBaeMbIM Ha aBTOMaTU3HPOBAHHOM
pabodyem  MmecTe.
YTrpo3sl yTeukn nHOOPMALIUY IO TEXHUYECKUM KaHajlaM BKJIIOYAIOT B ceOsi:
yrpo3bl YTEUKH aKyCTUUYECKOH (peueBoit) HHpOpMaIInu;
YTPO3bI YTEUKH BUIOBOM WH(MOPMAITUH,
yrpo3bl yTeuku nH(opmaiuu no kanary [I9MIUH.

BosnuknoBenne YBIIJIH B paccmarpuBaeMbix MCII/IH no TexHuYeCKUM KaHaIam
XapaKTEpU3yeTCsl TEMHU K€ YCIOBUAMH U (PaKTOpamu, 4TO W JJIS MPEABIAYIIUX TUIIOB
NCII/H.

VYrpo3er HCJI cBsizanbl ¢ AEHCTBUSAMH HapyIIUTENEH, WUMEIOMIMX JOCTYI K
NCITn, Bkaroyas noab3oBareneid UCITIH, peanusyonmx yrpo3bl HENOCPEICTBEHHO
B UCII/IH, a Takxe HapymuTenen, He uMmeromux aoctyna k UCIIIH, peanusyrommx
yrpo3bl U3 BHEITHUX CETEH CBSA3HM OOIIETO MOIL30BaHUS U (WIIH) CETEH MEXKITYHAPOIHOTO
UH(OPMAITMOHHOTO 0OMEHa.

VYrposet HC/I, cBsi3aHHBIE C NEWCTBUSAMH HAPYLIUTEIEH, UMEIOIIUX JOCTYII
Kk UCII/IH, BKItO4aroT B ce0s1 yrpo3bl, aHAIOTUYHBIE TEM, KOTOPbIE peaau3yoTcs
B oTJIeIbHOM APM, HE NUMEIOIIEM ITOAKIIOUEHHUS K CETIM CBSI3M OOIICTO MOJb30BaHMUS.

VYTpo3bl U3 BHEIIHUX CETEH BKJIOYAIOT B CEO:

yIpo3bl «AHanHu3a ceTeBOro Tpadukay ¢ NepexBaToM MepeaBaeMoi BO BHEIIHHE
CETH ¥ MPUHUMAEMOMW U3 BHEIIHUX ceTel nH(popManuy;

YIpO3bl CKAaHUPOBAHWs, HAIPABJICHHBIC HAa BBIABICHHUE THUIIA ONEPALUOHHOMN
cuctembl UCII/IH, ceTeBbIX apecoB pabOuUMX CTAHIIMM, OTKPBITHIX MOPTOB U CIIYXO,
OTKPBITBIX COEJUHEHUH U JIP.;

YIPO3bl BBIABJICHHUS TIAPOJIEH;

yrpo3bl nonyuenust HCJI myteM moamMeHbl TOBEPEHHOTO 00BEKTA;

yrpo3bl Thna «OTka3 B 00CITyKUBAaHUNY;

YIPO3bl YIAIEHHOIO 3aIlyCKa NPUI0KEHUN;

YIpO3bl BHEAPEHUS MO CETU BPEIOHOCHBIX MPOTPAMM.

6.5. TunoBasi Mojie/ib YIpo3 0€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX,
o0padaTpIBaeMbIX B pacnpeae/JieHHbIX HH(POPMAIHOHHBIX CHCTEMAaxX
MEePCOHAJIBHBIX IaHHBIX, HE HMEIOLIMX MOAKIIYEHHUA K CeTAM CBA3H 001Iero
M0JIb30BAHMS U (MJIM) CETAM MEKIYHAPOJIHOI0 HH(POPMALIMOHHOI0 00MeHAa

IIpu o6padotke I1/In B pacnpenenennbix UCIIIH, uMerommx MOAKIIOYEHUE K
CETSIM CBSI3U OOIIETO MOJIb30BaHUS U (WJIHM) CETSIM MEKIYHApOHOTO HH()OPMALIMOHHOTO
oOMeHa, BO3MOKHA peanuzanus ciaenyromux Y BITIH:

yrpo3bl yTeUKU WH(OPMALIMU IO TEXHUYECKUM KaHajam;

yrpo3sl HC/I x I1/1H, o6pabaTbiBaeMbIM Ha aBTOMaTHU3UPOBAHHOM
pabouem  MecTe.

VYTrpo3bl yTeuku HHPOpPMaLIUY MO TEXHUYECKUM KaHajiaM BKJIOYAIOT B ce0s:



YIrpo3bl yTEUKU aKyCTHUECKOH (pedeBoii) HHPpOpMAaIy;
yrpo3bl yT€UKU BUJOBON MH(pOpMAIUH;
yIrpo3bl yreuku napopmarmu mo kanary [[I9MIH.

BosnuknoBenue YBII/IH B paccmaTpuBaembix UCII/IH Mo TEXHUYECKUM KaHAJIaM
XapaKTepU3yeTcs TEMH K€ YCIOBHIMHU U (pakTOopamu, 4TO U ISl MPEABLIYIINX THUIIOB
NCII/H.

VYrpo3sl HC/I cBsI3aHbI ¢ J€HCTBUSIMH HApYIIUTENEH, UMEIOIIUX JOCTYI
k  UCIIdn, Brmowas nons3oBareneid  MWCII[IH, peanu3yomux  yrpossl
HenocpenactsenHo B UCII/IH.

[Tpu 5TOM MOTYT OBITH YTPO3bI, AaHATOTMYHBIE TEM, KOTOPHIE HMEIOT MECTO
B oTAeIbHOM APM, HE MOAKITIOUEHHOM K CETSAM OOIIET0 MOJIb30BaHUs, & TAKXKE YTPO3bI,
peanus3yeMble BHYTPU pPACHpPEICICHHOM CETM C HCIHOJIb30BAHHEM MPOTOKOJIOB
MEKCETEBOTO B3aUMOJEHUCTBUS, B TOM YHUCIIE:

yrpo3bl «AHajau3a CETeBOro Tpaduka» C MepexBaToM IMepeaBacMol MO CETH
uHbopMaIuy;

YI'PO3bl CKAHUPOBAHUS, HAIIPABIICHHBIE HA BBISIBIICHUE OTKPBITHIX IIOPTOB
U CIIyKO0, OTKPBITBIX COSTUHEHUH U JIp.;

yIPO3bl BHEAPEHHUS JIO)KHOTO 0OBEKTA CETH;

YIPO3bl HABS3BIBAHUSA JIOKHOTO MapuipyTa IyTEM HECAHKUMOHUPOBAHHOIO
M3MEHEHHS MapUIPYTHO-aIPECHBIX JTaHHBIX;

YTPO3bI BBISIBJIEHUS MTAPOJIEH;

yrpo3bl Thna «OTka3 B 00CIIy)KUBaHUN,

YTPO3bl YAAIEHHOTO 3aIlyCKa MPUII0KEHUM;

YI'PO3bl BHEAPEHUS 110 CETU BPEJOHOCHBIX IIPOTPAMM.

6.6. TunoBasi MoJe/Ib YIpo3 0€30NaACHOCTH MEPCOHAIBHBIX JAHHBIX,
o0padaTbIBaeMbIX B pacnpeaeJeHHbIX HHPOPMAIMOHHBIX CHCTEMAX
MEePCOHAIBHBIX JAHHBIX, HMEIOIIMX NOAKIIYEHHE K CeTAM CBA3H 0011ero
M0JIL30BAHNUS U (MJIH) CETAM MEKAYHAPOIHOI0 HH(POPMALMOHHOIO 00MeHa

[Ipu o6pabotke I/l B pacnpenenenubix UCIIH, uMeronmmx MoakiIOueHne K
CEeTSIM CBSI3U OOILLEro MOJIb30BaHUA U (W) CETAM MEXKIYHAPOAHOTO HHPOPMALIMOHHOTO
oOMeHa, BO3MOXKHA peanu3anus cieayromux Y BITIH:

YIPO3bl YTEUKH UHPOPMALIMU MO TEXHUYECKUM KaHalam;

yrpo3sl HCJI x I1/1H, oOpabaThiBaeMbIM Ha aBTOMATU3UPOBAHHOM pab0OvYeM MecCTe.

VYTpo3bl yTeukn HHPOPMALIUK 110 TEXHUYECKUM KaHajaM BKIIIOYalOT B CeOsl:

YIPO3bl YTEUKH aKyCTUUECKOU (peueBoit) nHGOpMaIHi;

yrpo3bl YTEUKU BUI0BOM MH(MOpMAIINH;

yrpo3sl yreuku nHpopmanuu no kanamy [I9MUH.

BosnuknoBenue YbII/IH B paccmatpuBaembix UCII/IH o TEXHUYECKUM KaHalIaM
XapaKTEepU3yeTCsl TEMU K€ YCIOBUSMU U (paKTOpaMH, YTO U JJIs MPEAbIIYIIUX TUIIOB
NCIIH.

Yrpo3st HCJI cBsizaHbl ¢ JEWCTBUSIMH HapyIIUTEIEH, UMEIOIIUX JOCTYII
k UCIIdn, Brmoyas mnons3oBareneid MWCII[H, peanu3yommx  yrpossl



HenocpenctBeHHo B MCII/IH, a Takyke HapylIuTesie, He UMEOIUX J0CTyIa
k UCII[H, peanu3yomux yrpo3bl U3 BHEIIHUX CETEH CBsA3M OOIIEro IMOJb30BaHUSA U
(mm) ceTeit MeXTyHapOIHOT0 HH(POPMAITMOHHOTO 0OMEHa.

Yrpo3et HC/I, cBsi3aHHBIE C IEUCTBUAMU HAPYLIUTENIECH, UMEIOIIUX JOCTYII
k UCII/IH, aHanoru4Hbl T€M, KOTOpbIE UMEIOT MeCTO B pacupenenennubix UCII/H, He
MMEIOIIEH MOAKIIYEHUS K CETAM 00111ero nmoyib3oBanus. Kpome toro, B Takoit UCII/IH
UMEIOT MECTO YIpO3bl, PEAIIU3YEMBIE C HCIIOJIb30BAaHUEM MPOTOKOJIOB MEKCETEBOTO
B3aMMOJECHUCTBUS U3 BHEIIHUX CETEN, B TOM YHUCJIE:

yIpo3bl «AHaIM3a ceTeBOro Tpaduka» ¢ MepexBaToM nepeaaBacMoin
u3 UCII/Jn u npunumaemoii B UCITJIH u3 BHenIHUX ceTeit nudopmanuu;

yIpO3bl CKAHMPOBAHUS, HAIMPABJICHHBIE HA BBIABICHUE THINA WIM THUIIOB
HCIIOJIb3YEMBIX OMNEPAalMOHHBIX CHUCTEM, CETEBBIX aapecoB paboumx cranumii MCIIIH,
TOMOJIOTHH CETH, OTKPBITHIX MIOPTOB U CITY>KO, OTKPBITBIX COSAUHEHUH U JIp.;

yIrpo3bl BHEAPEeHUs JT0>KHOTO 00bekTa Kak B MICII/IH, Tak ¥ BO BHELTHUX CETSIX;

yTPO3bI OJIMEHBI IOBEPEHHOTO O0BEKTA;

YIpO3bl HAaBS3bIBAHUS JIO)KHOTO MapLIpyTa NyTEM HECAaHKLIUOHUPOBAHHOTO
VU3MEHEHUs MapLIPYTHO-aAPECHBIX JAaHHBIX KaK BHYTPHU CETH, TAK U BO
BHEIIHUX  CETsX;

YIPO3bl BBIABJICHHUS NIAPOJIEH;

yrpo3bl Thna «OTka3 B 00CITy>KUBaHUNY;

YTPO3bl YAAIEHHOTO 3aIlyCKa MPUII0KEHUM;

YIpO3bl BHEAPEHUS MO CETU BPEIOHOCHBIX MPOTPAMM.



